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Abstract

In tandem with the migration of the software development process from
waterfall to agile, there is a need for novel methods for security assurance
of software. In the traditional development process called waterfall, it has
been aiming to achieve security assurance that with no vulnerable software
by spending a lot of resources, including security experts, for each stage
of development (request, design, implementation, test). These efforts are
widely practiced especially in the new development of large software and
systems. On the other hand, in the software development, called agile, small
development team proceeds the iterative development in short release cy-
cle. Therefore, it is hard to frequently implement labor and time-consuming
works such as threat analysis and comprehensive security test. In addition,
the absence of security experts and the insufficient security knowledge of
developers are a common problem.

In this study, we were intended to support elicitation of security require-
ments and carrying out security test by developers themselves as a way to
incorporate a security assurance to the iterative development process ef-
ficiently. To achieve this we extend the test-driven development, which is
part of the agile software development methodologies, The main challenges
are handling of vulnerability from both the design and the code implementa-
tion and completeness of the security test to ensure the security assurance.
Therefore, we propose a novel method to assist the work of developers from
the point of view of security knowledge and work efficiency.

This study realizes the automation of security assurance by abstracting
security related information at the command level. The term “command”
indicates various functions performed by the application framework which
called from application implementation code. First, the target application is
classified into two parts, implementation code in Agile development (appli-
cation code) and framework side code called by application code (framework
code). The framework code is abstracted as “command abstraction library”.
Then, a tool generates a security verification model from application code,
extracts the security requirements, analyses a code security statistically, and
measures a security testing coverage by using the library.

All of the commands are registered into the library, and classify the char-



acteristics of the commands related to the behavior of the application and
security. A command related to security is classified into two types, SC
(Security Command) and RC (risky command). The commands, which are
classified as SC, are mainly performed a security function related to the se-
curity requirements and design of the application (design vulnerability), for
example an access control. The commands, which are classified as RC, are a
risky command that related to potential vulnerability code (implementation
vulnerability), for example various types of injection attack. As mentioned
above, this classification supports security issues corresponding from both
design and implementation of application.

In order to deal with the vulnerability relates to the application design, it
is necessary to understand the dynamic behavior of the application. For this
reason, a command relevant to the application behavior is also registered in
the library. Consequently, a tool effectively generating a security verification
model from static analysis of the application code based on this information
The model consists of a control flow model and a data flow model. The
control flow model is utilized to validate the security features of application.
The data flow is utilized to verify the possibility of attacks, such as injection
attacks. Developers quickly understand the security functions and weak-
nesses, and create a security test case of them by using a tool which support
proposed method.

To assess the security test coverage, the analysis tool counts the presence
or absence of the test case corresponding to the SC and RC embedded in the
code. Developers create a test case to verify the behavior of security func-
tions (sampling), and the use of the RC does not the cause of vulnerability.
They can efficiently arrange test cases based on this coverage information.

Finally, systematic knowledge of the software security is associated with
the SC and RC in the library. As a result, the developers will be able to
refer the security requirement, vulnerability and countermeasure, and test-
ing method of them from the implementation code point of view. The tool
supports developer who has insufficient security knowledge.

As described above, the developer flexible and quickly understands of
the relationship between the requirements, the implementation and the test
from the view point of security by the proposed method. This conforms the
security assurance to agile software development. Utilizing a library of secu-
rity knowledge, which linked with command at the implementation code, for
security assurance is a new method to share and use of security knowledge
between iterative development cycle and application developers.



The following three goals are set to evaluate the proposed method from
the point of view of consistency of the Agile software development: 1) The
method can handle a security problem due to both the design and imple-
mentation in a unified approach (or tool), 2) A maintenance of the command
abstraction library is not a big burden, 3) Regression testing by developers
supports security also (security test is incorporated into test-driven devel-
opment). The evaluation was executed through the development of security
tool (RailroadMap) for the Ruby on Rails Web application framework that
represents the agile development.
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clags UserController < ApplicationController
before_ filter :authenticate_ user!

"l.iﬂf index PEP
authorize! :index, Buser
/
Controller

app/controllers/users_controller.rb
goTTTEEEEEEEES Y Eu
Client side | .
1 (Web browser) . render v
"""""" Model

del/ability.rb
View app/model/ability.r
appfviewsﬂa}.rnutf...erb

K A\

class Ability

<%= if current_user.has_role? :admin %> include CanCan::Rbility

<%= link_to ‘Admin’, users_path %> def initialize(user)
<%= gnd %> user ||= User.new

if user.has_role? :admin
Navigation by authority yna tnRnage, tall

cannot :index, User
end

end PDP

end

1.1: Ruby on Rails I8} 3% 7 7 & A il fHll I L4
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Boa—NL%zHR—F L, Do —)L T Contoller ®° View 2— F%#HHT 3
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"Embedded Ruby 12 & 2 R—Y 4D 7> 7L — |
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1 | @attack
2 | Feature: Attack by Anonymous user
3 | As an anonymous user of the website, I want to access protected resources
4| ...
5 Scenario: I access to /users (id=C_user#index)
6 Given I do not exist as a user
7 When I access to "/users"
8 Then I should see "You_need_to_sign_in_or_sign_up_before_continuing." message
9
Listing 1.1: Cucumber (Z & 2 #iFT A b
1 | eattack
2 | Feature: Attack by User
3 | As a registered user of the website, I want to access protected resources
4
5 Scenario: I sign in and access to /users (id=C_user#index)
6 Given I am logged in
7 When I access to "/users"
8 Then I should see "Not_authorized_as _an_administrator." message

Listing 1.2: Cucumber (Z X 2717 X b
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X2V T4 T AT =AY B CHABEDPER LIRSFTCE 2D THILUL, %
NE7 Y ANV 7 b7 2 T7HFEICEWTHRITANARETDH 5,

TOXYANY 7 F 2 7HFBICE T X2 74 MROEL IDERI NS
DB, 23U, RO ERIELSIRE S ~HDO X X 2 7 4 LD FiEOHEH 23
LW EBERDOO EDIZHIT S S [19], WiZ, BLTD X ) 2H) A7
L—ALT7 =7V = VDL THIEZIN L THR=1+T252 03 TENL, 7V %
ANY 7 F 72 T7HBICEWTH, +0%2X 2V 7 4 RAEDIFHEBICTE 2 HEM:
BH 5,

o WYX 2 T4 B DER

o Yo X 2V T 4 FEAE DR

s WYX 2 ) T4 REORE (32, XY > —Fdil)

o WY ¥ 2 T 4 BEREICB Y % EE D i

s UAT Ik 2 ¥ 2V T4 BBEOMHEZR (RFFL—>aryTA})
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o MEANHEEX a2V T4 T AN —ADER (57 A Mr— 2D /ML)
o TH3R & SO IS B FAR A RS

X2 T4 RAEE EMT 255, MBIELW T ) =2 a v DR % 5%
WD E, X2V T4 TAMDE T NVELTIELL EETHINERH L, 7
QAP A N A2 T T4 7 (XSS) I ED Web 7 7)) r — 3 a VA OFEEICIE
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Bo, 77 AMECHE S LA EDT7 7V r—varvoteFx o) T4 @Gk & FEEE
AR B s D W TIE, ZOMGEEICIE, 77V 75— avDHENELEERL
T ERERRIENT AN I L E L TR ELE LS, — RN TY v AL
YV 7 b = 7EFEMEERIC, Rails ® Web 7 7Y 77—y a VEIFIZa—F (7 A b
a— R, VY—2a—1F) g0, FREORKIER E L TXELMZ
N, BFOFEERZKMT 2 EH)ICEHTE TV LIEE 0D,

Z9 L7gaic, CELEnTuRn, RO X 2 7 4 BRI L 7208- T,
X2V T4 RPN FEEa—FE (B LAIETAMNF—R) KNS EKE
T2 2L, FHEa—-VFofhrrs (BRD) X2 74 ZRke2EEHL T, 2
DIERZLE2—FT 5 LIIARETH S, FHEa—F hickFx 2 7 1 HRAED K
WEEIZIX. ZRBZ L Z L AE LD, BE S A 2002 W L Cidstd % 2
ETC, BDEREBOX ¥ 2V T 4 BROSCEALD T REIC 2 5,

RIZ, X2 T4« TAMr—2% 5 A MREBIFICHAATERIC X, Rails
D7V —>07—=7%, AHL T2t X 2V T4 BB Sy 7 — U032t 5 2
RIS (KBICHT 2 K0) 2, BIFREIHEL TOL20ENH 5, £z, FK
L7z Xa)T 4 TANT—ADTAMAINL Yy PPN 6 0D HETERILTE
20 CTHNL, BYLEDT AN r —2ZERLESFT 2 2 EDH[EEE & 5,

7YY ANY 7y T CIEEREE R 2 DR TR A TEML To»

5, Z) LI THEL X 2V T 48R EFE TAFDA—HZVDOTYH
BREE GRX G- WREZRREICT A2 2 LT, TV ANV 7 b7 27 7 X R
ERRMEDE X 2V 7 4 FHEEFENERHTE 2133 TH 5,
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) Taer Py ER7 707 —var 7L —207—7084t3 % API(Application
Programing Interface) 2589, 74 77V Tld. 7L —27— 27 D45 245
Da=<wy F (AP DiR2#nWE ZDX X 2 ) T4 @2 RT3, a~ v Pl
FUFTA T IV EHCEIET, X2V T AR>S, 77V r—va v
2RO BEECZIRILT 52 Z LDARELE 2 5,

aw v PRI 4 777 ) ORRIE, RENROT 7)) r—>a YFHL T
WE7L—LT—=0974 77V ThH5, EEDHFEONRELZT7 7V r—a
va— FEENRGEEE W THRET 28, 7L —27—=7F3I1I2o0nTidZn 7
A 772V DEREZSMLAHT S, 2FD), 77V F5—>av-7Lv—L7—7D
BFRERET, 7V =207 —21CT2X2) T4 k%2 54 77V DT
fii, A, HFT5, BRELT, ZOHBEIEHATA L TRA X2 74
RAEDAALADNHENL TE 2 & 9 12k 5,

—iic, A7V bEEEHCIEWeb 7 SV = av 7L —a7 =21, H
—BET7L L= 7T = a vy — AL RAIKEBREINE D, T
NCERENRET S EHKZRa— FEPNREZDBEER TR, 280
SEEOEIMGEEIZHEH L o, BEEEEDE S kv, 21X, Rails®a—F&
13 10 T4TLA 17223, Ruby OEHIMENTY — )L Laser [31] Tl ) £ S UBITE X4
WV, Z4UFa— FEOfIZ Ruby OB 2R 2 55\ O ERIENT S L v 2 & B
HTh s,

—MIz, 7L =T —=0FFET SV =y a v TOR X 2 7 4 fREEE
KONRNTHD, 7V—07 =037 7)) r—v a v ORERHFE L RS
EZDEALDHEEILE L, 207, FIHLTWwWE 7LV —LT—7 DY —RAa—
FEBET2H6EIZR L, AHAL TR 7L —407— 2785506 o fi
BRI TH D, L LS, 77V 77—y arvOiffl iR 0wz 7L —
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FREGEET 27201213, 7L =29 =270 a— VL&D 20 BH 5 2 LoVt
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ERETNLEMNLTORSIET, X2V 74 DFE~NOHRD A%z HEMLT
25DTH%5, 2L, EFTNVDIERE 2— RIS, My L2 7 a2
THEINEN, TETFTNUAEBIFERERDO L E MBI, BFREICE > TIRILE
MWEREETHD, TPvANY 7 b7 2 7HETELDEEIZEVWLDTH- %,
AKREFETIE, 2a—F2S5DETNVNDOMERETH) ZET, ETILETOEF 2
V74 Fzy 7 %2FEHT 5, flHll7o—r—y7u—IfilicDa<y FBREHE
W2z aey P74 77 VICEHRTLIET, a—FP6DETILD
WERZEET 5, COBEREZHA VS Z LT, BFKBTOT7 7V r—yavya—F
DERIREED S AR 7 7V —2 a VOIRZEVWETIL (7 e —eFL
ETF—=%70u—%7)) OEEPAHEE RS, ZITVRIHIETNIE, TV r—
YavolRsFouERTREER 77 (HH7ae—) LA EDT—85 DRz
ZEITODT =¥ 70 =TT 7D2DO0THb5, Web 7 7V r—>avicEir?
7 a—ix, 7727 ES—N—flOWeb 7 7V 7= ar DLy 57
PavitEIR=VERBE R, ERLEHE 7 e —e T IEe X 2 T 1 B
OEEICH VS, =% 70 —FEFNEA VP27 a VIREBOWMEEIZH 3,

TYYANY 7 bz TR TFE TR, FEOTLET A M —RADERE. %
DT ALENATLa—FFEEEETH D, Lo T, KIREFHED LI,
F 2 T4 RALICE T3 L NV, IO FEMAEREZ R OELE - N o€
TNEMET 2 HEPEENTH S,

X2 74 ICBRTar Nk (¥ o) 7o ERICH DSV X2V 74
BRE 2 BT % a2~ F (Security Command, SC) &. ZDOfffHLF 2 54
oV A7 L BHEEEDH B 3+~ N (Risky Command, RC) @ —ffi%H 2 434
T2, 77 AGEO L) X 2 TaBEREIE. 77V T —> a3 v OREFO—E
ThHh, THUTIFFIZSCTRINT 2, 70 AH A b A7V 754 v 7IED SQL
APz avREBEDLI B Web 7 7)) r— a v oA REIZ, 71—
L7 — 7 HITRIGEATH 505, Miggth e LCRIEE 25—k, 7L —247—
IBRMET 2 X 2 ) T R R AL L T 7Y r— a vlco sl B R
ZEET 26 TH S, 29 LEREICIE, ¥ 29 71 EiEomsifba~y P2
RC ELTERTDZETHINT S, Zruc kb, i FEMNHFoMEIzca~<
FiRib74 79 ) CHIGHREE %22, £ F 2V T4 TARDTFARAIANL Y
Detilicb awy FRLI7 4 772 VMNMEHTE %, 7u 77 4icElr % Lid
? SC,RC DfitiEi%x SINK; & L TEHEL, ZOSINKIZNTZTAMANL Y Y
XX a7 4 TAMDTAMANL Y Y E LTEHT S, lcDex 2 74
BERE (SC) 12DV T, ZDORLEDOMFENIZE TV BT, o7y v
WX BRNRDT AN —ATIR2FE O ZMERT 5, RC DEA®, EHVHBGE T
I N7z (False-Positive, #tbzt:) Ic>W T, ZNFNUT A M r—A%
TERL L., RTENELC L 2R T 2, TARANLy OWEHIICE 3 2 LT, i
W2 X2 74 7 A FDOEENPARE L 72 5,
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BIFEIZ (BEER S L AN D) X 2 7 4 BoRicH T 7 7Y 7y —v 3
vEEFEL, V7 by THFICET S, lETRIoeX 2 74 AERICH &
DT X2 74 RaEZ2 ET 20803 H 5, AW TlE Common Weakness
Enumeration (CWE) Za <y Fig{t74 77V 2H T, fFa~<r Ficit
sz tc, BHRERT 7V r—yava—FEREiZENS ¥ 2 574 BEa
2V FORMEZ, BRNICIZ 2 ZEBTEB L9 IChD, DFH, Ela—F
PorF ) T EREZONERT A FOBRA EDAERCY v 7T 52 LT,
RN TR R X 2727 SV — a VS ZfiET 5, 2D kI ic, FE
a— 5, BhET 2HEssEER. SNz X o) 74 ERkE2 M T 2, &K
F7e, X2V 7 4 BEROMERIZFAFEF — DL E 2 =B TH B0, X2
T4 ERORSFEZ 7ae 2L L, FREEHZENT 2 2 LIRS, C
ALZHFED Tue A 70 —% Y — L3 R— 925 2 LT, KERFEICE)
RKPFEEDZHEIC X B HaggtEDFEAE 2 RIRITHATE 2 L )12k 5, BIAIEX, Hi
MDOERE KT 22 &0, HEOEEPERERZOHEIZLEI bDRDH», %
7l X2 ) T A BROEENFEE - FOEEZEIRED DD % HEIN
ICHERRTE 5,

DXL, avy PRI 4 77V 2RI, X2 ) T4 BT 315
ZENTEIET, BEa—FroT7 7V 75— avoiRa2 e T VAR,
X a2V T4 RO, B X 2V 74T, Bt X 2V T4 T AR ANL Y
YOO HELTRE & 72 5, REFEOFHLICHZD, XD 3 >0 HEA
ELT, 1) BRPFEGHIENT 2 X 2) 74 ORJEE, FEEIERNT 22X 2
V74 DMEE ZHR— LT (V=) THROKZ 52 L, 2) avr Fiigdt
74 770 ORI RERAHIC RS Rw2 L, 3) 77V =y a D
mYFT AP CeX 2 T4 RAEEITA % (7 A FEKEIASIC X 2 T4 T A b
BHAADZ) T THDH, TNHLOHENEHTELILEZ, 7Y v A WA
HERETEWeb 7 7Y —> a3 7L—2L7—72, Rubyon Rails Z /% & L
TeeX 2V 74 Y= VO ZE L TREFEOEHEICOWTHERT 5, BX
L72Y =), RailroadMap (Z. A =7V =2 L TR T35 2L 7T, JALA
RO R 2 FEE DG LS ¥ 2 L)WMD A TV» 5,

AMEDOERIZIRD 4 OTH %,

1. a<=y PRI 4 75 20 Web 7 7V —>ary 7L —07—7
Dt ¥ 2T 4 REETFEDRE,

2. Web 77 r—varvdeXa) 74 M@z ETVER (XY T4
BEEE T V) DFRZE,

3. SINK zHWw/t X 2574 T AMANL vy PDFHHL

Mhttps://github.com/munetoh/railroadmap
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4, BEa—FEteXaV 7 ¢ Ak E o HBEhHEREE,

5. X FHED Y — 1l (RailroadMap DBHF),

1.4 KL DR

2 FETlE, AHADOEME R & BERIC O W TRR S, £7, X7 uk R
EeX a2 )T AREE R ADBIREEBL, 7V v ALY 7 b 2 THIFICHEL
7o ¥ 2 ) T4 RO A OWT Z DFEZ L, Web 7 7V r— 3
VHFICET 2 e X 2 ) T4 BB X OERD L ¥ 2V 7 4 BREETF RIS OV TR
N5, R, ETNVEEFRE X 2 74 REEDOH D A & SRR L
T % Rails IZDOW TR, RFBICTHEICOWTEIET 5, 3= Tk, _RETFTET
bravry PRI A4 77V 2IEH L ¥ 2 7 4 LD FEMIC D VTR
%, ABMCIIRETHEDY = fl, Rails ICHIGL7ztF 2V T4 T ANV =),
RailroadMap DFERE K OV FEEEDFEM & . RailroadMap % FEFED Web 7 77 77 —
vavIGEM L, BEFEOEIEROFEIMEICOWTHEERL 72, 5 B TIEARR
FEOAMEICOWTELED L L LB, SHBDOLF 2 TARADH D HiZD
W T %, 6B TAIMXZZ LD 5,
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H2E SN s OB

RIETIE, AR THRETEZ T ANY 7 b2 THETORF 2 T4
fRAEE. Web 7 7V 7 —> a VIZBIF 5 ¥ 2 ) 7 4 RAEOHD flacBIL T2
DEF. MOBEFRICOWTE LD L L bia, MR OHREIC O W
5,

RO 21 8TV 7 727D X 2 74 1T 28k A OWTE
ED5, RIZ, 22HiTWeb 7 7V r—>avicBid 22X 2 7«4 EOREIC
DWTELDL, ~fRICEF 2 74 OREIIRL ZERD» S RET 270, K
FCTIR ) ¥ 2 ) T 4 OREICOWT, ZOHIPHEFEHICOWTEERT S, &
¥ 1) 7 4 BREEDRE A 7 Fidild, FEBUCIEBAF 7 o ZICHELIKRIEL TR D, BiX
7u e AV L ZGEIC, RO FIEOHEHRE 2 2 2 BRI N T
5, Z2C, 23T, fERDOY 7 b 2 THIEICEIT 52X 2 T 4 fRAEDHL
DilAZEEL et 7YY ALY 772 T7HEICKET 2% 2 T 4 LD
D fH A & BRI DWW TR T 2, AAORETEIZ, 7 VEEIFYEIC L %
X2V 74 ORYMHAZIERL T35, 2T, 2.4 fiT, fERDE T IVEEH
DX a2 T4 REOWM Y HAZ E LD, ZOHEICOVWTEMET 2, XIZ, 2.5
fili CANIE TIHEED ¥ —/7 v b £ § % Ruby on Rails ([ZD\W T Z O ¥ % FiBH T
%, mi2IC 2.6 i CARWIZE T ) BEIC O W TE L0 5,
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2.1 X2V TF ¢ HER

ZOfiTIE, BN X ) T ERE, FHEOEX ) T4 AT — Y R—
AT DWTZ O Z TS 5,

7= —h = VEOBFETOLF 2V T 4 ik, 1) ¥ 2V T 4 BRDIE
LR E N, 2) Z208ERICHE SV X 2 Y F 4 WERHEF & FEHEICB VTR
eI, 3) i ICT A P2 L TGRS LD, TV Y ALY 7 b = THIFEIC
BWTHIEARIIFE U 7203, Bk, 3GEF HEEZNZTNDRERFED L TEM L
T ZEBKREREBENTH S, RITTP v A LY 7 b7 2 7HFTIE 1 OXE
EREAZ2ICHDBETHSE, ZOGHELX 2 74 ERERDVER L 70 2
P3DLX 2V TARIEPT A POEEBIA T ERD, EZL, 2OEAbE
X2V T4 DERIIEROTEL L THET 21X TH 528, FAFKEDHTIEL
CHEEINTVBERBESR, 29 LttFxa) T 4 BROEERHST 2 80EK
AT ) 72D, HLlDL X 2 ) 7 4 ERDOERCHSIED ERDB NI 5,

2.1.1 X2V F 4 Hk

e X 2 ) T A BEREBERT DA N 74 Viid, KEBIFDED 72 IT >
AT LB T 2 ERAKBRD 2 X 2V 7« Z3K, FIPS PUB 200[5] %, 7L ¥ v A —
FZEFDIE ® 72 Payment Card Industry Data Security Standards[4] . OWASP!
(Web 7 7’V 7 —>arvde¥x a2V 74 %) NPO) 3% & 7z Web Application
Security Requirements [2] 72 £23% %, FIPS 200 Tldt ¥ 2V 7 ¢ FElli 2Rk IH
HDO—2IZB P 5N T30, Bl AT LD F 2V 7 4 Ml 217 5 IR
& L Cl, ISO/IEC15408 (2 E¥ 7 74 7V 7)23H % [40], FFic, 1SO15408
BT 2LF¥2) FAEEEERTIELY 2 F 1 1S & 2 DIREEMEDMR R IC B
HMInTwns,

X2V T4 EORICIGE~ & ERA BRI E F NS0, £2.1 TLEE4ODH
KIHH (15408 I2 oW CIHEREIEHE) 2 —%EIC T 5, 77V 75— a v F XA Vi
KLz X2V 74 BRk2SET 22 LT XMLV F2) 574 3
knfFonz, iz, HHO7 7V r—vavichBEINsex ) T4 Bk
PeX 2V T4 ERIEBEOIICEVEEHINSD, D ED LX) ic, BINPE
RORESI N F 2 7 4 B3R (1SO15408 DA 1Z Protection Profile) %%
Wzl eT, Hi—MWNheXa) 74 BR2ERTHILEBTES, Web 7 7Y
F—vavFEIIEWT, FREPSRITRNE X2 Y 74 ERIZ, OWASP DL
X2V T A BEREBVHEARLE LD, Web 7 7’V = avAEDOR X 2 74
FRIE, PIZIEE a~v—AY A b THiuUL, PCI-DSSIZH)IHT 2 H5EH 5,

"https://www.owasp.org/
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#21: X)) F ¢ Bk

FIPS
PUB 200

PCI
DSS

OWASP
Security Req.

ISO/IEC
15408 part 2

Authentication
Password rule
Access Control

v

v

7,8,9

FIA
FIA_SOS
FDP

2
Session Management 3 FTA
Parameter 4
Output 5
Communication protection v 4 6 FTP
Cookie 7
Web browser 8
Audit v 10
Cryptography
Privacy

FAU
FCS
FPR

Contingency v FRU

Configuration management v
Test 11
Firewall 1

9.1,9.5

Data protection 3
Anti virus 5
System integrity v
SDL 6
Certification
Policy 12
Incident responce

\

Maintenance
Physical protection

Planning
Personnel Security
System Acquisition

ANENENEN ENENEN

Training

2.1.2 ¥ V7 1 Ak (Waggik: &£ BEERY — )

V7 b7 olfisgE2 R L IBEOAERE T A AA L LT, £Eokx
2 T4 AT — 8 R—= 2D DH 5, V7 b= T OWEssES A &
D, ZOXIHE LTHEIFED b 7 v X v 7231999 I £ -7z, 2423 Common
Vulnerabilities and Exposures (CVE, Hiffaggtdsknl ) Tbh 5, MdEH %Y 7
Y27 DON—Yay, BWEOME, NIEK2Z2XEDbDTH S, %D 2005
SRICRTEO RANE 72 & b § 2 fhfA & LT, Common Vulnerability Scoring
System (CVSS. H@lagg1EaTAlis 2 7 &) BhFE I N le, £, Mgtk aHi s
L T 2006 4£IZ Common Weakness Enumeration (CWE. @554 £ 7 —
YD, WEENY — D4 H E LT Common Attack Pattern Enumeration and
Classification (CAPEC) 75 2008 fEICPF s S 7z, TN 3 A BT S upo
AHINTEY, V77270 Xx2) 74 MEEZK) 720 DMBOMFKE L
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TEHWRETH 2, vF¥ 2V T4 RALOHELZ1T) Z20ITid, 2D LI k¥ a
VTt AERDOTEE T — 8 RXR— 2L HEETH 5,

25 I KIEBUR DY Federal Information Security Management Act (FISMA)?
DILIT Security Content Automation Protocol (SCAP) 3 DD fAD—BEE L
TEMZED TV 2HDTH D, RMEITIZY 7 b7 = 7 ONEs5EE H o BBk
ZHIETLDTH S, T16 DT —F X—2IFIEHEAMMEERDKE MITRE £ 4 12 &
DEHINTV?

KIZ, AHRE EBIHRDZE CVE, CWE, CAPEC IZD\WTZ Df#EZ T %,

2.1.2.1 Common Vulnerabilities and Exposures (CVE)

CVEIZY 7 b7 =7 CHAEL I Msgth ik TdH 5, MITRE thic X ) EHED 7%
WEHICEHEN TV, HAEWTIX Japan Vulnerability Notes(JVN)® 23 CVE
&HE L CliassEEmz B L Tw» 5

CVE THE#INMgEN ¥ 2V 74 OBIHATED S S WIEAR b DR DH>
%z Emit$ % Fik L LT Common Vulnerability Scoring System (CVSS) ¢ 23
FEINTW 5, MO EE 2 HEL T2 2 & T, WKOBIEZMS I L
MWTEL LI D,

WaggttEImz —tiE 5 2 ET, V7 by = 7 ORIHF IR T S Mass kSR
ZSIRLPTL %D, Web 7 7V 77— a voORBEDLED, FIHLCTw3 7
L— L7 =78y iy = ICHE DS Do B o G A EEs D 7 7Y i —
a v OB RHRT 5, MENPHTES ICFIHa Yy R—% v b OFEPERE

S >

2479,

2.1.2.2 Common Weakness Enumeration (CWE)

CWE 3V 7 b7 = 72 &B T 2 MeggtE o 250§ 2 7 0 DIEOHAETH %,
2008 FEITIRYID/N—2 a VHIRFAE N, ZDBEMICERIN TS 7, CWE
IZWE42DF A4 703H 5, View 13dH 5 A THasstE 28D 7 b D, Category 133t
HOFHE:Z b OMfaggth o 7' v — 7f. Weakness (2B Dfig514: ¢, & 512 Class,
Base, Variant D&M TZ DR EHIR I 415, Compound Element | #EE D H
RISE 2 > CHRAT B 551k %2R 9, CWE TIZZ 9 L AEHIC—EOFS5E D
WToil, ZNUDMHAEIZY v 7 L THEENZEEICR>TWwb, CVE TERRI
7 WaggrE D Z ORI 2 CWE THREI 115,

2http://csrc.nist.gov/groups/SMA/fisma/
3http://scap.nist.gov/
*http://www.mitre.org/

Shttp://jvn.jp/
Shttps://www.first.org/cvss

TARBZE Tl Version2.8 Z FIH L 7=
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X274 T ANV = VDFHHEL a5 %2 CWE Z HH\WTRET %5 Z & T,
BIfRE DML E D HIFR DO TCIC IEMEICHEgs M E 2 S L. WNiRZ4T79) 2 &3 CT&E 3%
Ik %,

2.1.2.3 Common Attack Pattern Enumeration and Classification (CAPEC)

CAPEC 3RS — v ML 7. T — I X—2 T, Libd CWE & bHAY ~
7 &N b, CAPEC b CWE [AlkkIC, 320D %4 7L &y IcEfEchRiban
T3, View 13H 28 CHEL £ D72 H D, Category IFILHEDORMEE DO
20 7L — 71k, Attack Pattern (ZfEBI DB Sy — 2 L 5,

CAPEC OfE#MIZICWE &) v o7 3Ns, 77V r—ravildEdr»ro /s L.
29 L7ERIET A M r —ADERICERITH %,

2.1.3 X2V ¢ AERICEE T % B ESE

Wang 513 CVE®° CWE % EDHlZ ¥ 2 ) 74 DA v bry—E LTHH
T 5 2L THEHRS AT L DB L Ness 1k 2 BHE L T 5 [65] [66] [67], 4L
MBI E L2 X 2 ) T4 WEZIGICZDY AT DX 2) T4 LD AT
Vw7 A%RDTWE, T THWSE XA MY v 7 RI1XCVSSTLICEIE IS,

Almorsy 57 =% 77 F v L X)L TDEF 2V 7 1 57111 CAPEC DKE
FUAZFHAL WS [10][11], RREALZY 7 b7 =72 MEAD XML %o
TEFIWLL. OCL® ZH\»TEFEZ L 72 CAPEC DXEY F VU A ZHWTHRET 3
LT, WEBEONLZHET 5,

EL DD i X 2V 7492 ) LAERZIEH L TWwa 23, B
HENWEELZTTOIHTOHELLF 2 T4 ABESIHTE 2 X ) I3 2100
AIZIF RS TR,

80bject Constraint Language, UML & F)VIH#EM T 2 B 2308 T 2 -0 0ESHME

3i
=]

=18
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22 Web7 7V 7 —> aviReteXx o5 4 43F

COfiTIEWeb 7 7V =2 a vyt tx 2) 7 4 OREZ BT 5,

2.2.1 Web7 7V 77— a v tfiggt

1991 4 1 WM 5 A F7eRRE (CERN) @ Tim Berners-Lee 23 H B4 D Web
YA 2R L 72, Web Bfiid 4 >~ —% v b L2 L 72, #D Web
X, 70 b 2)LICHTTP, 2y 7 vy oitllic~e—2 7y 780 HIML Z H\»
T, a2y TV —N=—D067 74 7Y MIELLETDOLDTH -7,
CGIDEIGZIZLD, 7747V 26D Y 7T AFTY Y —ADPENICEKTE
25912 %%, TN Web 7 7V —2aryThsb, DK, W3CIZ & % 1EHE
BDTL, K& Biflindy = 7IcilAGb I, ZOBEENIERINTE X,

Web 7 7)) r—yavik, 2y b =020 LTINS 58T 7)) r— a
YV 7 b7 TH%, BIfE, Wiki, Blog, 77— 4, v 74 v ay BV,
VI UNRNUF U TRE, RABANOT SV r—yavBif vy —%v b BT
HHINTWS, NI, Web 3 — 3—& Web 77 7% — TR S 41, kA4
RIETREH B, AL L ZDIE, HIML 7 bavzfHL =2 94 7~
F e = N—=ZXTLTH5D,

Web 7 7V r—yaviid, A v —%v bwinaInizxy b7 —7TH
Wes, o7 7V r—varvthh, SEIEhtXa) 74 LORMED, A~
¥ —%v b B L Web Biffii OBIFWI» SR INTW 5, £ 725 L LB
BEDEADEA LTI TH D, ZIU > THEZ 38T L WIESSHECE D B T
WEDODBEFTH S, LrLE5, WebHiifidthaA v 77 £ LA FIHE
NTEH, FLFERKEHAN=—TY v 7)ORNRTLH L, LEBo>T, %
DUEEVEDHRIZEE L IETH 3,

Web 7 77V r—y a vEHOMEHEE LT, ZJOQAYA v A2 T54 07
(XSS). SQLA v Yz vay hEBHL, ~4 70V 7 FEA32003 FI1TR L
7-WEggtED B [51] 23 2.3 1T T,

29 LMEIZ, Web 7 7V 75— a v a2FEETAEEP 7L —L 7 =212 k-
T, WEssMEDFAMEN R 2 2 L DHEfM I T\ 5% [34][56], 45K, Web 77
V27— ayDbOEEDOKFFEICHIN L ZRFTOFIESL 7L —207—27 % v
52T, HEEDEX 2V T 4 MROAHITRE RT3,

222 Web7 7V 5 —>arvy7L—L7—7
Web DR HEBEDMEMEIC 2 B I2 O T, ZDOBHFIZEEL X2 L T, #

ZC. WebBZTOhELE 25, HABEZ Y A —F L7 L =207 — 7 DF¥Z
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N, 29 L77V—207—7 LIZWeb 77V 7 — a v 2T 2 Fikhr—mit
LTw<,

21132 DEEB%2/RL7-bDTH%, PHP(Hypertext Preprocessor) I&, @)
I HTML 7 — 8 24T 2 -0 7u /5 2 v 7SiEc, BELIALAHE N
T\ %, JSP(Java Server Pages) | HTML IZHl&JA 417z Java 2 — F & {#iv,
B HTML 7 — % 24T 2 54 cdh H ., — N—TK{H§ % Java Servlet &
EdhicJava il k3 Web 7 7V 7y — a v 2 EBEHT 300 T EHAEMiTH 3,
EJB(Enterprise Java Beans) (&, *v N7 — 7 HMEY F A7V r—va v
DERETH D, FEBET TV T = a vORFIIASHHIN TV %, Web 77
r—avilB Ty, MVC(Model-View-Controller) Bl 7 —% 577 F ¥ &£ L
C. Apache Struts 7L — A7 — 7 &% Spring MVC 7L —24 7 — 7 36
¥,

2004 412 David Heinemeier Hamsson (2 £ ), Ruby on Rails DD /N —
Y a vl &7z, Ruby on Rails 1, A7V 7 FEiETH % Ruby # 7
MVC7—%727Fv¥DWeb 77V 75 —>avy7L—L7—7ThHbhH, TNET
D7 L—L7 =71 KAk wa— FoliicWeb 7 7)) 77— a v D
BIFDICTE 5 2 LR E LR TH %, Django 13 2005 FFI2AHY YV — R I
Python TH¥EL 7%~ Web 7 7V 7 —> a3 ¥ 7L —AL 7 —2 T, Rails FAEEIC Web
TV =y a vEREREICT S Z L TE S, CachePHP I3, Rails D&%
R CHFEIN/PHPX—ADWeb 7 7V 7 —>a v 7L —L7—7T, 2005
FIZRPIDN—2 a v93) ) — A N7,

2000 FEGHIED Web 7 77 77— a YBIFETIE, Java % S HO LN TE D,
BAFE A ¥ 4 )V b Waterfall RIS TH > 72, 2004 FELIEF, Rails 2 LD &
EBHIT, Web 7 7’V 7 —>a VEIFETH., 7Y v A VERBIFETIEDSID Ao
X9 oTER, TNUE, RFITRET7T SV r—varvyoa— FEEE L.
F7T7 V=07 — 7 DEEREDIRZ e HEMLIC X > THRFE L R, P ABTRHL
Wiz 7 7)) r— a VBRI oot E 2o Db, £221229 LT
7L—LU =7 THEREINTVA FO—BlzRd, KB LT A L TECEBRIC
IR TR0 %, £, 2HLEFESA FTOMMEB 7L —L7—
7 DHELZMEL T3,

223 Web7? 7V 5 —>aryDr¥al) T4 TRk

Web 7 7V 7 — a VORFETEICHV 22X 2 74 RaFFikiciz, V7
V7 DEEI— FEENICHEIT LT, ¥ 2) 54 LOREER BT 5, BNk
b (BT A R) &, BRI V= a vy 2EIEI R CHER 21T O BI T A
FH B, T, ZONTEHAGDOELIEOT A FFELFFEIN TS, &
NHDTAMIOWTIEY = VOB TEHLIEATE D, EEEORFELHEM T
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1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 2008 2010 2011 2012 2013

X 21: Web 7 77— av 7L —AL7—7 DN

IEKAHINT WS,

KOG EFD OBRAD» S F 2 ) T4 RIEZHEBLIT 2 5L LTIE, E7 VK
Bacal 2 X 2 ) 74 ISHIERT 2 FIROADED SN T35, ZHiiD0»T
13 2.4.2 TH,

2.2.3.1 BEOHT

BT IIEA TP H 5, —MRIICIE, 1) BEORE, 2) BENDE
BOWSHIL, 3) VAN D3R THS, ZORE, X274 K%
BEtL, ¥ 2 74 B2 iGH L EET 2, £/, FEICERT28E L LT,
Web 7 7V 7 —3 a VEBOMFEEANORIGLEENE, TP ALY 7T x
THEICEOWTH, SAZ—AT =R ZHOEBEIIICE 22X 2 74 Bk
DEEEPIREINT WS [211033], 29 LEBEOIHTIIRIE & 75 5 R
LEEFEIET B MENH D, 7 v ANV 7 b7 2 T CRBERLBEIWNT

97 2 — R/ —2Z (Abuse case) & bMEIEN 3
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#£22: FEEWeb YA FEFH7ZL—LT—72

| Web 4 1 b | 547 7 L—27—7 |
Twitter (2006-) < = Blog Rails
Githib (2008-) LARY R Rails
SlideShare (20XX-) | A 74 KA AT 4 ¥ 79— Z | Rails
Cookpad (2008-) LyEaia=54—%AF |Rails
Tabelog (2007-) TIVAYA b Rails
Instagram (2010-) SNS(HEILA) Django
Pintrest(2010-) SNS(EHEIA) Django
OpenStak(2010-) BHaryy—) Django

EDBRETH B,

2.2.3.2 HIMGEE (BT A )

Web 7 77U 77— a v icB0Th, VY —Ra— NOENENTIC X 0 Ess1rEo s
WOTRETH 5, V— IV DIFEDEEIZ, Web 7 7'V r— a v OFEESEDT
TVr—=2av 7L —0T7—=2ICbKET 2D, 29 LY —NVOREDEREIL,
Web 7 7’V r —3 a v DOFETTEZBIRT 2BOIER L XRETH D,
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ZETVVIICBTERDIHENTES, Z05A, 7T LEMALLZEX2Y 74
BEEE D HBIMGEED A AEIC 242 5, UMLsec 13, UML Z#iE L., UML LTk ¥ 2
TAZWMZZEHICTE707 74 VORETH % [42] [43], X2.5 IZETIVEK
R OFEET IV ERT,

T VHEHBHFEOMEIX, ETVEa—-FO—-HEORFTH S, ET L5
aA— FNOHBEEVPFHTE WY A, 2a— FETOEELZE T VICKRESE
RIFIUEET NV ETDOXR X o) 74 Bk L EERE LT LEH, £/, a—FD
HEIERBFHTE 2546 TH ., ERICHE S - RETEXF 2V F 4 F A ME
AR L LT THh B,

ETY VI DRF 2V T 4 ~OIEHICBT 2078 & F2% 13 2000 4ERTH %
RENT, L. V7R 2 T7HEONRIEICH X B0, EBEORIKICE W
TETFNUEBOTFRIZE XL TWiR, Web 7 77— a vyOETIALIZOW
TH, TV VT OREPLCHEI R D8k 4 R FEPIREIN T3 [70] [37],
UML & 2 — FARBERFEHNTIE R <, KIZ X 2o RoRHIcE EF -
TWw3,

7. Web 7 7’V 7 —3 a VEAFED, 2.3 2T LI ICT Y v £ L RBHFEA
FANMEITT S &, FAFIZa— PR LOKERFE 7 me A L%, 29 L
¥Tlx, 2a—F» 527 7 AKX ERD KO TETFVOHBEIERZITV»., ETIL%E
FLAERE L D IRRED 72 DI FIH LT 5,

2.4.2 E7IVHFHFEFEDO L X 2 7 4 IZBHT 2 BHHENTZE

EFNVEAHALCT, X274 7 A M7r—2ZHEAERT 20D #l#A (MBST:
Model-based Security Testing) b iZE5E D 53TV 5 [44] [47][22] . X 2.6
IZ MBST 28 L =840 7u v AoflzRmd, 77V 75— a v DOk 2 5%
WEEFTULT B ET, MlRENZT AN — 20 BEERSHETE 2, 20
TFHEOHFEIZ, 7 A MERUB R EHLRETVOERTH Z, ETFIAL5Da—
FAERPHHTE WS, TETIUENRE a—T 4 v IEEZBI@ETO R ITNL
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Operation

Development + v+ v ssssssrssssacnnas > Production

abstract [1] Concept of
operations
: | Use cases |
K [7] System .
2] Reqwr_ements and el 2] [8] Op_ieranon and
architecture validation maintenance

..3 ............................. :

[3] Detailed Design |

[4] Implementation 7 -
(Modeling) o Model [ - [61 Imegratlon, test,
(UML, UMLsec) | and verification

. /

’
’ [5] Security Analysis [l
/ and review
A 4

HE £
Y
Verification

Embodiment +=++=++++ e v e o > Quality Assurance

/
/
/

X 2.5: &7 VEKEIFEFE DFFE 7 v —

o\, FRIZ7Y v ANVY 7 b7 2 T7HFETCIEE TV EFEE L DORIIC—EED
MIEDHEAET 5,

Xu 513 ETFVEITT? 7 AGIHEHAR Y > —DF A br— A% HEIERT % Tk
ZHZ L T3 [69], Lebeau 53 € FIIVEREICTWeb 7 7Y 77— 3 v Dlfigsik
BMEDT A M r—A%HEIERT 2 FE2REL T35 [47],

2.9 EFOUEREIRE X o) 7 ¢ REAFICEY T A F9E

HE (1) NE
Jurjens(2004)[42] UML Tt ¥ =2V 7 4 %##% 9 UMLsec DIE%E
Jurjens(2005)[43]

Halle(2010)[37] REEEXIC X % Navigation Error D
Xu(2012)[69] TN EHWET? 72 Al 5 A b

Lebeau(2013)[47] MBST. 7 7 & Zfilfllo 5 % k
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> Operation
Production

Development ++=+svssecsessssroncsaios

y

Abuse cases g
abstract [1] Concept of -
. operations :
. Security
M Requirements

[2] Requirements
and architecture
_  /

[5] System verification
and validation

[7] Operation and
maintenance

[6] Model-based

A security testing tool

[3] Detailed Design Penetration test
scenario

oo .
validation
P

[F] ]

I !
[4] Implementation
: (Coding) :
. ’
v .
cotrt
Embodiment * =+ =+ v > Quality Assurance

2.6: MBST: Model-based Security Testing DBH% 7 0 —

2.4.3 Web 7 7V 7 —3 avyDEFIAICEST 2 B

Web 7 77— arvdE7 ) v 7IZBIL TlZ, Andrews 5 2MREEERLIX % H
WCWeb 77V 7= a voZE#Ez €57 LT 52Tk, FSMWeb # 24 L TW»
% [12][13], ZAUIMERR L 72 IREER X 2 W TR T A M r — A2 &M T 56
DBELHWNTH %,

T FOVEKEIBIFE HAR DO FEIC DWW T, Forward & 239 — XA %2 FEifi Ui L
T3 [35], 7Y ¥ ZIEBIFAENC IR I 523, EEORFEICE W Tda—
FORFDRTHETH S Z BRI N TS, ZHET7I v ALY 7 b7 27
FIZBWT, BT IVEREEGTRHE L OEHTE R WELZEKRL T3, iU,
ETNEA—FOHUEZREOEDPHL (., a—FOARPRFINLE7-DTH S,
ZLT, BIlEOWeb 7 7V —3 a VEIFICBWTHFRIETH B L\ 2 3,

COPEICEZ D HEIZ, 1) ET A a— FOHBER, 2) a—Fh6ET
VOHBENIERTH 5, 1) ZYF— T 2B RKEIIIRONS, Frlc7y v ALY
Z7hY 27 THVR? IV — a3y - 7L —AT7 =7 TEY —LVDEFEE L 7
WV, 2) IZDWTIdEEA 72 Web 7 7V r — 3 a3 v DE TIOVAERD BEML TR %
INTW3, Alalfi 51FWeb 7 7V 7 —2 a vDETIILE T A FITOWT, BEFE
FEZRELA4DODF AL T LT B [7], FEX—> avyEFY VI TlE,
Web 7 7V 7y — a VOIRDLFE (R—VER) 2E T MET 5, F1H1D Web 7
TV =y a VIFEMNERESE TH o 2D, BETREIN R R—=CERPERTH
%, HAEHZEHOETY > 7 Cld. Web 7 7V r—2a v o (7775 HlD) 2
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Frerubd s, avysFrYETY VTR, XR=Y 0N #EEZ € 7 vk
T2, ETINVERIEY —Aa—Fhroiftbtisbn L, HEOHENLGITHONS
b, WHEHHATZHDD3DD7 7a—FBEET S, ZHUd, &9 Web 7
TV = a v DFEEFIHKET %,

TPYANY 72727 TCHOWE T SV = ay s 7L =07 =7 Tl
TN —2avEEDLOD a— RSP nwZ EXRITH B, DF D, T
TVrr—2avoiR3FVL )L ca— Nt s o, a— N s@Ein
ETNVEERT 2 FEPAENITHL EEZLNS,
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2.5 Ruby on Rails

AEITIZ, RFZEDOFEFLTHZ Web 7 77— a vy 7L —LT— 7,
Ruby on Rails IZDOW T ZDMHE L X 2V 7 4 ICBHT 2R, BIEDRIETFIE
IZDOWTiR 3,

Ruby on Rails ' (DA% Rails & #&&t) 1. A7V 7+ BiEO—fTH % Ruby 5
ECHRTAEWeb 7SV r—2ay s 7L —LT—7THb, 2004 FFICFHEZ
., BEDIEHLHAEDRCTED, 22 TRTEIHIICELLDV 27V A FDHE
BICHHEN T3, £/, Rails 2\ Web 7 7V 7 — a VEIFTIEZ, 7
P ANV 7 P 2 THREVBHEEINS, IS, TYANVLY 7T
BIRDNE L7 7V r— a VG, Rails?BWeb 7 7’V 7r—2a v 7L —A
T—2 L LTALERINTWES,

2.5.1 Rails O E4H

Rails (& MVC (Model — View — Controller) 7 —% 7 7 F ¥ oD Web 7 7Y
r—=2av7L—b7—=7ThHhH, WEOWeb 7 7TV r—av 7L —LT—
2R, KIBIcA 2w a— OB TWeb 7 7°V 77— a v ORI HEETH
e F1:7VL—=—09—=0 77V =2 a vy bHRNIZIZTXRT, A2V 7S
FCd % Ruby THEIN S, Rails 1FRKD 2 DDA RICTE DIV THFEINT
W3,

« CoC: Convention over configuration (%7 & b #ifY)

« DRY:Don’t Repeat Yourself (EE#EDHERR)

FEHLL LT, Rail ZH\W7zWeb 7 7V r— a VIZIEE I\ vwa— FETE
W22 ENTE, ¥ 7T 7V —2 a3 vy THhUIEy CREZERRETH 5,

2.5.2 Rails D MVC7—*%77F %

Rails 137 — % XR—ZAWERDO MVC 7 —F 77 F x ZH L 7= Web 7 7'V /r —
av72L—27—=7ThHhH, M2.7DLHICHET S, Ny 7TV FIZKMED
7 =% X—ZT, RDBMS % NoSQL#ID 7 =¥ RXR—2 HF|HTE %, “Model”
X T R—ADT—TN%EET 7 7 ATHs, Rails Tl ActiveRecord 234
727 PGy EY Y (ORM) & LTEIET 3, 2D “Model” IZRET 3
&, “Controller” #HltiE$ %, “Controller” D45 XY v FIZ URL 23 h 24T 5
n, 7799 5DY VLT AMIRalsD 7L —L T —7IlkoTN—T4 7

Mhttp://rubyonrails.org/
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., K% XE ‘Controller” D XY v RPN IS, “View” A2 DAY v F
ICXIGT % HIML AR D72 DD T v 7L — b+ TH %, “View” Ditilic (X ERB!?
 HAMLB 23Hwosn 3,

Rails DRI Z D213 TEE X D BlfY (CoC: Convention over Configura-
tion)y TH %, 2% H, Rails ® MVC a— FIFHIHE> CTRET 2 2 L THH)
MRS NEIEL Tw5, 22 Eid, EEa—-FOETVEBMLEZIIL T
W5,

HIH) O EODDHAMZRIE TRIL Z &2 DIEX 7%\ (DRY:Don’t Repeat Your-
self) ; TH O, BBDIETHEEXENINT 7V r—> a v NTEIHI N 729,
HETHRITLa~ry FIA4 7701k 29 a— FOMRLPEE LTV,

link_to(GET), d )
________________ s ‘_‘_"_‘_’f"f‘fiL-f——% Controller [<"=~. -
i Client side ronder .
i (Web browser) IM.

\ ,,"’— R
HTML 'l View |< ---- ’

L Server side (application code) )

Behavior ——>»
Dataflow ------ >

X| 2.7: MVC A% £ )LD Web 7 7"V 77— a v O % 5\ OBEREIX

2.5.3 Rails t 7 ¥ ALY 7 b7 = 7HIF

Rails Cld TDD: Test Driven Development %> BDD:Behavior Driven Devel-
opment % T 2RV I NTE D, FITn[HE % UAT: User Acceptance
Test ZALrilCHFEZHED 2 2 3 TE 5, X, RSpec!* ¥ Cucumber!® &\ o7z
TAMERD Ny r—Y 2T 52 LT, 7 A FMBEIFFEAND NS ES 1T H
HTE 5%,

Z Oft, Rails I Scaffold &WHE % 2 — FAEKEREZ RS, MVC a—Fo7
Y7 — bt HBAEKT 5 2 EEETH S, T LT A7 7 — A RbAYE
BRESICX D, B 77V r—vavzEet A 7L TYY—ALTWL ZELHH
(RN

RHTML % EDOXEDHIZ Ruby A7V 7 2 OAL DD T A 7Y, http://www.
kuwata-lab.com/erubis/

By 7L —brx P, http://haml.info/

Yhttp://rspec.info/

Bhttp://cukes.info/
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2.5.4 Rails Dt X 2V 7 ¢ KEpg

XSS, CSRF., SQLA ¥ ¥z 7> avi D Web 7 7V r — a VErE DlfessE
IZOWTIE, 7L =27 =7 TR INTED, X2V 7444 Nz L7035
THEET ZR D ICB L TUIFTEIZI G, AT 70 —27 — 7 OFEFTOHAEE,
X D “Secure by default” &7 % X I ICdEDEI N T\%, ¥ 7, Brakeman'®
7 EDOFNREEEY — L&) 2 LT, FHEI AL, Mo d s vwoN—Y a v
D 7 EDfERIE % D BT 5,

TR ARG EDT V= a v DT A VICBET X 2 ) T 4 BEREIC
DWTUE, KR E L THIFBEDTEMICH ) WA REL, 29 LEXRMBAIET
7 ARHEWIRIHRIC OB R LGB H D, ANEONRETLETATH 5,

2.5.5 Rails O 7 7 & A Hill{HIknE 324

7 7 AHIfHESEEIE Web 7 7V 7 —3 a v OREARKEEECTH . HELREREL L
X2UT4DL)LIT, 1./5"]0)770') r—yavilk&Ed 5, 22T, Rails T7
7 & ATl RE 2 948 ZIERD3ODTTu—=F03H 5,

o 7L —20T—7DRMT ZEEER I T 5 (HTTP X—2 v 738k, secure password),
s HHICTHET %,
s Ny /sr—Y%FHTS,

BHELFEDG A, 7V —2 T — 7 ORMET 2T Th 5, —MITIE,
I—HF—EHPT -V R=2D T 7 & AHIHIBBIE % 5560 % v, 29 Lk
Baid, EYIZEHO NNy r — ORHAB—MRINTH 5, 2£2.10 ITfUENL L
X2V TRy =Y 2R d, AL TIACHHIN TSy r—2 L LT
lZ. Devise % Authlogic 23% %, 7. #A]TlZ CanCan, TheRole 7% £23dH
D, B—LRXR—Z2D 7 7+ Al (Role-based Access Control, RBAC) % ¥ —

F9 %, ZOHT Devise & CanCan AL FHEI N T3

—HRDBHFETIX, 77 R AHEOFEIC D ) LM Sy 7 —Y 25 541
D%\, FEEE Fa— b TARY L a—FEEHT 3 2T, sy 7
F—avIGHBAL Z EDREETH B, Ny r—fbE N Xx 2 T4 B
i Gk, Sy —2 Y A b (Gemfile) I8y r =4 Z2BIMLA Y A =L T
%, D, L EZITO, JVVP%D—P$K%ﬁ?%O%ﬁﬁ&(37
Y FOMMGE) 38y 75— Itk e z0, #HlE LT, KM2.8IZ CanCan D
Rt za=r k%zdﬂ%ﬂ‘@‘o ZDHNIART X 912, “Controller” ~D a2
Y FOEMNE, A) 7 7 A&k, B) XV v FHifi, C) XV vy FHOuY v 7IThl

16https://github.com/presidentbeef/brakeman
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#£2.10: FHEEZ X o) F A ERE Sy r—

| i | B | URL
Devise Bk http://blog.plataformatec.com.br/tag/devise/
Authlogic Bk http://rdoc.info/github/binarylogic/authlogic
OmniAuth Eos https://github.com/intridea/omniauth/wiki
Restful-authentication FRRIE https://github.com/technoweenie/restful-authentication
CanCan #81] (RBAC) | https://github.com/ryanb/cancan
Declarative authorization B https://github.com/stffn/declarative authorization
The Role #H1] (RBAC) | https://github.com/the-teacher/the role

A) load_and_authorize_resource
class SomeController < Appli...
load_and_authorize_resource :except => :index

C2(update) def index

def update

class SomeController < Appli...

H def ind
A —>| C1(index)'- v | ce® andex
.'-'-'-'-'-'*I def update
1 vV — 2(update) \' authorize! :update, @user
------ .

......

v Ve K def destroy
LUt ’ 3(destroy) v authorize! :destroy, @user

class SomeController < Appli...

" def ind
—>| Ci(index) '—- v et index
def update
5 \' if can? :update, Some
p if can? :destroy, Some

2.8: CanCan ® a = v FEEFEON) -2 a3~

&, O3FEETHL, HEOT SV r—2 a TR IS DA R0,
53, ZOERBOHMED, RailslcBT 5 7 7 X AHlHBERE DI = 2 DA
D—D2TH 5, BAFEN, ANy r =YD X2 7482 1EL CBfEL T
Wi WigE, WiE-S 7B CTOBOMAP., BiESTRETT 7V r—ra v
ICHHAIAATL £ ) G2 H 5, FiRE LT, 777V 75— a vicHesgtha s
T5, 7, FIHL T 2B OMBEIA T IRETIE, X274 7 AL
DFERDH HEL W,

77 ZHIECEIT 2 e85 (CWE > V) & a— R EoNZos4Eii%
#£2.1112 779, Rails DHA. 77 & Al E 1} 52 PEP(Policy Enforcement
Point ) 1 “Controller” IZER T 2t ¥ 2V T4 EEZ MR Ta~ vy P ek 3,
COREZEND &, EREDOT 7 A0, NEYILHERICK 2 Web 7 7)) 77— 3
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% 2.11: 77 & AHlEIC BT % Magst: (CWE E#) & Rails 12 & 1T 5 JH KT
& DR

Defect location

Weakness (and error) PDP | PEP | Nav. viom
. lew,

Incorrect user management (CWE 286) o
Improper ownership management (CWE-282)

Improper authentication (CWE-287)
Improper authorization (CWE-285)
Missing authorization(CWE-862)
Incorrect authorization(CWE-863)
Navigation error O

YANDT 7k A%F TN L 72 %, PDP(Policy Decision Point) 1%, FIFH 3 3%
PRAIEERE S v r — DI & D FEEE 3 2 2 93, CanCan D{1d “Model” & L
TT7 72 AGHERY) =P —Fa—F3Nn3, Zoido I 2, BXL AW
WIRTO7 7 A% T esstt & 2%, —H. “View” 7 ¥ 7L — ME, BiEPHR
T*%?%?fv& 2 avVDBBRTZEDOWRDF 2y 73N ETH 2, F2v 7
ZRNIGEIE, ERET 7 AHRE WY VIR VBT T W BICER
én\ﬂm%#\ﬁ?%&\wﬁ%wil7 b, ZNHMKEIE, Web 777
7—VHV%KM%%%TMED@\mﬂmju¢5ﬂ7fﬁb\fef—yay
I —LWEN%, Rails DRI T 7 7V 77—y avdry 7 L—hra—FoH
Bz X AT, ZOBRICT 7 AGINCEE T 2 7 77V r — a ViRIZE
XN, HEERI N a— FZ2FHEOHRICGL 2 EIEE2 3 ICH
WHIZETTFEr—va v —N5RET S,

X12.9 X, D EoMsggtoRE2 7 7V r—savofill7e—<TrR L7z D
TH 5, BYIOHTIE, FEHERZ2E > 7-MHEN 75 7 FOERRICL 72035 T
EHEEICIERIC T 72 AT 50 %2R T, 2 O0HOHI TR, —B2—F =275
FDERIZ L7203 TEHEHIC 7 72 A L, HEIEXELWEDO LS —FRL LY
WA= R=VILE BRSNS, FEF—Y a vy 7 —OMANZRGMHE 7 a—
ZY, 3 2HTI3 “Controller” |ZHERMER D 2 < >~ FORLEZ S/l z R T,
EHEMERTOIRS T A b CIEILAER I 508, EBRIZEHE DN
b7 7 AN R REETH B, A DHDOHNIZ 2 & 3D I AN SHFET 255
AT, M-V —2NEFOME 7 7k A 2R CEMMEEICT 7 ATES, Z
I LMEIZ, 7272 AGIHEY > —BIEL BRI N O FEEICKLI LTV
BOHENKERKTDH 5,

2.5.6 Rails Z{fio7-Web 7 7'V 7 — a v AL -

Ruby on Rails iZ#H L\V>Web 7 7V r—> a vy 7L —7—7ThHbhH, 7v 7
— MR FX 2 ) T4 R DEA TS,
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role=admin link_to(Admin) render
Regular

[role==admin] ole==admin]
:gcezf1 . View Controller View
au layout#_navigation user#index user#index

role=user Missing redirect

Condition rolel=admin]
Bad view (navigation) View Controller Controller View
layout#_navigation user#index home home
Design failure

Partial design failure, role=admin link_to{Admin) Missing

Artie [role==admin]
Missing auth check View Controller l Before filter View

at the controller
user#index user#index

layout#_navigation

- (role==admin)

Missing
Before filter

Attack DIRECT

(role==admin)

role=user Missing Missing

Condition r ] Before filter
Complete View Controller
design failure layout#_navigation user#index

(role==admin)

X 2.9: 77 & AHlfHEEE D RE L T — Ry —

FRRIZ, 2006 FH> 5 2013 4E £ TIZ CVEY ICEG% X 4172 Rails # 272 Web 7
T —a VO L NI O W TR R RN 2,10, M2.11 TH B,
X 2.10 ZMEs51E 7 7 & AHIHEDOBEHCEET 2 b Db, EEONTITHHKT S
bOPTHEL 7, K211 MR T 7V r— avya— o &0 o5t
LEbDZ20H L b0 TH %5, Rail OFHAINET IZ >N T, Mggtk oS
BHOBEIML T3, 2011 FEBEIC CVE DY B Y BB L T 3 KD —D
X, Rails 7 7V 77— a YV CRHIAIURD MR, V7 027XV —
I & 2 WELRAEDE AL & > TSI ME SN T ko2 L b HHAD—D
tLCEZLGNS, EERICIZ, Rails ZFH L7 Web 7 7)) 7 —3 a VI3 HHE
ET2H, 208y r —2{LE N, CVE IR Est I w325z —Ec
HhrrtEions, 72771, BIfE CVE II&EI Ntz oEfNZIZ 5 2
EMTEB LEEDLNS,

¥]2.10 # 7 % L XEFORME L FEDORMEMIZIZFE U BRE I N T 5, HitD
FIREIZ, ¥ 2V 7 4 BRPELCHEEIN TR OLERFEKO—2 7 &l X
N5, £, MEEEOREETCIE7 7V r—yaya—NEan%v», Lo
T 77V r—varvoeXa) 74 ER EPEETHLEF RS,

17Common Vulnerabilities and Exposures, https://cve.mitre.org/
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30
225
w
w
S [l Design
5 15 B Implementation
#* B Misc.
7.5
0
2006 2007 2008 2009 2010 2011 2012 2013
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4 2.10: Wag9PE D5 A 2 8%Gt & 9228 Cu s
30
225
w
4 W Application
O 15 M Config.
kS M Library
+* [ Unknown
75

0
2006 2007 2008 2009 2010 2011 2012 2013
Years

X 2.11: fesgtEoF LM% 2 — F EofiiE oo

2.5.7 Rails £ ¥ 2 5 4 RIAETFiE

Rails TIZBIFRERFICEF 2V T4 A F2HEL T3 18, F7- Railsfd
FFE T DEFETIZ, Security on Rails [55]23% . 7 A FEREIBHF % FH L 7=
TA T = 2ZDER G ELR EDBFENINT 0D, 72770, 1.28iTHIER L 7225,
MR X 2 74 7T A a—FOEREZDRFIZESD TldZ e,

Rails (3 Web 7 77V r — a v DT, &D Web 7 77V r — 2 a U Hfigg1k A
¥y FICkBeX 2V T4 T AN TH S, 2L, HEERF ¥ FDELT
Rl (7 77 OB EEEICD X220 o ) BRfE E 422, 200, B
FAEEDOTHCHBICIAT L, MR ZMERT 2D TIER\, £/ Web 7 7Y 7 —
>a VHESIEAR X v F CRENRELFEDO S 1k, Bt X 2 T4 T A Y —
WTHF 2y V7 TELD, TP ANY 7 b7 2 7B TEICE T % a— N5
Tl FROBGEEY —VDSEHINTH 5, 72721, EH 560 — L bREERA 7% &

18http://guides.rubyonrails.org/security.html/
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DT A VTR OREIZR Z %20,

WTAE, BECIHMM % Ruby on Rails [MIJOFNZL2 X 2 74 7T A FY—)L
& L T. Brakeman!® %, Codesake-dawn?® 23R IN T\ 5, T lF, R
aAvY R I7A4 VY —NOFTHEINTED, XSSHREDFE 2 7 —4lfiggik
DGR, Wedg2 N—2 a v ORHZELE T 2HNTE 570, FHOIEKRD
HA TV S [24],

—77. RiEEER L. 7PV —2 a vOBREHTET 2 L L COMGE I R
T3 N TEE R, £, RailsDkH)n7Lv—av7—r7%Hwka—F
FKPHLDOWeb 7 7V —v a VEIFICB W TIR, BT VBREIERGNZ T e —F
X, ETIVORLRIEEN A E 22 ) FEEROBFIG TITE XL Tz, R,
Rails DL I MVCOT7 IV r—2av 7L —0T7—2%ZH0388F, 77V
r—yavORBEIZEPTH D, EFTNLOLEEER N Z & DT FOVEKEERE S
Wk LZWHBTHhE EEZONS, Lo T, 2.4 THRD EiF7E 7 L ERE)R
DXV T4 RIEFIEOHEH O HL v,

FEERIZ Rails DBHFEIHAWREL X o) o Haf T2 L0 5 &, 1) B
FZET X2V 7484 FIHE) BEDRH 5, 2) Ric, EELLa— FoFEH
W2 E T A F Y —)L & L C. Brakeman % Codesake-dawn 2’flJfHCc& %, Z
N6 DY — )3 Rails IZ[EH ORIV MESFEDWGEEICAITH D, BEL7O,
BIFEZIC LR TV, 3)Web 7 7V 77— a VAT OMEFER ¥ v F—1,
S &, k4 7Y — VD3 Rails THHTE 5, TNHIFERICKEB L T»
ZWeb 77V 7= a i LTCT A M2FEMET 270, EEOLKEICHT 2 it
Mz HEIRICHGEES 2 2 ED3[RETH 5, MEIE, ROIATRIE., ALy opd
A, BF~NORED 7 4 —F Ny 7 LEIETH S,

29 LERDE ¥ 2 7 4 AL TIE I HEAIC = FoMEZER T2 L0
FThh, 77 AfHOWNGER L, F&EHIBED X 2 T 4 OREDLRGE %
PR—=FT 25— Vi3,

2.5.8 Rails Dt ¥ 2V 7 ¢ £REEICEE T % B

Rails [IJ O X 2 74 T A PO TIZ, v AV vy 7 - 27 ¥ F a—
vaviEfHLLETe b A TRHEINT VS [23], 7L, 29 LEFEE
KB L N TIEE->Tw 3, FHERD—2k, FHEOFEED OCAML X— 2D
WBLRICH & DB IIERFAD b DT, BEICH T S 115 Ruby % Rails ~OX G b
fTbN TR wHEHTH S,

—77 Laser %, Ruby ® & CI2E X172 Ruby [i1F OEMIBEE Y — L 0 FHI %
HTW 5 [311032], BHFEL 72 — M ERBHI TR D 2 BN THRAT 2 2 LA

®http://brakemanscanner.org/
20https://github.com/codesake/codesake-dawn
2lhttps://github.com/michaeledgar/laser
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T&%, # 27, Laser # Rails IS TE R WA ik&A 7223, Rails D7 7)) r —
avrEimT A5G, 7V—LaT7— 7288 TXRTO Ruby 2— FZ/8—27
HEDD BT ONRa— FBERE LD, IEFITROCEITIRE ) 2 H3D
Polz, ¥, V=LY ER—1F L Tw% Ruby DA+ EbHD, 5
MEX L 72FR D Tld Rails ~OEH TR 0> 72, 72721, 2DV —)LHRuby D
WX % d_XTHAR— b Lce LTS, BV 7122 » T OERIRREE X R T
b5,
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2.6 TPX¥ANLY 7 b7 THFICE S5 Web T 7Y —
vavilFHlttd U T4 IRGEOFEDOFE LD

Web 7 7V —>avoif7raw A, 93— —7x—1Hps, 7%
ANBNZEBALT 29T, 7oALY 7 b 27T EEEEOE X 2 T4
REFDEEMERNE E INT WS, T TIERDASDOHE LI 1T 5,

guu

M1 BEOMEFICIEE R 22X 2 Y T ¢ EREE & RS,

BE2 TAMBEBERICE L 2 X2V T4 T A MDOEBRIC K B, BRED X 2
VT 4 BREEN DB S,

E3 RRNRE X 2 ) T AR EERT 720D, X2 T4 AFOLF L
FFH DAL A D REEE,

A 4 & e Z AL DG 7 R,

FITETIE, TR ZHEZ BT 2RETIEICOVWTEEL (R 3,

2.6.1 HEHL: X2V 74 EROER &R

TOXYANY 7 b7 27 ELF 2 ) T4 AT HEORHETEOEAEZ R
7Bal, ETHEE 2501k, CEALRHHMEIKE L 72 X 2 7 4 fRAETF
ETHD, 7V AN 7 b THFETIE, BREEROZIEL, X a2y
TAERDZNT 2, COLMZIEL KA, FHERRFTDOLF 2V 74 EHKk%
KWL T3 2 & 2T 2 AR ETH 5,

—fIZ, TR ANV 7 P2 THFETIE, CEED b a— PEEFEERE
T2, ZdkFa) T4 DERERICOVTHFMKTH 2, 2F b, CEH
ENeFx ) T4 ERD L, HokE LTH L, mATOEWEZ KL T»
7\,

SR DOifZE % 8 L T Github TABI Z #1C\» % Rails # AW TR I L4 7
Web 7 7)) —>avziflEL 7z, 2O TEeF V) 7 4 FRPH UL I 1VERE
SNTHNIFEL D oTz, THUIRFIIN TR0 Ea—FOARATH), #
I L7CGERIERHTHL L EZOND, L LA, —IICiZ, Web
TV =2 a VERIEH ZBRERALTED, HA P74 v, BFEVR-
RO ¥ 2 74 BRICK D, BEPEDSNTVLIDONEREEZSNS,

T ANV 7 b 2T TR A 70— 2.4 L5, HlZIE, A b
EXEIBHFE 2 380 2541212, ZDT A My —ADERp S ESHI Nk E R
T, L2LBWo, X2V 74Dk BRI EFZ, TXRTTAMNTF—ZAD
oMb 2 2 EIFBHENTIER G, BZF5L, ¥ 2V 7 4 BRI ED

47



RUHICH D, a— FFEEIIKMEINT VB3I TH BH., 202 FEBINICHEET
B2 LIFHELY, X2V T4 REAEZFEMT A7 DI1T1E, mFTOFEEEITHIET S
¥ a7 EReHMEICER CGEL) T208E85H 5,

Tz, FFOBRT, X2V T4 EROEHEPNEL D, ZOLHEL T A b
AR — NI ISP EL 27— AL EI NG, X2V
TAERPEEROFELHING L, ZIUEI X 2V 7 4 FEEDOLEH % MGE
T2 FILTHE,

DL, P7P%ANY 7 b7 2THFICEITEZ22X 2T 4D —DDKRE
TAEIIAHE R X 2 Y T ERTH B, FHRE LT, FEDITIGTARNE LT 2
VT A EEE T ICIMEECE R WHTH D, HFE T e ADOFMEE X2
T A RAED T EDP N T 2 HE L k> Tw 5,

2.6.2 HiH2: 7 A MREBHRICER L M@EN e X 2 T4 T
A b

O, TYXANY 7 P THFE T, BBEINICE X 2V 7 4 BB IR A K
ITE, X 2 T4 7 A MREBHFESEECTH S, ZOBRIZ, T A MREFIFED
S 2 PHE L 2 WIS 2 PSR L 2 5, BRI X2 T4 T A D
2R LoD, FAREPMEA B BDT A N7 — 2D HEIERISHETH 5,

¥ 2747 AL EE, FREDHEIMEICHT 2K L, ZOWIEEHERT S
ZETHB, L, HEEZAX v F TR, TXRTOMEHICHEEEDH 24 TD
K2 MET 5720, flAGOEIWRE LD, ETICHEFICRORIED? 225
72, TPXANY 7 b 2 TEHFICE W THEEDIHEWICH S X 2 74
F v 7DV —)VITIIR 5\,

RN T A N — 2% BEART 2701213, BioRE L. ZOBFTE
BT REMIGEDIRENLETH 3, TnIF, EFVREHFEZR—2 L L
X2l TARAEDORRA B AR EECTH L EHEZ L, L, Bk, €T
V. FEEOMRBEPM L T3 ET7Y YA NY 7 b7 = THFECTIEAIE L v,

2.6.3 FE3: X2V T4 BT AERORH

LX) T4 ERIE LI NN LD, X2 T4 BT 3 EROEED
HEDO—DTH 5, EEDX X 2V 7 1 REETIIER A W 2 BT & 13k D 61
TW3, HlziE, ¥F2V T8RP X2 7 4 EREERIROZ L ERH1E. 7
A b Y=V OHTELEADOHIERETH S, ZNSIFIEFICFHED»0 5 EHET
HH7-o, HikE LT F—LTHEL, BACHAHT2 2L, 7V v AL
V7 b7 27T X 2 T4 REE R RERNICHED 5 ) 2 CTHETH B, 2.1 fi
TEDHZT ¥ 2 7 4 ARZHAEDARIEHTE 1A EE L v,
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2.6.4 S 4: 2D 2 G

TIrANY 7 b2 TR TIE, BRL BELADOHIERD 5N TWD, Z
nid¥x 2 74 BEROZ b EEN D,

TOXYANY 7 P 2 TR TIZ, OB A 7LV THEHEOELERZ L A LD
BDG, AWK ZEM, ZHL WL, X2V 74 HRIaETlE, EROZE
b, FEOZLITHE) ¥ 2 74 OREZ ISR L, BilEhEz e —
N ADBBETH D, BARWICIE, X 2 T 4 SRALEBIFREDHE T
WY — VDTG THEEI N DENH 5, BIfFEE, foed s, FEMEREL 0%
HlEoOEmIFEH LEETH S,
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i

B3 RERTFIE

TV r—=yav7Lb—uU—0%FHT5Z LT, XEEET TV T— 3
vEAhwa—FNETHETES, Fh, 7L —UBT7 SV T—=arvd
FTAMEREELIREET 2 2 L0, BIFEIZT A MR A R T B 2 LS TE B,
2IHOL77VL =207 =R REOHHNBT?Y YA VY 7 by = 7HFZ ]
BICLTW3, B IZHEBERSI N7 ) r—yava—F, Y7 La—F
PHUBRZ RO 7T SV r = a v e SE I LT, BT Y r—v 3
VDFEERMED L, L LEVS, 29 LFEEEEICBWT, 77V 5=y ayv
DX 2 T4 L TRTBEEEVPLbDNUTWRWEZDIZ, Mt rsE&ia—
P EFNLERLH 5,

g2dk o — Frholggth 2 W13 % Pk L LT, BT Y —v (2.2.3.2 fii)
DORHADERTH 5., EHNBNTY — VDAY v FE, YV — L DOFEIFHREH W 2
LS a—RFL ROV CREZERM T 2 2 E0BB o5, LEBoT, 29
L7y — LV Z2RBEE SN a— FEEFEELHL THHT 5 2 & T, Bkl
SEDIBIEDHRE L 22 %, —H T, BAITE 280 = RREICIZRADLH 5, K
WKAZ Y7 FEiEZHOCIZWeb 7 7V —2a vy 7L —L7—7Tld, &2TDH
ERHE—D 27 ) FrEETRREINE LD, 7L—LT =087 T —
> a v DFEETRGT EDBERDVERTH 5, Z2D1DT7VL—L7 =T DRKRED
FLHE g — R 2RI ERIMGEDO M E 2 O 2 7 DI BEE 2 D) | Y — LD FfTH
EHEE 25, F7, 77 e AHIMBRREZHE T2 a3y F2IEL K EES T
TWBIEDERD I I, TV =2 arvfiokeFx 2 ) 74 BREDFELE |
DREIZIENIRTE 22\,

AWFETIE, FRVIENTY — LD X 9 ICBIFEE DSFFE D HhCHB ISR W RE 72 Y —
LVDIET, X2V 71 OlEZ XD AR 2 2 FiEoFEEZHE L 72,
ZITHHLZDD, 7V =27 =723 2888 (API, 27V F) Ok ¥a
V54 LoRETH B, RIS, 7V =27 =7 RHETEAPIO FF 2 X b
Wit 2o (AL IB280) 2oL TOMSEH 203, 20X 2V T4
IZDOWTHRRIN R v, 220, X2V T4z a<r FOL LT
SFEUEHT 2 LT, ekt X o) 74 Rl lANHIILTE 3 £ & 2
oo Tl 7L =0T —=785DF¥ 1) 7 4 Fih 2 HAjIcERE L. BVBEEZ
TV = a v DFEILFICRET B 2 £ T, Y — IV DFEITHEE D KIE 2 35
DR TE 5,
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ARETIE, KX TRET 22X 2V 7«4 RiEFEOFEMZLERS, 9| 3.1
fic7 Uy —L a vOREEZ 6 DICHH L., ZNFNEEREFE L OR
IZDOWTZDOMEZBRS L EHIT, 2.6 THRMLZHEE NG ZEET 5, K
W2 BEOHRLERLaery FL\Logibe., 2z Heze 7 VAERIZD
W32 CHHT S, 3.3fHTIEEF2UT4TAMDTARANL Y POFH
TFHEIZOWT, 34ficiRa~ry FLRIVHRILI A 79V 2oz d ) 574
HEREDOHBEN) ¥ 712DV TEHHT 2, REIC 35 TRETFIEDO TS v A LY
7 8 2 PHFBANDHAAARICONTE & B, RETHEDFLE L T OW»T
IEREFETI .

3.1 M3

AL TIX, 22— FRLoBFIcB VT, FFEED X 2) T4 8kPEe ¥ 2
T4 T A MDE[EE 32— FHFE LT L THEITTE MM AZFERHT S, Zod0
tsodaey Fiigilo 4 7Y (Command Abstraction Library, CALib)
ThHhb, 2ITE) Mawr P L3770V 75—y ar7v—2av7— 7R {#tT
% API(Application Programing Interface) #{3, 2D 74 77 VIZ, 7L —
LT =T a2 F (AP]) DIR2#EWEZDR X 2 ) T 1 @2 L
THERT 2 2 LT, RN T 7Y r— a v o3 #eoiiit (£70b) &
ZnzHOEEoe X 2V 74 RiEZFEB T 5, BENICZ, V—Ra—FoD
FRVIRGE, &% 2 U 7 4 ZOROH & F28 & DA MMEE, X2V T4 T A b
ANV y ORI ¥ 2 T 1 HEREEEE L BRI, R EDOFEEBZ DT
A 772V %FMHATEZETHHEE %D,

M 3.11c7 7V 75— a VBT ERETFED L X 2 7 4 Rk & OBRZ R T,
REFHETIE, 77V 7= avDY =23 —=FPTRTEF 2V 7 4 RO
Eh b, FFEHEZa—T 1 v IR LIS T A FERE) (Ko =E#, Application
development i53) T7 7’V r—> a v DOFEZ TTOLEBE, ¥ 2 ) T4 4%
ADVEEZBIFDOTIZH D IAA TP, ¥ o) T A HRIETHREE 227 7V r—
YavI7Lb—LU—0% V7 T7HBICHETIEX 2 T4 AR, a2
v F#i{t 7 4 7°7 Y (Command Abstraction Linrary) DS TIN5, 1%
FHERELEY -, ZOMBEICICT Y r—avya—FKhokFa)
7 4 _LOMERZ BBV,

DY — NV OEEZ BHICEHITT 5,

1. dynamic test 7 2 FEXEIFHE (TDD) 7 7V 7 —> a v 2% T2, 2D
BRI, X2V T 4B T AFbEIA L, X2V 74RO FEEZ T T
D5,

2. parse FEINLT SV r—vava—Fravy Fiigihs4 75 ) 22K
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Application ; .
Undocumented requirements —............

development H T DI t
i (Implicit security requirements) Jmpemen
clarify . —%
e ) A

Requirements consistent | application code pass 1. Dynamic test Test cases
(security policy) ;. 7] (config etc) N (TDD) {func. rea)

7 S . TE
’ Uj')gut(flif‘ix ."-._ Test coverage Update/Fix .

_:": refer

Tool support

refer

Common
Security

Knowledge
CWE @) CAPEC
Security ontology

X 3.1: 77V —>aryofif (B v —nickdtX ) 74 RAEo Y
FA—bF () &% 2 5 4 R (TE) & oB%R

L3 f@tr L, 777 77— a v #iilfll 7 @ —<E 5 )L (Control flow model)
¢ F—% 710 —%5)L (Data flow model) IZZH#ad %,

. check flfil7e—¢ta—F EotXx 2 74825 Ta— kot ¥ 1)
T8, 2L, PAREDER L THARECHED X 2 7 1 Bk
ERGT 5 LT, EREFEED B ZMERT 5, F—B2H>7-5E1E.
PRk L IFFEEEREILET 5,

. static analysis €7 /2O TEHUEREZ T, MEBH > 75E51E7 7
r—yava—FEBIET 3,

. check 2) DX—ZDKRIZ, a—F EDX X 2) 7 4 WICHERD BB %
SINK, £ LTHIHHL, AR ALy P EDBEEDLS, X2V T4 - T
ARANLYy P RRD D, ZNDOFERESHEICTDD THWSE T A M7 —2A
X274 T7AM2HOAALTY L,

.Mapping 77V 7= arDrFay 7o BERP, 7R M r—AERKICIE, 2
<Y P4 79V 2N L TeFa) T4 Az 2B TE2 L5127 5,
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KD 7L —DHART LY — VI X 20 %2R T, (1) DT A+ DOFEfEIE 7
L—LT7—7DFT A MMERETH B0, (2)~(6) IFHERTHEOY —ILTEHT 3, (2)
~(B)IZDOWTIE, I—FRT AN T —ZADEHOEEREITT 5, (6) IC2WTIE
X2V T4 ERPT RN FIEOMRDOBRICHETT 570, Z OfFHBHEEL (2)~
(B)ITHRB LR, COLIICH—D 7L —LT—7TkFal T4 ERKNrSHE
W TAMETOELX 2 T4 REEICETE 2 JDMERICZRVWHT L WikiAa T
H5b,

2.6 CHIZEL7ZHELE ORIETHS L, 1 DX 2V 7 14 ERDERR &R
1k, EORER L IO B2 MERT 5, KON — 723505 T 5, £7-, HE?2
DT A FEEFAFE~NDLF 2V T4 T A FDHARAARIZ, TA AL v P RE
WS 2HMON—=TDWINT 2, HE3DLF 2V T4 AikotH1E, a<F
R4 77VICL 77— 7 =0 DRMETE2a<wr Fokx2) 74 Rk
2T 2 2 ECEHL w3, 3V 4 0B b~ ik, KTrRT &
INCER, FHE(Da—F), 7TA ro—EHW2REET LA RT3 2 & T,
PR, B FRAMZNEFNZEEE LEAESR X 2 ) T4 ICH 2 AR
252 ETHNINT 5,

RIZ, RFETRET 28X 2V 74 REIC O T2 oME 2RI %, 3.1.1
fifilx, ¥ 2V T4 ZRICHE SIS T ) r—varvnex o) 74 FEOEIIKE,
3.12f1F, X2V T A TARANLyPEHINICX 22X 2V T4 TAMTr—2
TER D%, 3.1.3fik, X2 T4 AGREFERLEDONIBICE X2 T4 3
RKOWERE XX 2V T4 7 A MEROHIB, BHRIC3.148ca~vy Mgk 4
77 OMEE R T,

3.1.1 WHiER 2 X2V 740 BROER &, B2 L 0—BEOMER (G
7 A PIcX B2 ¥ 2 T 1 750F)

26.1fiCHEE L Tex 2V 74 EROAi, X7 ANV 7 =T
FIZBITS X2 T4 BEREHOILEOMNETH 5, REFETIZ, (FIET S
ThHH)) tFa2V T4 HRIFERELTF 2 7488 E LTHEEa—-FIC
HENTWw2 ERET S, INZ2FEEI—-F2ofEL, ¥ 2 7«4 ERkZ2HR
NI EFE LIRSS 3 220 DA% BT 5,

P77V —yarvByR—FrLTwsktXa) 4 Epgld, 22587 5%
2URERETHILETHET I ENTES, 200, IRETETIE NTax
VEEHRILIA 75V, fickDa~r FREET A X ) T4 R R EET
%, M3.1dD2 Parse T, 77V —arvDY—RAa— RFz2EH»r6. 770
= avoiR3EOCETNVEERT BRI, ET NV EOKREICZNLZEND L
¥a) T4 BREOAERZLRL TWL, ZOBEREEMT 2T, a— ik
DX 2 T4 HREERT 2, B2, 77 AHHOGEICIE, K1.1 Ofl
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T L7k 9, Bt a~y FOEMEN, ZDIRE (Controller) DFRIER
HOBREEDOE RO L 12 5,

—7, FHELHREEERD X 2 T A ERZER L, 2—FHRDEFX 2
TAEREWE T 22 0, EREFE L OBAERHERT 5, VOB EE
FOXFX 2 T4 BROERIZ, a—FHEDL X2 74 ERAZE T 22 &
THICAERTE 5, BFERERI Nt X2 ) T4 B REZLE2— L, B
R BEZBIE L. AR IIHE T 5, ZUIBFPIHO KR THEE L
A—FLAY MYIZ—EICaIy T3, 20Xy T4 B8RER—2ERD,
DI D JAZ 1T Z kD3 5,

—H, ¥ 2V 74 BRBPERINIUE, Z2DF 2V 74 BREZILICHED
s X2) 74 7 A MDAEEE 2 B, RIERIFECa— FOEHET 2854, /D
X7 a— FEEPEREFEICL 22X 2 74 ER EFEOABEIIBGICTF =y
J7TZ 5,

HELZDIX, X2V 74 EROE L, R5F. 2L THETH D, BETFIEIE
a— FEERFKEOTLELREZ TS Y ALY 7 b2 7HEICBVWT, 2078
DL V7L =07 =0 2T 25 TH 5,

RET2X 2V T A RAD 7L =7 =7 TlE, FEHEa—-—FE2—-2LT7T
TV —rarvd REOET V) 2EKT S, Lo T, T VERDER
2, B2 ¥ 2 ) T4 EEOEMARETH 5 (ZUE—MBIN N2 ¥ 2V
TATAFY = )VEFROERTH 5), REFEDY —NVLTIE, 3.2.3 HiTH
T ra~ery PRI 4 759 2HvT, WMo GEIEE SN A e s
HELTLA—=1FT 35,

3.1.2 X 2UT4TAFOANL y PEHIEINTAMICkE®
X 2V 7 4 £RED)

E e 7 A b CiX, ¥ 2) 7 4 BEEORLEDSHEYITH 2 0D F =y 7 IZW[EET
HHM, X)) T4 BENERECELLEET 2 2 LIdfREETE R\, L
DoT, X2V T 4 BEPFEBICHIRE L 2EE2 T3 2 L1, BINT A MZ2H
WCHBE CRE MR T 208D 5, o, EHOBGE CRIEDER S 0y
FEEIIIRTED 2 WA R EOMER S . BT X b CHSIES W 2 & 2R T
5 ENTES,

TAMHEHBEICBLTH, @YX 2V T4 T AN —2ABERT B L
T, ¥ 2V T4 BRBOFERZED L 2 ENTE S, F-. EHVREECRIEDME
4 Z 17 &1 23 False-Positive (BEf1) ThH % Z L OMER D EHA[EETH 5,

72720, WENZE X2 T4 7 AN RRREEMERT 5 2 EIXEENTIER
<\k%:U%«%xb&—xmﬁNvVVﬁﬁM@%m@%%%ﬁﬁ@m:%
AN —ADIER ERSFDSAHEIC 2 5, 2 2T, REFIETIE, X274

(‘
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B9 2a<vry F2a—FhTORBEICH EDWTANANL Yy POEHIZTTI,
¥ 7 e—FN, F—F 70 —FEFNICLDET A M — Z{ERD LD
nHETH %,

AFETRT7 7V =2 avBHHLTRETRTOEF 2 7 ¢ HEE & dE
ZHEL TR 70, RN ET AN —ZADREVHRETH 5, DX D, i
TAMIEZEFX2) T4 EEEOREDO 3L F =y 7 L, BT A Mk 51
MDD x 2 74 BREBOIEHERZFEMT 22 LT, X oV T4 7 A FDOHEGE
WIS 252 ENTE S,

3.1.3 t¥ 2V T ¢ HEkE o

BIREDR ot X 2V 74 MikERio TR WLGA, FEa—Nictnk)
X274 LOMEPFEETIVEETE R, F/4, X2 74 I1CBHT 5
A ZF > TV IEATH, RITORMLTHEAENICE X 2V 7 4 MEZET %
ZLRIERICBANTSD 5, IR—ETEHETIZ, a2y Figbo4 7590 2w,
X2V T4 PR TSa~y a2 2.1 i Tt L 72 CWE, CAPEC ti#ifid %
ZET, RN LZX 2V T4 HEROFRTT S = a vy DX 2 T 4 i
DIHEREX X 2V T4 T ANy —ADKii % BT 5,

3.1.4 a=y P4 77

DEDt¥x oV 74 Rt ADIED a7 &2 28508 Ta~<y Fiigit
74779, TH5, avr g4 77V TlE7 7)) r— a v’z d
532y P2 dRTHMBET 5, 72720, BEBRICEEZIT)IDIRETVERKE X 2
V74T 2avry FoARTHS, ETVEBICEL T, fl#ll7e—, 57—
g7u—EHIcHT a2y F20HT5, X2 741l TE X2y
TABERE R T 5 a< v F (Security Command., SC) Lt ¥ 2V 74 LD
Az ER I THREEDH 5 a2~ P (Risky Command, RC) o 2 F#HIC /M
T2, £, a<v FicB#$ %3, CWE,CAPEC O (F5) bAHINT 3,

3.1.5 FEAOKILDF L&

RETFIED, £ ) JTET 2.6 i TFIT 7 4 DOMEZ RS 2 2 fHLIC

FLD5,

T 1 REFOBGEEICRIEE % 52X 2 ) T A ERER ERTFICOWTIE, ¥ a2
V74 ERER LI - FO—HIEOHBF 2v 712k b, ERPa—F
FAEDLHITHE ) MO L 2 REHE PR TE 2 X )12 d 5 2 & TRk
ER-E
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ME2 TA MBEBIFRICGE L 72X 2V T4 T A FOFEBIC L 5, BFEEDOL X 2
)T 4 RIEANDEEGAIZOWTIE, ¥ F2Y T4 T A DAL v PO HEE
XD, BEREDPDELSZEDO X 2) T4 T A MNr—2% 5 A FEKE)
IR DIEFE D CEERETE 2 X 9175 2 L THRT 3,

M 3 KRN X 2 TARAEZFBT 270D, ¥ 2 7 4 HEROIA LA
HoMAHADHEERIZ O WTIE, a<y FIiRILIA4 79V icEiF 3, 71—
L= DX T 4D 7477 )1tE, CWE,CAPEC Dt ¥ 2
T A HEE L — P LX)V TRIRTE 2 ADE A & THRIRT 2,

MUE 4 A B~ DOBRE L RIBIC O VTR, FEROHB{LOEED Y A4 S v
TOEMTNIET 2, BEELY —ILE LTEET S 2L T, BREIIFRIC
REFIELZHOMGEEEELZ FITTE %,
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3.2 ¥V T4 T IVEE

COfficiiXx 2 T4 EBEOE T LICOWTIRRE, ZZTEH I kFaY
TAERE L Z, 77 v ATIO X ) IHFEER 2 - FEET L7 TV r—ravd
¥ o) T g BRPEGHIBET 2D, JuAY A ARSI T4 v (XSS)
D& D7 Web 77V 77— a VEADKEGGEICN T 2K TH 5, REFIETIE
Web 7 7V r—ravzillzo—t 75— 70—D 2202 TETNMELT 3,
AFETIZZID2O0DET VDY b2 TeFX a2V T4 KIEET IV, EFRT 5,

Attack
surface

link_to(GET),

submit(POST)
Client side
: (Web browser)
Intended behavior
HTML
Control flow ——s» Bug Server side (application code)
Data flow ------ > \_

X 3.2: MVC A ¥ A )LD Web 7 7"V 7y — a v DIREEER T 7O

3.2.1 fllfflza—€57)L (Web 7 7V 77— a v DR 3 HDIREE
B X 2 ER)

X2 ) T4 ErETMET 28, 77V T =Y araA0REL 2N
T B3P 7V =2 arvDZEH) (X2 T4 xK) 23, EFV EICEBEENS
WBEPRH L, Lo T, KEOEP ELRIZMEL vy —T7 =R %HDLE LK
IREBEBBRET NI ) LERAZBOORIICAERITH 5, —MICEEIIiI NS
AUV =T 2—RAB2 T 7 P —7x2—RA LR [49], Model-View-Controller
(MVC) AZANVDWeb 7 7V — aryDIR25VLOETFVILOHIZK 3.2 12
R, ZITIEY—N=—DANY 7T A HTML A vt —) %27 Web 7 7
Vir—2avd7r¥y 7 - —7x2—RAET 5, AJJA v+t —1F Controller 12
X DAPE I, HEIZE L T Model XHEHI I N5, ZDHE, View IZ L D R—=
(HTML) DSEJICE R S, 79 9 HFIC) P2 A MIRT AL ARV R E LT
N5, WHIZT7 7 7P TERRNINDE R=IERITHE L, RDY 7 A 23—
N=IZESNBD, 77V =2 a it T 3 XBOEA&IZ, £EDY) 7 X
B —nN"—fhzEkons, L7zd3oT, BEINLZANL»Z I IT R WL ) I
Controller IZFEE I N T UL R 6 v, RNIER AN D - 78561213, A
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5DV 7 A MEFIDL T 4D Controlleri2V ¥4 L 7 + &4, Web 7 7'
r=2aviFI o —RAvk—YHEDOR=VILE ST S, ZDXHIZ, MVC A¥ A
)LD Web 7 7°V 7 —3 a 1% Controller & View % REE (state) & L 72 IREEER
EFNVTRETEZENARETH S, ZOETFILT, IERZEIE LK L 2%t
e %ETNALT 2 2 EDSA[RETH B,

REFIETIE, MVC RZ A VD Web 77V r— a v OEINGIRS W% |
Controller. View ZJREEEL L7z REEER =T L (I zdlfll7e— 7L, 7
EFES = avETLEEIR) 2TV = ardyY —Aa— o B4R
95,

3.2.2 T—¥70—FF7)L (WK E DIERDOEZ DFEH)

RETFETIE, 77979 D AT, Controller, View & Model DD 57—
YORLYWY #TF =y 7u—7) L e LCEREL, flfll 7 v —e 7 VR ? 7
Vy—2avdyY—Aa—Fhr6 HEERKT %,

a— FHMEDFHEFF7m— & L Tld. Controller 7> 5 Model ~DEMIIIFET
%, ¥ View 1ZX—JAKICE LT Model Lo 57 —% #£#H93 %, Controller
& Model & View IZFEARMICHTTHET 2720, Hilffl7e—E7)L & LTl Con-
troller & View ZH\»%, Model ~NDHH» 5 DT —F DIZZIZOWTIE T —
F70— ETNVEMET LI ETHINT 5, 77V 77— a VRT3 2850
OWTHHNE E DFEZIZT—% 70— F L THROES ., T—% 70—,
SQLA v Yz 7 avy®, JuiA¥ A bR7 ) 7T 47 (XSS) DIRENTICHEIC
b, T, TV —=2avPEHRT LT =7 ~D7 7k AGIHIOEHTIZE W
TOHREER S,

3.2.3 avr N4 772V (T 7TV r—varv- 7L —L7—
7 DA & TV O EEAL)

24 fiCHER L7 k) ic, BT VEEERGTOBEIZE T VOIEIR ERSFTH 5,
Eica—FoHBERIFHTE R WEEIX, EEa— LT Lok
570, ETFIVIZBFEMIHOSGEL Y — LDl E v,

REFETE, X2V TAHEET AV Z T 7Y r—>avpFEEa—-F1o
B (VN=R - 2P =TV N TEFELZRS, ZiUda—7 4 v 7HiLo
TP ANY 7 P72 THBEICEWT, ETVERIEHT2DICH L - FiETH 5,
#lZ1Z, Rails DX I % Web 7 7V —2 ardoeTr VERKT 203X,
TL—LT—=0%EDTT V= aryTRTOFEED Ruby TITHONTED,
RN RE 22— VFRBEATHL, ZN6DIa—FE2TRXRTN=ZL, T
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NEERT 2 2 EIFBEENTIEZR G, 72, Ruby BEINEIMNITSiER 70,
BY)—AA—=FDR—=ATETNVEZERTEIEDH L W —AbL HEET 5,

CORMBEINLT 272012, REFETRBN T2V —RAa—FE7 7)) 7r—
YavpFEEa—-FIZREL, 7L—27 =09 HarR—Fv M koTH
N sEREEZNEI A 77 VL L THHT 5, BENICE, 779 75r—>av
A— FHTSHELTHwE3TXRTOa<wy FAPD%Z Ta~<rv Figibo4 75V |
BT 5, ZOBIC, ETOVERTRELE R FRHE, X 2V T4 LoRkEE
a<w Yy POt s LCEskd 5,

awy PRk A4 77 ) 2Heiza—Fro0E 7T VER 7@ —OE%
3.3 IR T, Y=E7 7V —3 a3y a— Ry (MVC DSy 2—H
AST(Abstract Syntax Tree) IZ&Hi, ASTZ/8— AL BB 5ETIVICEIT S, #
DIca—F Ricnza~r Pz, a~vy PRk 4 759 22l L .
Wr7a—, F—=7u—%fid2%, /., avr FHRILIA 77 V) IR
Nrca<wry Fox¥a) 7o @Ezs, ERLZET VO EOERE LTHIT %,

Application code
o)
code2model

Direct map Cgmm!ﬂﬂow m?:tdfi
Parser | > ata flow mode
AT States, Transitions

............... i /.F,.I'/,ﬂ
i €MD_3 | }_____ |CMDJ| | ‘:/»"

[ Helper code

Application code

b

-
—""

Module code

Cmad. library

—

Framework code

B 3.3: awry F#igb 74 77 ) zllvica— Fp o DT IVER7 0 —

awy P4 7720 e 7 7V r—r a ViR EONIEEX 3.4 1ZRT, 2
2V FgIE I A 772 V32 DONRIIGC TEBEET 5, Y —ILELTHER—
FEdawry P74 720, 77V 75 —vay - 7L =07 — 7 L
Wi —F =T 4 DT 28y r =2 ThH s, 77V 75— avilna~
YERIZOWTE, 7Y = avciHIcaey PRI A4 77 ) BERT
%, HlziE, 3.3 D~ N=—PETFILTEEIN a2y FEZzhFho7r 7/
V77— ayTEHRT S, Rails D5, 7 A M7 —Z% Ruby @ a— FT93Ex
NZ7D, TARNT—ADIICS a2y FISELI A 75V 2H WS 2 LT
5, 77V r—valobREL LTtz snica~r Nk, wIIHERE T
X747 I7VICHFELRWESD, AHka<wy FE LT o—LtXk 5, BFEEZ
ETNVEREEE LAY P26 IN6DERZIER T A 77 VIEML Tw L,
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Attack pattern, Prior incidents
(CAPEC, CVE, Github)

W
;

L}
w Test case for tool development

Application body

7

Update or fix application ".

13

]

1 Update or fix test case L7
1 or tool's functionality .+~

funetionality

N \ J :
Review/Update <———>( Review/Update )
Tool development

Application development

X 3.4: a<v FiRILo7A4A 7720V 7 7V r— a VR EORIG

3.24 X2V 54RY—DER & MEE

X2 TABGEEE T MICIE 2 — FHRD e X 2V 74 @GRS N 5, 2.5.5
fiiCRails ® 7 7 £ AfilflIFEE DRz R LS, 29 LAEREEPiRroa~w s F
DELED S, EF IV EOHA DIREDL X 2 71 @EZME T2, Zhdda—
FHEDELX 2 T4 RV —L% 5,

—H. X2V TARBBOFELEDIEL I Z2MRT 57012, HEICEERI N
X2V T4 ERERVPLETH S, INZ2HAEERDOEX 2V T4 R > —
9%, CORY RSP IBFAREEVFEMT 2 0H 3 H 5, 2070, F
REDCMHZEIRT 272012, FUBIEFTELRTS Y INIATA L EREE LV,

REFILETIE, MVC YA 7077V r—> a v OREEICER L., 74 Model

WXL TZEDEFX 2V T4 R —%2EL. ZD Model %#BH#d % Controller

AR, X Controller XY B View ICERREZ BT 5 FiE2 AL
7z, BIAtE LT, FBHEICEYT % Controller 7% &£ “C X, ZOEiIBETEX 2 T4k
AT 2 CRBGEDIREED & FRGE I N REBICE(LT %), 29 L7GEITiE,
Controller IZ X T Model TORIE & 1357 % X :\" 2V T 4 BRI GE D
%% ZD7o, D Controller L NV ThEF 2V 74 EWREZHRETE S X

?6

RIZ, Controller & View DBEH{Z7223, #H 1% Controller & Z DXfIG T % View
DeXa) T4 8RIFILETH S, L2LAEDS, Rails DB TIFEED View 23
Form & W) T HID View Z G T 2565035 5, ZDOHAIL, Form ZEUH,
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9 View (LU View Z IOV L 72 Controller) Dt ¥ 2V 7 4 FoRpHETH UL
FREME DS, Fe 255G 13EREBNETH 5, Wzi TV = avai—H—
DA =NV 5 ERLZPPODZED D, T LEBAITHIRT %79, Form View

“i@ﬁ@k#lU%%g*%mTKﬂ%ﬂ%iﬁ L. ZDIERILD View %
GLERT B Z LT, EEDREBERDIRICBID View DX ¥ 2V 7 4 ER 2 ST Z
X917, 7= 70—T )NV ETHRY > —2HKTEL XHICT S
72% . Model Dt ¥ 2V 7 1 ¥xk% Model DFF O D Attribute (€7 )LVHND
ZH) ez TE L,

BIRENER T2 X2 T4 RV —DRE7 R —%K3.512n7, XY —
Gt i, Model Hifii Tilid 9 % Base Policy & . Controller % View DIRFED
RV —Z2HRNICERET 5. Exceptional Policy 8% %, &L 7K > —
Model 2> 5. Controller. View IZfBiiS ¥, ¥ XTORETRY > —Z2HMEICE
#£7 5,

X2 TAMWREE TV LT, a—FHROL X2V 74 R Y > — LHFEEE
F#DOEXF 2V T ARV —2HKETEIET, X2 T HREHEED -EHIE:
ZERT %5, ML EIZPEPICBIY 2 a~ v FRCEDKRIETH 5, PDPIZOWTIET
JXARavitua—L7T—7NVEERL, 2DV E 2 —CZYE2HERT 205 H
b5,

4 N
| base policy
assign
Model
derive
|Exceptional policyl | Controller |
assign \l, derive
Action | Action | Action |
derive
A4 A4 A4
| View || View || View |
o

X 3.5: €T NVNDFEEERLRY > —DiEA

3.25 t¥X¥a2VUT4avry FOSHEEENT A b

¥ 27418 d% a3~ FlE, Security Command (SC) & Risky Com-
mand (RC) IZ38$ %, SCIZIZT 7 2 A HilffllZs EDX ¥ 2 7 4 Hig 2 BT 5
avy Fae8Rd s, 77 AHEICEE$ % SCIcow»Tix 3.2.4 fiCHil L 72 &
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I, PIEERT X2V T 48R ED—EHWZIHGHT 5, RCICIZZ DA
WesgtEo R E s a~y F2ERT 5,

¥ 2V 74 HEEE TV E SCRC £ DBARICIZ, KB3.6IRTL)ICT—%7
O—ICBLTEIC6DDRY =V 23D b, ALY IDFBINEPEDATITHD,
FRDFNIIREDOH T L THRRRNEHEE., b LIEY =84 XFADINEATIT
b %, XSS(stored) DHITIZ, Web 77 7405 DIBAT (HTML IN) (7 L —
L7 — 2712 X ) NEELYY (params[]) IS 417 7)) 7 —2 a > @D Controller IZ
JE X%, Controller TIZ AN ZNTT — % 2 AE(X2) ITARAIZ E 4L, Model T
T = R—RAIREFEI NS, Model IZIREE I N7 EH (X2) IF View TH I 1,
BRI N7 HTML X v £ — (HTML_OUT) (Z Web 7' 7 wHicii i s, 20
BRrc, 2R X2)1E 7L —267—=2NThBEBEHCTZRAr— 7N, %
R FHNE LTHTML X v 2 — (HTML OUT) IZflAiAEFns, 2o kHic,
Rails D561, View THII NS 7 7)) r—2 a v OWNHEEIETXT(“h” 2
< ¥ FO)HTML WIS L2 CF NS T Ay =7 &%, L L7ad 5 “Bypass”
DELHITraw” a<w Y FZHV3E E, 7L =47 =7 TDI R — 7B L)
ftanz, ZE7 7V 77— a YNERTHERK L %2 HTML 2 & & Xl =2 1T
LBV N S, ZoflTik, HHEINET—2 I3 ZenNHBoary Ay v ML
BDOT-DREIZ WD, MBANBZ DT =7 A& EN 555813, XSS DfE
B3 5, 2D “raw” 2= FIZRCICOE I NS, [AMEIC, “And” 2=~ F
XSQLA P27 v avyDfaihd, “eval” a~vw v Nidavwry A vz s ayv
DfElENH %5, 9 L7 RCaw v Nio, SMEAND» S EBEANDV 0D 3k F 2
V) 7 4 BEEE 7LD 5 — % 7 1 — T Taint Propagation @7 %179 Z & THAIT
&5, 12712L. RCADINFELD A I1H3 & “sanitiza_sql” 2+~ F¥$ “check”
a< v F, “path check” a2~ Fig & TRAMEDRGEE S N TOIUIRTEIZ 2 0,
INodDa<wy FNiESC & LTERT S,

X2V T4 BEAEE T VRO T A P Tk, 77— a v ko T —
Y70 —%BR 50, BHEOENTAFY—ILEDRIANRa—7THRER?HE
MTE5, LeLu2s, MARH ERKEZE T VbLoRBEIKET 5, 22T,
RETTHRRZEHT A b EflAADLEDL LT, X DMEELEF 1) 7 4 Rk %
BT 5,
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Legitimate user inputs
or attacks

XSS(stored)

Bypass

SQL injection

Command
injection

Unvalidated
redirect

- App. framework

Controller state

protect_from_forgery/
SC:CSRF

(before_filter)
authenticate?/SC:AC
authorized?(SCAC

~
sanitize_sqll
SCSQL_injection

check/

path_check/!
SCpath

hISC:XSS

Outputs

find/
RC:SQL_injection

evall
RC:emd _injection

redirect_tol
CFC, RCpath

e.g., external site

—>

Control flow

Data flow

3.6: ¥ 1) 7 4 MIFETIL & SC,RC & DERFR
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3.3 X2V T 4T AMAINL Y PDEH

ZOfiTIk, avy Mgk A4 77V 2 HW X2V T4 T AFDANL Y
COHABEHFEICOWTIHHT S, a~vy Figibs4 72 ) 2Ty — &
A—FZ2BETZIET, V—Ra—F ELEIZRESI N X 2 7 1 BERE (SC) %
falE 7T (RC) Z2RET 22 LN TE S, 0% TSINK, MR, 20D
SINKDa— R FOMBEHERET AN —AEfFICL BT AN AINL Y PR EEH
bE¥LZET, MEOT AN r —ABREDORELX 2 74 7 A M Z2&8riHH
T35 ENTES, SINK 2O MgghE oA FBroRE L X2 74T A b
DALy PEHHNE Dao 612 X > TIRE[26][27] SNTWw B, TITlE, 2D
T7a—F %X 2 T4 REBICOINEL, SCRCEZHZALT 7 r—ravs
BTTCODEXF 2V T A TAMDTAMANL Yy PICHHT 3,

FAM7r—AE SCRCOBFRZX3.712R"T, 7AFa—Fhocmdl 1ZAN
FT—=FDEy bZfTFIa<2y . cmd2 FFRELZR—NDT7 7R ADaw v
FTH 2 (2D, HTML @ POST X v k2 —YBERI N, 77V r—vavic
EoD), TOAvX=PIZNHTE7 7V r—ya vNHRORIH7 v —ix, £9
Controller state @, PEP Z ¥ 3 % cmd3(SC) 12 &k V. R EZRI NS, HfE
RCHEN T, cmd4 12 X D View state ITREEER L, X v =N
ERING, T—F 70—l O0nTIE, AJJEN7T —4 13 Model D cmd5(SC)
TEEIBE I N, View TlE cmd6(RC) T7 L —AT —7 THOI R — 7L
2SI NT, HHA vy 2= ICHDIAE NS,

Z ZC. PEP #5%Hl7 % cmd3(SC) DEHIZOWTIX, ZDIREE (Web R—)

ICIEBL E ARIEOMERT7 72 2325 2 & CTF A b (EEDOHER) 23 n[igcdh 5, —
iﬂﬁS@%Q\kﬁﬁé\mmBSQ\mﬁ&ﬂ)%ﬁfﬁﬂﬁh%f-??u—
ICXSS Eh 2 Ayt —U%ANTAHIET, cmd5(SC) IEL KBEREL THE D,
cmd6(RC) DD W & 2R T2, 29 LT A7 —A% SC,RC #
NZIUMER L, EITT %, 7 A MEEHZRDOT A ALy Pz, %247 % SCRC
DAy FEITVPEEFND Z L 2MERT 5,

3.3.1 SINKIZ X% RC AL v DEHH

REFIETHW S SINK &1k, —RICIHHBANT =8 BANINsx 2 T4
FEEIBELERTH S, T — &73—%% X 0. SNEATIHIXSS % SQL A
VY avIEBE LR AERERE L, £ 2% SINK EFES, 7 A FTlE SINKIZ
WLT, WEF—¥ %24 vz av ., MNP EZMERT %, UAT(User
Acceptabce Test) L X)LV D T A br —Retid #4795 1213, 7 —% 7 v — il 7
0 — DN DIERBNEL 25,

FIHIELFD XI5,
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Test code Application code Control flow =3
(MVC Web app.) Data flow —d

Test Controller state

case Input
- T —
—] (SC) .

emd2 F— |

“ Model
PEP? v ode
cmd5
(SC)
cmd7? -

cmd8 T View state

outour T freee cmdb |g..e-

(RC)
Escaped? (no XSS7)

X 3.7: X2 T4 T AMEANL Y PO

1. a=v PRt Z7 4 77 VI Risky Command (RC) Z E#T %,
2. V—RAa—RFZBEAH L. RC a~ v FOFEEET%2 SINK & LTERT 5,

3. RC DN g9t Z2 720w L 2EBED T A 7 — A CTHER
95,

4. %x%%ﬁﬂ%@%xbiwfbyycx%—bx>4w@~vV9)%mmf\
SINK DT A FINT V3B Z & Z2HERT

WaggthEDEEIC X > TT A M7y —ADERHEIFR AR 5, —Kicix, AIEZRINE
ANDMEEZRLZ I W E2MERT 5, 7 A Mr—AERICOWTIX, REIT
B2 CAPEC Off#a L2 2L, 7'u 77 <2 2MET %, RC H2RD SINK I
DWVLTIE, FEARWIZIZY —Aa—FEDTXRTDOSINKDBTAMNRERD, D
FDEX2VTATAMANL Yy PONEIIRCOHBETHD., D FIFZDT A
FOHEE D,

3.3.2 SINKIZXk%SCH XL v PDEHH

—H. BEDEF 1Y T 4 B SC DA IE., SCOHHIFFL IR2 VW27 3 2
PN scw%%#wa%é ED2ODMERBLETH 5,

SC DEEREMERIC OV TIE, V—Aa—F LEOHFHETESCITXRTEZT AT S
WHEIZZ\0, SCHOIELWEEIZL X 2V 74 BRTERIND, 2FD, ¥
VT4 ERAZER L 20 EREDZYIEDBHEEDN TE 2\, ZHUIOWTIE3.2.4
filiCREIH L 72 BAVBRGEE CPRAE T E 5,
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SC DT 22X 2 7 4 BEEDHERIZ DWW T, SCHETHOI=Y F T X
FOFEME, YV Ta— FNHDOEED SC 2 ERL, 2D SCIZEHT 1%
BT A MDOFEMEITH), L7zd>T, SCHSINKT A MANL Y PORIZa—
FETHHINTWS SCOMBTHY, 7T IEZNETNDTANOERLEL S,

Functional/integration test

Application code

CWE-28T: Improper Authentication |

sC
= | CWE-502: Authentication Bypass lssues |

Active code region

Used code region 1

SClauthenticate %
i_ CWE-208: Information Exposure Through
Timing Discrepancy
CALib <:| SCisecure_compare

V7

command inside Unit fest

X 3.8: HUABERET A b LFEG T A M2k % SC DR

aka~y R e, fika~y FOWNEFEELE 7 2 F OBIROHIZIX 3.8 IR, 7
TV r—yarya— Ko SCIZBIL Tld, CWE-287GERAEDAMi) > CWE-592 (72
AEDINA IS R) D X ) st L Z L 2R T A0 T A 2, BT A b
PREAT AP L)L TEIRT 5, ., SCawy FERIZOVTIEF2=y b T &
N CHBE 2 R T 2, 2 OBITIE, CWE-208(7 — % LUl o IR 2 1 LK § 3 Jfigs
TE) DIEFFHERRDBESI LT\ 5 2 & 2R T 5,

77 ZAHBEOTFT A FIZOWT, ¥ 2T 4 a2y F(SC)DRELTFATD
BfRZM39IcEL b, TAMN —RICBRELEZ 772 Aay ba—LY) A b
(ACL) ZHi2 84, 37 7V 75— avyOPDPDOIL—LE L THONS,
¥/, TAN T —AHMDACL%ZT7 7 AHIHIRY) o —ICEM L, TA N r—A%
Rl 9 %,

3.3.3 BIFK 70t 2 ADOHDIAAK

RETFETHONDILF 2V T4 TAMINL Yy P VE Z LT, 7 A FKE)
BIFANDE X 2V 74 T A M DMHAAARZFHRICEETE S LI IR D, TVr
ANV 7 b 277 — LREY— LR L7 ¥ 2 F 4 R oBIR 2 X
3.10Cmd, 77U r—yava—Fig—Hx ¥ a2V 54 BEEE 7 (Application
model) IZZH (Parser 1, P1) &1, 7 A F AL v P DEHH (Parser 2, P2) #17
Vo CDRXMNY Y I RAET 4 —FNy 7L LT, TAM T —ADOHEHFHP, X2
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Intended? \
) Coverage?
Security —\r AC Policy
requirements

M
\|
k 4 Extract
Security
Test code test case Test data(ACL)
cmd
Correct
¥ behavior?
hd
PEPcmd | | Refer |
Application (sink/SC) [ g
code AN
Controller state : Placement? )
(asset)

X 3.9: 77 & A {lHRE D T A b

T4 FREROEH 21T, Ml OREDHESR & BIEICIE L — ABEREZR FWT
FREDEHIZOWTHMZIHRSE, FL—ZE—FTY—LZ2ETT 5 L, B
T2 ETNDFERDFMAY —VDFETIRICE R I NG, —HDY — )L OHED
GOV TIZ 4.1.5 i, 4.4 TFEL CEHAT 5,

T A NEREIBHR IR E RN E T T A N r— 2 L LCEBE N, T A R &S
ATLEICT TV r—vava—FPz%T 5, Fito k) E—HoeX 2V
T AR ZOWMN T T LI ENTELD, ZoBBTEELeX2Y 74
TAMELTOMBEIZHERAL Tk, 22T, KAFETHHMINE T A
WLy %G, BT AN TF—A%EMNT 5,

SCIZ DWW TUFZ DRLEIZ DWW TIFERIE SR & FHIIIRAE TG L, FEERORRE I
DV, ZOWEELEEL TR 7 7Y =y a vy LOEREOHEFTZY > 7Y
VILTCT AN —RAZERT 5, RCIZOWTIE, FEARMICIZRC 2 L Tw
2T RTHEHIZOVT, TAM T —AZFRT 5, ZNHIZO0TOHEBEDOED
ST I DD TUIERFECHGEET 5,

MR 2EeX 2V T4 TAMNERD-DIZ, REDEF2VT A4 TANT—2R
ZAET 5 2 ERBIENTIE RV, BEFEEZ, 777 —> a v ONEREZ
Jois, BERNNBOX X 2 T4 T AN —AERE BT 5,

ZICRHIE NS X Y v 7 R LFAFEEOMIG, BAEEEZR3AIICELD D, K
WIDERIF, a2y FHRILT A 77V oA, EBRXAHAZGIH 7 v —€ 5
LVDBIEZITVB, ¥ 2V TABEEETVORBEZEOLHETH S, R, 77
L ZAHEICBAL T, 7Ry b —LDFT A b EEfT 35, SC. RC D SINK 7
NLyZIZonTE, V=2 EHT2 7744 ) 7417z >T, TAM%E
i v 5.
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1
Newreq. ' Requirements
=7 (security)
1

Operation Application model

2 ) 5 Test code
(security)

(security)
A
‘\ Test-driven
. development

. Metrics & trace

Update *
.~ A 1\
Application code Dev. flow =3
Release Tool flow

X 3.10: 7 ¥ ANV 7 b7 70— REY—LVZHHLE ¥ 2
VT 4 PRGEED B R

£3.1:iHIENE X M) v 7 R ERHBEDRIG

‘ Metrics ‘ action ‘ priority ‘
Num. of command review low
Num. of command (unknown) | add definition high
Num. of command (tentative) | add definition mid
Num. of trans. review low
Num. of trans. (unknown) add definition high
Num. of trans. (tentative) add definition mid
Asset cov. (AAf) update TC or tool | high
Role cov. (ARF) update TC or tool high
Sink cov (SCunit) update TC or tool mid
Sink cov (SCrunc) update TC or tool mid
Sink cov (RCrync—hign)) update TC or tool | high
Sink cov (RCrunc—mid) update TC or tool mid
Sink cov (RCrunc—iow) update TC or tool low
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3.4 tXaV T ¢ FIEkETEE L M

X2 TAERERE X 2V T A HBEOIED, 7P ALY 7 b7 =T
FICBIT 22X 2 T4 RAEOHETH S L 2.6 i TIEMEL, X2V 7« =Y
KTIEBWROBFEEDS, 77V 75— a vl (a—F4 v 7)) ZiF0wRd
LFEILLBH T2 X 2 T4 DHEAZ S TE 2L HICT 2 LD, oM@
T AR D—oThH B, FLT, a~vy RS54 75 )12 2 Dffkic
FMHATESLZ L2 Z0fiTonT, avy F#RILIA 750 240 T, BAFEN
TERa— IR T3~y FAP) ICF 2V 74 /i#%kzY v 7 3€ 5, £¥a
VT4 Ak E LT, 2. 1.2 i TS L 72 CWE, CAPEC ZH\ 3%, Z1tsZ2Hw3
Ay M, BEsgEPKERY — PR TRBIRETE SO, a~r Ml
LIETA 77V NDERDEH R TH D, T, CWE IFROMAFIN T D
51EICBET 2 A TH D, FROWIIMICHETEL 20,

X2l T4 AERIIZEICH725, CWE XY 7 b7 = 7Ic8 1T B4 gt
ZHARET 205, ¥ 2 ) F 4 RPN RICBEET 2 sz 20— Tch b, Z 2
T, CWE CHIZE I NS Eggttz iy 7 7V r—> a VICBI#T 2 b Dlci s, X
2. ¥ 2 ) T4 BRI 5 a2 F%2 CWE X2 2 ¢, a< v Rl
5475 2 BHLTHEEa - ELF o) 7 4 WEkE2EEANT 3,

—HlELTI/RAYA FAZY T4 7 (XSS) ICBRT 2 Railsda<w v FE
CWE,CAPEC DBZ % 3.11 27”8 %, CWE-79(XSS) O %5 (countermeasure)
Nh avry FThh, 20> F D, XSS %5 &k Z 7 (triger) AlHEIED
HBDD “raw” av v FTH5, £/, XSS DUE,$¥ — X CAPEC-18 IZE
#INTWE, a=r P74 77Tk, 2Nz a<r FiZ CWE-79
¥ CAPEC-18 #1752, 727 L. ZOMTHRT L HIZSC & RC THEENE
%%,

( CALib(Rails)

'CWE [cweam]

has member

CWE-931
CLTp

[owean |-,

CAPEC

child of

countermeasure

)

] 3.11: CWE. CAPEC & a2~ Figibs 4 75 ) OBRD—4l

FlEHE 3.41HiCTkex ) 74 HEROERICOWTIHHT 5, Hi\TIic 3.4.2

69



fitexaV T 485k ELX2) T 408K, X297 47 R FDOBRIZOWTE
Mg 2,

3.4.1 tF¥ 2V 7 ¢ HERDIER

CWE, CAPEC 2V 7 bV =27 DRHETXRTEZMEEL TED, FFEDT 7)) r—
vavHELTEAHALISw, 22T, ETE27 7Y r—vavicBEDSH
LHEgEERE 2D kI X 2V 7 4 ARROEIRZ179, BMAMICIZ, CWE D
77 7MEER AL T, CWE DM ERZFRED T 7V r—>a vy F XL Vi
EBIRT 2, ZHERDIDDAT Y I THEBI NS,

25w 71, ¥l © CWE DEHEEZ V7 7 TIKZ % k) IcEHT 5, CWE IZ XML
TRBEINTED., ZOKRFBBREZEEDY — VTR ICAREED 75 7 &
LTy ZEnTES,

AT T2, 77V r—=yav AL VER D BHIOATY 7 TENRT 7)) r—
T avItWIBT 5 B OEREZERL, 2O M7 () OEZEZ TN TGER
T 5, FEBEICIZ CWE D View 7 A 7Z2iERT L 2 LIk s, HlzIX, Web
77—y a vy DYEld OWASP @ Topl0 (CWE-928) ° Web Problem
(CWE — 442) %2 & THh 5,

AT 73, 7 Vr—av 7L —LT7—7ER: CNENE7L—LT—7
DA DREDIEIR % R T %, B Z IZX5R 2D Ruby on Rails THiLiE, Java
% PHP [HE D aggtt i3 BIfR 72,

DL EDEETCWE @D 5T 7 7'V 77— a VB § 2 Mesgtk o
ATHRINIZCWEDY 7y 77 708605, FEEEICIX, BHED CWE &
ECREATOR-OIC, FERODETIHERIN WAL H %, #lZ2 13, Rails
IZE 1T % Mass Assignment (CWE-915) 2353%249 %, 29 L7z b VIR
BN 22 ETRIRNT 3,

CAPEC IZ2 W T H A, CAPEC O XML E#ED S 77 7 %ZEKT %, CWE
¢ CAPEC DB X CWE,CAPEC TT CICERFATH 578, CWE DY 7
77 LHEEXE B0 5 T, CAPECOY 775 7 %85 LB TE 3,

¥ 2 74 A% (CWE,CAPEC) DiEIRE, a~ v Fiigfk7 A 7°7 Y (CALib),
FHa—F, FRAN T —2DOBRZX 3.12 1278 F, CWE., CAPEC I3 F X A v
Re, 7797 —=>arv 7L =07 —=7FRT, NRO7 7)) r—ya v cigyd
2y 7Ty bElhb, V—Aa—FEoawryRNiawry Fgbo4 779 co
EFRICL 723> T, CWE,CAPEC L Biff I 615, 22 TOXMY vy 7R (K
TIANL Y P)IE, CWEDY 7y b 77 7B %2 a~> FEL. CAPEC
LR AT AN —ABTH B, TOXA MYy 7RI HL ETIEETH, M
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EINBMaggtEz Mg T 5 2 LT, FHEVERL T o MEZ R T 5
ZEDHWNTH B, 7SV —vavitkexa) T4 LoOMEREWOTHNT
CWE %> CAPEC t DBI#IZ/NI (%5, U EOFEZ2EEDO T 7V r—r avi
T L 725 R OFEMIERE TR T,

CWE i entire SW domain ? CAPEC

domain selection

Potential weaknesses of [ and reduction Potential attacks to
Ruby on Rails [Ejé..)% Ruby on Rails

(Web application) — | (Web application)
target selection l

(CALib mapping)

Potential weaknesses of

Potential attacks to
this application

this application

coverages:

coverages:
command/weakness command/test case/attacks
command list
(w/ location) code coverage
| “:...- g
Code < Test case
{ } TDD { }

¥ 3.12: CWE, CAPEC ®IHHEIR L CALbIC kB 7 7V —varya—FK
ET AN — AL OREAT T OBIfR

3.4.2 kXU T HEREHCE® 2 T ¢ PREE

X2V T4 ERAEHAVWAZ LT, a2y FiRILIA4 7o) X)) 54
Blia <~y FOMBRRNR DV IREE 2 %, X3.13 12X 3.1 D F* 2V 7 4 ik
EhF7ur A L OBRZE K DFEIC R L2 bDTH D, 7TV T—vava—
R 235 Z L CCWE, CAPEC £t ¥ a2V 5« o~y FEDRRMESR
W72 77 7D THLNS, EIRINK CWE 2IGIC, X 2V 74 BERDFZY
MEMHERTLIENTES, FLMEL TV 2206 TIERINED -
CWE2'H 2 551%, a~v Figib7 4 777 Y OEEI A5 Th 2 nigtk:r
5, X2V 747 AMr—A{FflE CAPEC Z2& L TIT 9,
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consistent

1) Security 3) Security
Requirements test coverage
improve coverage
SC and RC
{amps:"gnwn wi test coverage

2) Security test cases

test
test coverage

. application code
requirements o

weakness

knowledges

TOOI ' ™~
Attack scenario = Test case

—

commands info.l

-

Weakness m

4) Review

-~ countermeasure -

frigger L child of CAPEC )
CWE i..i

e —

X 3.13: £ F2UF 4 AERICK 28 F 2 Y F 4 BRERELF 2T 4T AL
Ny Y DR



3.5 7Xv¥ANY 7 FT 7 BFEANDIHAAM

COHITIRRETFEOT vy ALY 7 b7 2 PHIFENDIAIARIZ D\ CREH
T2, K24 TRLETYYANY 7 by 2T 70k RARETEEZ >y 7L
7DD 314 THD, V=1L ZN LT ) r—rarvdfioeda) s 38
R, BERE. T A MZBHEIMGIT A2 LT, a—T 4 YR T vk R LT
T3 CTeXal) T4 Rz EHT S,

. Operation
Framework ++*5ssssssss s > Appﬂcaﬂoﬂ Devejopmenf < ||||||||||||| > Prﬂzuction

[1] Concept of
operations

Requirements | L.
abstract

Security
Specifications | Knowledge
Security Security
Guideline Requirements Y
[2s] Penetration test, [5] Operation and
v o *h' Ethical hacking maintenance
[6] Framework [Flproposed [N
development security testing tool
-

A - validation
. RN Anpiication model
Command / :
abstraction /
library / [8] Security Analysis
. A - and review
v g rerifcat
-~ verification
concrete
Framework Application code

[3s] Static Analysis

[4] Implementation
(Coding)

4 3.14: Agile BT € 7V & IR FiE

REFEZHREIHOV LB, a<r g7 4 779 0, ¥ a2
V74 BROER e EDEEDPMBE LR S, TN6ZRINCTXTEfTE I &
EHIHIBPE OB A P2 ELCT5, 22T, Y—ILDOETTIX, MEED -7
B2 DBIETEZRRT 5 2 L CHBEOR2AiET 5, £/, v — il
HlzD, X2V T4 1T EERE ETELY vy a2 R—FZ2RMETE, ¥y
Y ah— FCIRBEFEDNDL X 2 7 4 REEY — )V (FITEIEGEEY — ) &
HETE 5 K127 5,

3.5.1 WENRZERTIEIA VI —T72—X

EFNVOHBAERR, BEREFRE, TA M — 2R EofE¥EE2 TR THBHML
THZEWFH L, £, BERERBEZ T VS — a v DAT—27 mLY —Pha%
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FOBKTRDIRNESDTH S, sy sz 7 ) r—rayv
aA—FDETIWLICIFRADH b, IREBESIVEZ WG ERH D, TAMT—
ZEFRIZOWTH UAT DFEEE Y — v lcN) T—3 3 V3% (| 5eBE7 [ EhE R
ZEEL v, 22T, A EZECH L, WNEENRA vy —7 2 — A% L CH
FHEVBEREZMTT S 2 LT, VoVHKOEMLZRT 2 L HIcT 5, WRE
A7V =L =07V r—ya vy b T L TEB Y, AY—ILHEKD
RFIEDTELR D EHEETH 5,

3.5.2 ¥ viaRrR—FIckaEmoits

X2 TR, FHE FAME OOV NV TuEHT D, WRE
TE5Web 7 7V 7 —>avdeFXa) T 4RAE2Y vy 2R —FDETELD S
TEWTESL, VAR LAR—F LSS, ETLVORE, TAFANLY P %
ROBTIRART %, RELT, FARICEDLZTXRTORT =7 KLY =0T 7
Vr—yardeXa) T4 RatodR2HRE T2 L3 TE 5, £/, 77V
7= a vVORKBINERHCIE, BRIERICHSIL, 208, AY—LzHoeTr
X2V T4 BEOHEF 2T T LT, FREICLHELEINTE LX) 745
KADHUHEDEIHD FILTE 5,

3.5.3 YNy —vic X A EERERESE

REFHR, FI7 ) r—yaroFEEa— NIRRT 2eX2) 74 DM
HEICAE T 228, EHREIT 2L AT AL L TTRTOYF 2V 7 4 FEIC G
TEL2DLTTIERL, 22T, FANRMBOXX 2) 74 7 A Y —) L &if
THILET, 7P¥ANY 7 b2 7HFEICEIT 52X 2 74 fRGEZE X D alfh
MICEETE DL X H IR D,

ERRGEEY — V32 DBEL 2Ry —LVDET VIS Yy 7T 52 LT, ZDWEE
HDOFT AN r — A RO u[ieE a5, 72, Web 7 77— avAF¥ vy FIico
WTIE, K7L =27 =712k o TEHINTVE T 72 AHIEIRY > —%FH
L., Wb % 3RRERLREE Web 7 7Y =2 a v AX ¥ FIL5 25 2 £ T,
Web 7 7)) r—>a v AXx ¥ DMz R — 95 2 LDAEETH 5,

BAKIIZIX, &y ¥ 2R — FICT R COMGERS RS - ER RS, X2 74
REEDBLRIUEDR R S L 42 %,

HARN 22X 4.1.7 i CREL ST %,
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3.6 &9

COETET IV —vay s 7L —L7—7DkF VT4 T 5 ERE
av Y PRI A 77 VICERNL T, FEa—FroT7 7Y r—varoiks
TOETNEAERTHI LT, X2 T4 ERkofit, #0L ¥ 2 7 1 T,
X2V 74 7 A MANLy Y OFHINCTEHT 2 FEZ R L7z, RD4L4ET
7Y v ANV ZRET S Web 77V 77— 3 v 7L —247—7, Rubyon
Rails ZXRE L7 ¥ 2V 74 V=)L OIS L MO M Z R~ 7,
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Has REFHEOY— L L E

SETIRELEX 2V T4 REED Tz, FEIZ Rails 1IN L GEAT 5 7:0
WZBAFE L 72y — v, 2 DE TG % RailroadMap Th %, AV —id, A7
) 7"+ S5, Ruby, Titihd % Z & CHIFERE L B2 EHT 5, Sy r—
PO CHFEREICEBEIOEMT 2 HNTE, £, HEIIGL THMBICEYE
MEIERIRRZINZ 2 HBTE S, FITFZ0MOBEFEY —LVEKICa~ Y N T
£ U 5frI,

REFEOFEML (Y —n1b) chbh, XD 3 >OHEZFE Lz, 1) Ek
PRGHIER T2 X2 T4 DO e FEREIGERT 22X 2) 74 ORJEE %
B L=FE—N)TRORAZZ L, 2) a2y FELo 4 77 V) OERE
SWRRERAHICRS W E, )TV = a vy HBEDORRT A F TR F o
) F A RHERITA S (T A FEBREBAFICE X 2 T4 TARAFDHARADS) 2 LT
b5,

AT T, 4.1 ffiC RailroadMap DBfFE, %Gl BEREICOWTHIHT 5, X
FEBED Rails 7 7Y 77— a VIIN L TARY =V 2HEHT5 I ETRDALDODDHE
Bafr oy — VOB ZMER L7, 428iClde X2 7o Bk EFEO-HHED
WD & BRI T A b (BERERTEAN 1), 4.3 i Tld X2V T4 7 A M — ADAK (B
BESMIT 2). 4.4 TIET A N7 — A AL v P OEH (BERESET 3). 4.5 fiTlik
X2 T« HikE OHEHETH 5 (HRERTHIN 4), I 512, 4.6fiTIE, BEEDOEX 2
V74T AL V=)L EDOBREIKZ T2 7, 26 i THRELZT7S vy ALY 7 b
Tz THFBICEB T2 X 2V TR0 40 EE, Y- ficBIF s HEL
aHili g & DRfR 2z £ 4.1 12T,

# 4.1 HEXOTHESEE & 4 >0 HE & DBItR

\ P \ Hig1 \ HE 2 \ HE3 \ PEREETHiLG 1 \ PEREGTAIG 2 \ PEREGTAIG 3 \ BEREGTAIG 4 \
1. &% a2y 7 4 BROER L RY v v v v
2. TDDIZAB L7z X 2574 7 A b v v v v v
3. ¥ 2 T4 BT B EROMA v v
4. ZEAb D TR 72 K )i v v v v
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4.1 RailroadMap D [ & t&aE

4.1.1 RailroadMap P 5% /5§t & ¥

BRETFHEZEBULTAICHZD, 72X ALY 7 b 2 7HEBEOB LS., A
Y= IZRD 5N B EE FOHEIX, RDIOTHBEEZ S,

HEE 1 ZORPBGHIER T2 X o) 74 Off#EE | FERIGEKRT 22X 2 74
DJEE ZHt— L e FETIORA 5 2 L,

HEL2 a2y FHiRL74 77 ) OFERERSFDRIRERAHICR S nwT &,
HEE3 77V 7 — a UANHEDRYET A P T X 2 ) 7o HEE2T72 5 2 &,

X5, RailsD7 7’V r—y a vBFEOHWCTHHT Y —LELT, XRD4D
DERPEZ 6515,

HsRk 1 BETH B (VY — IV DOFETHRE ) 2 &,

k2 YV LOBREENY —Z2a—FL RS LY OEHTE3I L,

R 3 X2V T AARED R TH, Y= VORI X WY AR BIEMTA 2 2 &,
R4 V= VOBEAPRIVNES L L,

R 12w TR, a»y PRI 4 772V 2wy —2a—F»roDE
TOVERDEHEALTHIEL T3, ER21IZD0 T, avy PRI 1477
VR, X aVU74 2R, 7R MHEHOGEERTIC, 77X A MEXZzHWw5 T L
TRIG L 72, A Y — )L FEEETIZ JSON! 2 7223, X Db DD 200
YAML? b BIfEEFHAEECH S, TXFAMERXZHVEZ LT, V—2a—FD
LAY MY 2O EHNES LD, BRI ITOWTIE, MEEH > 7B
IZiZ, a9 Y P74 v Y=L ZFTLEBICRRINDI A v =V, ZDE
1E /5% (Remediation) Zfend 52 ETOHID L7z, $/, VY—ILZ@OdTHHT
HERICIE, PIORE 7 7 A VOHBVERZTT )., 20K, FEEEZNZTNLD
B RIS L 7B E ICBEBEIICE E 2 GET 5, Bk 4 1200 TiE, BAFED
fHICY — LV ZEATE S X ) IZ, Ruby TNy r —PEB GEMS 12xf
IBL7z, 77V =2 a voORBEARICE > TH Y — VOBIELEHEZ EfiT
5k9I1c, YV=RAa—FIZTXTRuby Titidh L 7=,

X2, RailroadMap 238t 9 2 FE 28R % NELIC/”"d, RailroadMap DFfT
a< Y Fid—>, “railroadmap”. DATH D, BFHEHEIZY —NVDOETE T 3
VEIBETHI LT, INGDWBOETEZEIRTE 5,

1JSON, JavaScript Object Notation. http://www.json.org/

2http://yaml.org/
3https://rubygems.org/
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Bae 1 v — Lok,

HHE2 Web 7 7 7 —>av DY —Aa—FhroDe¥Xal) 74 RIEET LD
A2l

PRE3 X 2 U 71 BRkE, HELDEENEDT 2y 7,

WHE 4 BT A 7 —ADER, T A FOFEFEH, 7 A MA ALy PFHI
WHES ¥ 2V 7 4 A% (CWE,CAPEC) tpa—FEELowyEV S
e 6 Ay —L & o

BEE7 v adr—Fickst* 2V 74 RIED—ILE L,

REIT. ZNZNDOHEREIC DV THEA 2TV $ 5,

4.1.2 7 — )L O (FEEE 1)

Bl ¥4 1X RailroadMap % AICETT 28802, WIHLIESEZ1T9, 9. AR
%5 Web 7 7V —>a v ORIy =Y DT L, MVC 2 — FOREZ 1T
9, Rails D&, MVC a—Fix7 7’V 77— a Y ARERDSHZ D RSy r —
DiftT 2 MVC a—F2HW a2 5E013H 5, 207, FIHL TWwa Ry r—
LERTRTHEL, £¥F 2V T4 BEEE T V2T 2B §TXTo MVC
aI—FERET S, /2, a<wry Pk 74 77 V1%, FEARMIC Rails S %
Ny —=VHANTERT 270, a<y PS4 77V 0RS, 7770 r—
PavHALTVwE Sy r =PRI,

RIZ, B E L BRET7 7 A NVOHIULZIT S, ZDERIZ, Rails 2MERT 51—
TA YT =7 VIEREMET S, ZUEWeb 7 V=2 a D URL &, #
U T % Controler (¥ 2V 7 4 BREEE 7L ®D Controler state 1Y) %
ERTEODTHS, X274 EKP, ETNVEROHIERERZEDT V7
L—Fb ZDORIZERI NS,

4.1.3 ¥ 2T 4 BGEEE TV OREE (HKAE 2)

MVC %4 7D Web 7 7V 7 —> a v OIRSEELIZ, 3.2 TRLEEIHIC,
Controller & View 206 2 21illfl 7 v —€ 7V (REERET V) TRT, BED
FIE T, View TERINZR—=I N7 77 cRR I, AHEOEREICLZY
JIAMDPBAYy =YL LTH—N=IZEENS, Kol AvEe—TF, 70—
LT =712k, ZDOURLIZWIGT % Controller I2% 5415, AJIiZ Controller

1BAFEH 1 Gemfile ICHIZE L TIRAET 25, KIFBIRDH 25y 7 —2 & ABINICHAA TN 2
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TIN5, WInT 3 View IS 3 (render), DL ARV A E LT,
Controller 259 % View 12 & b, Hi1 X 74:’—“/‘\717“EEEE§Z’LZ> Y7 I AMIC
X - TlZ Controller (% Hl® Controller IZWM #9565 03H 5 (redirect), Z
Uz, KEEREDAIELR A v =Y 2ZE LA @17~Lﬁ%AU

AR =)V CHEET 2GR ED7 7w AGIEICET 28 W22 X2 ) 74
TAMZIZ2ODHELH B,

D EDE, PO DHOSWLARIERT 72 AW T 57%dDEX 2 T4
F%#E (PEP. Policy Enforcemnt Point) 230 S 41T\ 5 Z E DR E, R Y > —
TEF% DI (PDP. Policy Decision Point) 231E L \» Z & DR TH %o iz
Wik, Web7 7’V r—>avaD7 ¥y 7% —7 x2—ATH5 Controller ’\0)7\
7. kﬁ%AﬁéfwlﬁmowT\?7U7—VEVﬁEL<%%%5Z&%

w5, ZOREICHL TR, HWEREEZ VT, PEPDREZ X 2 U 7 4
FREHS LADLETF v 77 5,

HIY)OEDIE, X2 T4 REBORHICHNPEL THRETS, X2V T41
ICIERTEZ WS, 77— a vINICEAN L ks REORECTH 3, FIHE
WIELLS 77V =y avZzZAHLTwEDI, 7707 =y avdPexal g
FoBEEEZFLTLE) 2L ITons, BARWICIE, EHEER~DY v 7
ZHOTHRRLTLEO, 2= =20V 7% 7)) v 7 LEEIC, MR
BEXOELZHELTLE)IFERETH S, 9 LMEIZ Navigation error [37]
EWEIENG, ZOREIZOWTIE, flfll 7 + v —E 7V LT, REERHITH TR
RO TWAB I L Z2MERTHIET, MAITEZ LB TE S, RailsDa—F
LR Z V5 L, TRTDOEB NS -V BERIND, 2070, X2
T AR (772 AHH) BH 55 ICE, BERIEABAERI L a— FOEIE
ZiTbRITNUER S v, ZOEBIEXAT772 L. Navigation error 23549 %,

RailroadMap D Z 115 OFFHEEDHERE X, KD 3 DDA T v 7 THEINT
V5,

Step1: V—RAa—FhoX* VT4 BEEE T IVDAERK
Step 2: ¥ 2V 7 4 WGEEE T ILADKRY > —DiEA
Step 3: ¥ 2V 7 4 WRAEE TV % i 7o FRIVKEE (BERE 3)

RailroadMap WD 2 DM DN %2, K4.11ZR89, A7y 71T, a<
YL A4 77V EHOTY —Ra—F ok X2 ) T A BEEE TV B AR T
5, 2ITlEeX 2V T4 OMERICHESRER (2 — FlHRkOoeX2) 74 K
VY —%EGT) BDETNMIKMINENEDRH S, ZORIC, a~vy Figdt7 4
75 ) DA, MR a— Foffif] LT % Ruby il 23y R— b ThH - 84
I21E, ZEH (Warnings A) Y& S s, A7 v 72 TlE, BRI e T I
LT, X2 748k PAREEROERICHKRT 22X 274KV > —) %
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True-negative
(no warning)

4 *

] L]
e : ............................. }( Start impﬂe.mentuﬂun ) :‘__ 4
H J—— ——, o
= ! - ! § 8
s . Undocumented TEE
i g ' Implicit security requirements & =
: ' - R
i3 " Explict security requirements 18 &
P : . embedded . 1
|4r 1 — e r‘
P ! Application policy | | MV C Application code | — 1 :

: ! . .II 1

E L] LR R R R R R R o i

] L]

A f Railroadhap v N .
P '
oo |

(g ! [ #oaelJe~(_1) Codeamodel et caLiv | -
| .
T 1] a f =
: k]
| s il
I 5 :E
: LI -] _ @

1 |E 3) Static analysis False-negative 3 :‘:-;—
s \ JF {update tool) 5 b=
H- W 4 \ 4 . B
P "I &
- ; 2
el SN VT P
P RN - '

: ] []
L '
: 1 ]
P ’

4.1: RailroadMap D #HIRGEE 7 7 —

BT 5, ZoOBRIC, R —Flh & FIERICA-FDH D, RV — B £
VWA, E (Warnings B) 2RI N5, A7 v 73Tk, 2—FH
FEFRMRDORY > —2 L, B 354610 (Warnings C) 253 %, £
7o, Wl 7 v — 70 ECREBO R ) o —0BEM2HEZ L. E (Navigation
error) 23® % %5413 Z % (Warnings C) 2 %7 %,

ZOkHIZ, a—FDEEL X2 ) T4 EROEHREMLTK) 2 & T,
A—FOEFICE L) RV —DEIE, L CIFERDZEHICE D74 FEHED
BIEZ &, 2 BZICIBTE 5, PIHBRETIX, K DEEDHET D, 2
NEBIETZZ LT, ERkPaey FGL7 4 777 VL, W7 7)) 7 —
avoeXxa ) T ARAEDTERT 5, RICAT v 771 & 21200 TEHE % S
T5, A7v 73 (BERE3)IC OV TIZ 4148 THEL S BHT 5,
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4.1.3.1 V—ZAa—F»6t¥ 2V 74 HIEETILDLEK (Step 1)

Rails D6, £ X 2V T4 BGEEETVOREE T Y r—rvava—FEox)
. 774Xy ROYREEE —EICHIRT 272012, FFEDRRS TH 5, E
o7 7V r—2ardMVC ZHKT %2 a— Fix, k47 a~< v F (API) ZIEX
ML, B4 U2 fT>TWw3, Zhonavy FOFEEX, 7ur/7607 7
AN TERS NP, HelperBIf, 7L —2 77— CERINIHETH %,

Rails ¥ 7 L —A7—7 3 Ruby Citid SN TED, 7L —L7—7FTXRTDa—
FENR—ZALTETNVEMETZ2ZEOARAHRTIER VD, WRET Za— N4
AADERERD, 258 TR L 2 X ) IR Y —VIid s vy, 22T,

BL7Z0DIZEX 2V T4 Il T27 7V r—2arvDiR2BHTHDH, I
SIFHEAMIZMVC 2— F RIcRHEINTWE, 20D, TXXTHOa— F2RE
NRETBZHEIZ R, 22T, MVC DIRFEDOHIH & 2 DM EMEH (R580E
T—=%70—) ZBHEL, X2V T4 EEPELIREINV 2R TE
DEREIRDY — 22— FENRET 2 LD, BRETFEPWSHEN L7 7 a—
FTh 5,

o7 7Tu—FE2EBTLON, a~vr MRt 4 75V Cchs, 2T,
Rails ® MVC a2 — Fia23fHT 2 &0 a~ v FOWEZME{LT 5, HlE L
T, £4.2ICRails THVONZ Nk a~vy P e, ZORHEEZRT, F1T
X, a2y FBETVERICBEG T2, X2 T4 IcBT2a~y Rz nHH
T5, ETINVEROEG, g2 cllffl7e—¢ 57— 7u—Icfid5a~vr K
PRRDSL, X2V T4 DEEIE. HDEF 2T 4 HEELZ P T % Security
Command (SC) &. ZDHHMEFFED A & 72 % Risky Command (RC) 1247
T2, o opBEHMbcldZzd, ML TERTCE2a~y FogElkT
H5b,

Bl 21X, link to 22 ¥ FliE, BRINER=JIZY VI DURLZERT S, D
¥ D, View?*5 Controller ND&EL L 725, a—FNIZBIF5ZDavy FOEST
ZetE D3l 7 v —€ 7V _EToOBESM: (Guard) & 7 %, RailroadMap DY — )L
ELTHR=FF2avr P74 77 VI12iE, Rails Pt ¥ 2 7 1 HEHEIC
B9 2 28 8y r =Y MRt T 2 3 AN a~vy FB3&EENS, 77V r—v 3
VEAFEMPSEE R L a2 v FicowTid, 77U —3> a VEIFllca <
Y P74 779 2ERT 5,

RKY—NVPWRET B Y — R a— P L €T OULDOFIIEZ, 3FEDK 3.3 DX
b, £9. MVCZWRT 27 7V 77— a v a—F (Japp/* LT ICEE S
NTW3) 2T RTN—AL, —HASTICZHT 2, Y—NLIZIDAST #H\T
aA—RFZEIT L. X2 T4 T T LVOERETH, AST BicEHnza< v
Fix, a<v Pk 4 772 ) ozl < fiflzve—, 7—%7v—%
WFET 5,

B3EDK 3.2 TRT LI IC, Hilfll 7 v —DKIREE (State) 1, MVC 2— F D View
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7 4.2: Rails D FENZRa~vv N EZ2D0H

B § B P IER2)
S Z (4 il 7 v — redirect, render, link to, submit
T—F 70— label, * field
£ ¥ 219 7 4 | Security Command (SC) &l authenticate user!, require user
] authorize!, role required, has role?
IR —7 | h
Risky Command (RC) raw, html safe, eval

F43: RailsD7 XV r—avyy—2a—RFLilflza—F)LEDOWE

Code type File Scope Control flow (Navigation) model
Model (CanCan) app/models/ability.rb class (par file) r€ R,a € A, o€ O, (Role Asset,Operation)
ACL][r][a][o]table
Model (Ruby/ORM) app/models/[a].Tb class (par file)/code v € V (Variables)
method (=0) s € Sc (Controller state)
command (redirect) t € Toe (Transition from C to C)
Controller (Ruby) app/controllers/[a] controller.rb .
command (render) t € Tey (Transition from C to V)
command (sec. funds) g (Guard of trans. and attribute of the state)
variable v € V (Variables)
file s € Sy (View state)
View (template, ERB) app/views/[a]/[o].erb condition and t € Ty¢ (Transition from V to C)
command (link_to, submit) with g (Guard of trans.)

(7 7V r—>ava— KD /[app/views/*/*.erb b L {1 *haml 7 7 { V) &
Controller D541 Class 7 7 A )V (.Japp/controllers/* controller.rb) ® £ X
Vo RO %, il 7 @ —fRAEEFR (Transition) (X, # 4.2 T L 7% View
% Controller 2— FHD a<w Y FIZX D ERINS, 2084, BFLidER%a
2V RERMATIRETH 5, BRLZ o~y FORIEZELGRD S, ERLD
HER, 77V =y a v NTRAZAEDTRESIND, I TER L7 7)) 7r—
avDOL—T4 VI T TIDONALLREB L OWNIGIRETE L2720, €T
)V ETOERLIL 2 — FOFHNENT CES ICRETE %, EEOWTLIMTIX, T
RTHDA— P8R L BITFUSREDSHE L svicd, —HITRXTHOMVC a2 —
FZ—ZA L CIREBLER ILZEE L 7RI, EBDOBRLEZEET S, 77
r—vavpy—Ra— L7 v —eFLOMCEIR % 4.3 1T 2,
T—=F 70 —FET)NHaAvy FER=2Z, V—RXa—F2»o6fiHi&d1 3, (Con-
troller % View D) JRAE L Model (b L { I3Z D) DT —¥ Dz itk %,
Flo, 77V =y avAECHEHIN AL E L —AL, T—% 7u—%fF
JR$ %, 7272 L, Rails ®MVC 2 — NI L Calih I N 270, ZHEDAa—
TOREDEE L v, FEARICBZBOARTONIGZ & 205, FHEEIZTEEE Tz,
X2 T4 KRBICEIT 2 2~y FOLAR, BREDOR>a— Fikot ¥ 2
V7R —L L CRtixd %,
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ZITDeF ) T4 MEEE T VOERBEIIX, FEicavwr P4 77 )0
WIS 5, 7L —LT =27 THSRails®e7 7V r—aryPHHL w3
BREDONRy r =2, DR VHEEICZOBERETRTINTEBH, ZOI7A4 75
DIRFOLARY —VOED—DOTH S, Z2D7H, MVC a—FNiZisa<wy F
38— Z2PCEERE N, RO a~y F2RBICHE., BINTE2 X)L,

V—Aa—=F»roHEWNIZLX 2 7 4 BEEE TIOVDVERTE 5 2 LT
%%ﬁ FRRIIZER DR =Y —THEG IRETE R 0GB EL 5, 2D
BRICIZEGEZF T E DI, REZ7 7ANV2HERT 2 2 L ©, FHTERLZ
i TEs LI,

4.1.3.2 kX274 BRDEEBELF 2 T 4 FERETFTILADIEA (Step 2)

Ay —id, REMGFFBRAOES 2 — Lot 2a~>r e, ZDIE3
AR IALATIVELTHR—FTBIET, X2 )T ARIFEFLICZENS
DIRDFENE KL TV 5,

Rmmf®77kxﬁ@®%ﬁ X, 255 fiCTRLc&Hic, TS =3
VOMREICFEET 2 GE LGy r = ONH E DD B, BAJOFEET L, D
FDRY L —DFEBICBIL Tld, CanCan D &k 9 IZKRY > —% a— Frhici#loiAte
JEE, T R=ZAZ LRI ETE L X HICT L HEEDPH 5, CanCan

DA, BHNEZDRY =il 6 XY o —2 B3 k% & o7hy, FEEE
D7 TV r—a vy TCERAREREREPS S AT onlz, ik, V> —%
Ruby D5 X THHICEERTE 2 Z EDBEKTH 5, Z4UIxf L, TheRole I,
F—F R—ZADTF— TN TEET B OBHRI IR L 50, F—FX—IC
RY Y —ZRETHETEFIBTE R, HAFEDOEAIX, V—Ra—FP
T=F R=ZONFIZX 202 NHNICY R—=+32% 2 L iIZR#EECH S, 22
T, AY—LTlE, 77 AHHIRY > —b &0, RIEROLF 29 5 1 k2 fh
HICEFET 5, £7-. CanCan % TheRole D Xk ) R Sy 7 —  OEE1E, K
V=)V TRy r =il o R > —E#E (a— T —F X—2DE) %
HEER T2 2 L L TARETH B,

R —oidildhiz, B0 TIZ Ruby (I2Xk 2Ny ¥ 2 @EFK) 2L,

BT DFEETIZY —IL~D ASIIX JSON IZHi— L 7z, FHl% 4.2 ffiod Listing 4.3
RT3, 4 DETFT VIS LT, RAERTOA, RBAC DEHIEZDT 7 &
A A+ DEFEKE, HTML IRGE %%IT&ﬁ?%W@@&k%h%?%

#ﬁmu\uw BOEMEC 72 2 D IFRFER IS T 25303 Th b, BEfF

DRIy r =P 2T 5481, o T53 7y 7L—r2FHT 22 &
THAZOAHIIMERI NG L2 5,

ERINZ2E X2V TAKREEET VD7 7 AK%ZK 4.2 1I2RT, HlHl7o—e5
WET7 TV r—2 a v DEROIRZFBLEZ RN TIREEERX E 25, T—F 70 —%F
TNET TV =y av~D Az HLE LT =2 DDl Th 5, E
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BRCIZ, WEDETNVIE I 7 AKIZH D L HIZY —VNETA Y R Y v A% IE
LTWw5,

X2 TABGEEE TV ETIEHKDOEL 2 200K > —2FH L Tw3, O
E0lF, V=Ra—F2ofiianidbo, 9 —old, BEREE»LSERL, &
R G INbDTH L, Znsld, IREE (State). £% (Variable), €7 )L
(Model) IZ#H| D Tond, ZD2O0DR) > —D¥ENEZF 2y 7 T35 LT,
¥ a7 R EFEDKFEEAU 2R T 2D, KAV —LDORE LT
b5,
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Control flow model

+state[]: State
+trans[]: Transition

1

1_\

Transition

+id: string
+type: string
+&rc: State

+dst: State
+guard: Guard
+ilename: string
+line: int

1 T\s

Data flow model

+dataflow]]: Dataflow

1

-

Dataflow

+id: string

+type: string

+&re: Variable/State/Model
+dst: Variable/State/Model
+trans: Transition

+cmd[]: Command

Guard

+line: int

+expression: string
+variable(]: Variables
+filename: string

1
2
Variable

+EXpression: string
+model: Model

2

State (Controller & View)

+id: string

+ype: string
+model: Model
+cmd[]: Command
+ilename: string
+line: int

+req, code: Policy

/

4.2: EREIND2 X 2 T A REEET LD Y 7 AKX

1\
2 2

+ilename: string
+line: int
+req, code: Policy

Model

+d: string
+attribute[]: Variable
+cmd[]: Command
+ilename: string
+line: int

+req, code: Policy

'/

Policy

Command

+name: string -
+type: string
+oount: int
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4.1.4 WX 295457 A b (HERE 3)

KiZ, BRENT-2F 29 FABEEE TV EZHGT, 727 & AHl#EERE o 52 &
k#10%4%#&®—§%%%1v7?50:@%;yﬁﬁﬁ%ﬁmé%%®@
B, FAE, MEORLE2£4.41CF D%, CPD X CanCan DR Y & —idid
3—%#@%T\$U/—ﬁEL<%&??TW&W%QKﬁ%§h%OWLWZ
Fa—FEhiceX2) 74 BERREINTVEICL2205F, XY —ERED
W GA, MTLIZERICH IO HIER R Y o = WIGE, MT2 122 KT H
L3, FEEEIC %%307437/kbM%§metm%m\Mm ﬁUy—%
Wiz BH, HR, FEICMmHGE, MZ1IERY > —itidid d 3 03, ca-w
VEOHE I N THEWE S, MZ2 3R > —idil & View TOF v 7 if)%#
Controoller \_wjo): 2V FOERE I N TEOE S, IN X View TR =
JTCETCOROVLES (FEXF—Yavroi—) THb, RIT, V—LNEFTT 3
%%&ﬁ@#m%m?o

F 4.4 BE O & RAE

Sever- | R | P | P
Warning rity e | D E|a
q. | P | P | W
Complex policy definition (CPD) low - x| - -
Improper policy 1 (IP1) high -|x|0]| -
Improper policy 2 (IP2) high -|/x|-|o0
Missing authentication 1 (MT1) low X [ X | X | -
Missing authentication 2 (MT2) | high o|-|x|-
Missing authentication 3 (MT3) mid X |o|XxX]| -
Missing authorization 1 (MZ1) high -]lo| x| -
Missing authorization 2 (MZ2) high -lo|x|o0
Improper navigation (IN) mid -]lo|o|Xx

4.1.4.1 &% 27 4 BEEE L% IR

¥4, PEPORBEICOVTDF 2y 713, TD2200R) > —%2iKdT 32 L
THRDICEBHTE S, AR H->-5H1F. EEINX 2 708K, b
L IEa— FOFEDNEIE S TW A H[EEEDH 22038, &6 KD IE Y — i
Forokhv, LEd>T, V=LUBRTLIELZHEEEN L Ea—L, BXT
¥V T4 EREFEERLPEL, BIELZNT, ZowfET, 77V r—rav
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DFfO X 2 74 R EFEPHMEICERINSL I LTS, FIZIX, 29HL
TAREDRFAEDH & LT, FRAER 23 T%iﬁ Controller DHEENZET 5115, §2
AEFR AT SRS 254 1. Controller 12133447 % a~ v FidididI iz \nw2d, 2
#alLt%@#\gf\x&®@ :—F#%ﬁ AN, 22T, &
FaU T4 EROETHRT I LT, FEa—-FOHERLEZIEROMMREZ X

FLT2HBTE S,

Algorithm 1 PEP check.

Require: ACL,S > Nav. model
Require: > Requirements
Require: W « 0 > Warning

1: procedure CheckPEP

2 for each s € S do

3 resl < hasAuthenticationCheck(s)
4: res2 < hasAuthorizationCheck(s)
5: res3 < hasPolicyDe finition(s)

6: if —resl&—res2&—3s € ) then

7 W« W U NewWarning(MT1)
8 else if —resl&ds € @ then

9: W+ W U NewW arning(MT?2)
10: else if —resl&res3&—3s € ) then

11: W« W U NewW arning(MT3)
12: end if

13: if res3&—-res2 then

14: W+ W U NewWarning(MZ1)
15: end if

16: end for
17: end procedure

XIZ Navigation error DFEHFIEICOWTHER S, THUIBHORIHZ T ¥ 2
VT4 BRDBEZDGHICHET 5, BENICE, BEou—ick>THRAES
NTWV3 View TZDL—HF—Da —)LIZ k> THRL 2BBRLEZIRE T 20EN
HHGEIC, FOMERER—=IVIZHIG L 72R=Y DEREZ BN TV IEETH 5,
Rails (213 MVC a2 — F o HEIERERE (Scaffold) 2% D, A FIHI N T3
B, ¥ a) T4 BERADEED 2\ a— F2SHFAR X415 72 912 Navigation
error IZFE LT\, 77Uy —3 a VINIZIZNEEHE: I 20 as, lE O Clg
R —2HTLEIDRT V= a v Ths, Xa) 74 HREEe
FTIUIZ TRTOD View & Controller [B]DER & BN, 20X F 1) 57 4 Bk
ZRER L TED, HifEDt X 2 74 BRI 254613, v — )V OWERE D
U RBBENEDEZ 5N TWE T 2y 7 %27\, MERH 25481352 HT,

BB, X 2) T4 BROERD, ¥ 2 74 RiEE TN ECFEIIEN
PEBGEET %, ZiUcidT—%7u—7 V1 ZHw3%

—EIIZ X, MVC ORERRT 2 £ K88 1X, Hofioe X2 T8k b Lt/ —
TERBER LTS, 7L, Bh2LXa) T 48R EDMTT — % DHNIE
ET2546. ZOUDRERL725D%00n, NThOLZHABL v, a—)LiER
72T CTIIREZRDYEE L Vo,

X 4.31c—HlZ2Rd, ZDOEA. C1,VI,M1,S1 13t F 2V 7 4 BoROEEHE
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Algorithm 2 Navigation check.

Require

Require:
Require:
Require:

: R,ACL,S, T
ss € Sy
reR

%4

1: procedure CheckNAV(ss,r)

39:

for each ¢ in GetTransFrom(Tyc, ss) do

sd < GetDstState(t)
if isVisited(sd, r) then

P

else
setVisited(sd,r)

end if
g < GetGuard(t)

0 + GetOperation(sd)

a < GetAsset(sd)

resl < EvaluateGuard(g,r,0,a)
res2 < EvaluatePEP(sd,r)

if resl = deny then

if res2 = deny then

else
W« W U NewWarning(IN)
end if
else if resl = allow then
if res2 # allow then
W« W U NewWarning(M Z2)
end if
else if resl = true then
if res2 # allow then
W« W U NewWarning(IN)
end if
else if resl = false then
if res2 # deny then
W« W U NewWarning(IN)
end if
else
if res2 = allow then
W+ W U NewWarning(IN)
else if res2 = deny then
W« W U NewWarning(M Z2)
end if
end if

HCheckNAV(sd, )

40: end for

41: end

procedure

> Nav. model
> Start state
> Role

> Warning

> detect infinite loop

> escape

> set flag

> Trans

> State

> guard: AC1

> end of transition

> inconsistent V and C

> guard: AC1

> guard: AC2
> improper guard

> guard: AC2
> improper guard

> no guard

> FP?

> recursive call
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ACL(Admin: CRUD), level =

H
-

cup

ACL(User: CRUD), level =1

H
S

4.3: Dataflow model Zffio7- RV > —#EHDF 2v 7

PEHL TS T =27 2RETH S, —F, C2,V2,M2,S2 12—+ —
DT =X IZBT 2 RETH 5, FEBEDT—4 7 1 —I1x Model D Atttibute L X)L
THI%, = VERLTTRET—2DEXF 2V T4 LRV RVED, &
2T 4 BERTHEELLZLAVEHWT, =% 70 —%2@7 %, ZofT
1Z. Sldevel=5) 725 V2(level=1) "D F—% 70 —F, HWLLLp5ELL
NUANDT—=F 70 —DdELELL S, BEXT2bDTH 5% 5, Atttibute S1
DLV ZELIZ, X2V T AEROLEDPTERT LI ETREKLLFEETH S
CEZRTE S, BERILAWEAIE, %4 T5a—F2HIRT 5,



4.1.5 #HELF 257457 A b (HKEE 1)

2.2.3.3ffi TRz X HIZ, Web 7 7’V r — a v DLW ZMERT 5 %N
BFRIIRZTIL—2a v T AP THDE, AFICEERR L —2a vy T AR,
Web 7 7V 7r—> a vialtofegsthE A ¥ v F—2 w2 —> a7 A b
X, FEWGICHR 2 28, ALy PR L, BEOEIEIC TR
5T EDHETD D,

Rails DFFE T, 7 A FEXEIBHFE (TDD, BDD) DEREENTEHE L TE O, 1FELA
EDOWeb 7 7V —var~"ORE%r FTHgEh1r—Y—7 7Y VAT A
I (UAT) Titibd 2 Z LA TH 5, 7272 L., MWENZLX 2 T4 T AL
r =2 ANFTER L., H5F T2 2 & 3BENTR, 22T, 7 A HEKEBES
EHHEL TN F 2V T4 T AN REMT S0, UTD 3 HPEET
bHEEZD,

EFaYFLTFRART—ADH AL v DI

DERAINRBDX X 2 7 4 7 A b7 —ADER

X2V T 457 A N —2ADHBA

7 A MR DA

4151 X2V FT4TAM T —RADANL v PEM

TDD Zt ¥ 2V 74T 20T A P CiEHT5 2 L3 c&EE, Fur o
CVRERNICE X 2 T 4 DHERICSINTE 5, {ECROENINZ2X 2V T4 T A
FFREEZ, Web 7 7V r—vavAXx =Dk, 77V 77— a izl
THEN 77y 7Ry VAT A M2FENT 5, 77V 7r—> a VEIBDKE S
e, X2V T4 T A NOBEHABEHBEML, 7 A FOfHAGOEEEMT
%, R L L CETEM D25, Lo, 7ulrI<BNHEDa—F 4
YIOHRTHWE X 2 ) T4 Y=L TikR\W, TDD TR 77V 77— a v o
HIREZ ST 2 2 ETEORENIT, 2FDPRVTAMETEX 2V 74T
A+ ZEMTEBZABELDZ, ZUTRICEFETA TRy 7 A7 A EFIEN
%, mlE, DEENBOBDT A M r — AR EET 2 FiETh 5, AR TIE,
SINK ALy P2 WA 2 ETIORMBEICNNT 25, SINKDEZKIZ 2 v Ml
K74 779 T,

TDD LAY —VORIRZK 4.4 IR T, Ty PHDOFTY —VDETEZD
AHZERT, 77V 7 —vava—FRiEaery FiRibo4 75 2H0wTk
¥ 2V T A BEEETIOVICEBI NS, ZDRRIZ, SINKD—E D ERT % (Parser
1), X2, TDDHIO 7T A FEITDOFER, fHonsa—FANLyr L a— Kt
D SINK Z i L, 21 Z41dD SINK D7 R b DHE#ZHEZR T % (Sink analysis),
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Rfglc, TDDlOT A P a—F&228—2L, TAM T —ATHVLNET 7 XA
HlEAR ) > —DHhii &, 7 A Fr—R & SINK & DX % K 5 (Parser 2), Sink
test coverage 3t ¥ 2V F 4 A< Y FR—ZADF A M ANL vy I THY, SC &
RC THI 4 IZHEFFE 415, Asset test coverage 137 7 2 AfilfHl 7 A b A NL v Y
ThHb,

APV 7 23 2EOHHRITIGE L T 553, R ORMEOBIEICIZERE L
AT TH2, 22T FL—2EEZHWT, REDESHICBAL T, v—n
ST DOFEE R 2 fen 9 2 BERE 2380 L 72,

Initialize configurations ! Supplemental information E Update configurations
(Tentative) H Command abst. lib. (application) H (Refinemeant)
B N
Command abst. lib. Tool
. . . Nz (common)
Rails application development
i tool code |, Update tool
- App. code CALID
Application code Parser 1
Upﬂ-:;Eb"‘-.__
. Sink list Application model
Result (error) . (SC.RC) [CF.DF)
Code cov. info
Code coverage
1 [SimoleCov} Trace
Update .~ Sink analysis Trace the report
Test code P Test code sgg;’g:;\!{
(unit/functionalfintegration) —— ¥ )
Slnk_ |I§I Asset
L . y (w/ priority) iist
Update
App. code
Test case code Parser 2
AC Policy {in test casa) . -
Security requirements | g—
(Access control policy) L )
Assettest | Sink test | Statistical
(Grasp overall statistics) | COverage | coverage info. (Focus on spacific problem)

X 4.4: Y —NDFEfF70— EF A ALY PO

4.1.5.2 X2V 574 TA M r—2AOHBEAEK

X2V T4 T AN —AZHBERT 27-0121F, NRELD Web 77V
FT—=avDTEI v IH—T7 2 —ATORDEED DD > TV EMEDNDH 5, Rail-
roadMap 23 ER T 2 Ml 72— FTILIE Web 7 7V r —> a VIR E €
TUMLLTEDH, UATOHBEAERISHE L TWw» 5,

RIS, X2V T4 TAN T —ZADEIRTH L, 77V r—2avy»BHAL
TWwatXa) 74 (a~vy ) BFELTHIUL, 7 A T 2HT RS
Fictachsd, LizhoT, fliloxFx ) 74OV T, ZonE 5
BT AN —VEERL, 77V =y av oGz 7)) 7L
TT AN =224 T, RIKBRDO T A 7y — A THFt, a< v FREDH
FEIMEIZ O W TIEVICHEE TE 2 DT, &%10%4%%®%%®@¢ﬁ\%%
L7cbDTHD I E2ENZT AN THERT
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F 7o, HBEECRE, b L IEEEDL L IPERINGAIcE. Z DR
7DICENT A L2 EET 5, BlAIE, 7V—27—70RMETI2LF2) 74
FREEZ NA XA L, MHDOEREZ T LGB ETH S,

4.5 2 Rails Web 7 7Y 7 —2 a v Dt ¥ 2V 5 4 HREHEE 7L %2 785
t¥aVT 4T A 70 —=%77, Step 1 7°5 Step 2 F TIIATBDERIMEED
70—Tb 5,

X2V T4 EEE T VICIE, TA M —AEBICHE Y Y TV T— Y03 E
EFNmwio, “Testplan” & LT, Y —IZT A b7 — A4 CHEE L 7 5 1EH
ZHIRT 5, 7T A MR > AR, a— F2EIE L TER S iy
WzET 2, COXF2V T4 TANTT—RAIZUATDO—D & LTINS 72
O, s BIERESGTH 5, BlETHoTH, EH EIZRTEZ G AR L 7~
BeEk, 77— a VICEIEO RIS (BB ML, ¥ o) 71 EE
ZHEHT 5,

WD NN—2 a v Cldk, 7 A M =28z, IBXFEO A2 Hv 575k %
Bt L7z, BRI, il 7 @ —€ 571 % B Method DIRFEEMXTHII L.
AMHEMED» S, KL LT, FREDEBBRRKEZS T, 2% UAT ICEHT 5,
Lo L6 EEICIEHIE 7 0 —e 5 2 HERER U BB 2 M T 2 Tk
THEMA LRI E, FXUAT OB A Y A WVICHHED?RS L, f#llo 7 7Y
=2 a I LT AN T —ADERBH LN EDS, BIFTDNN—Ya T
B FEOKHNIFH L T, o DIz, Testplan DT, RO 7 7V
=y avBEDTAFAYANEIRD AL LI ICZL TS,

Testplan DFEHFNZDWTIE 4.3.2 fiT/d, HAE, Testplan 2 Xk %7 A F AL
213K 4.5 ORT 3HEOBREEZ YA —FLTWw3,

7% 4.5: Testplan DFRE

AR T Wi

automatic HEIA R, BIFHE XA AERIC T 8T X — % % %
Modification of | WEEREATICN § 2@H OIS+ ) 4 %2525,
existing testcase | W& V) A3 5 2 o 7>V F &2 IuiC HEA R,
Use existing Testplan T 7 YV & % idid

testcase
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SF list [roeeees ->| Test selection |

*-' LD

Test case

Update

4
Security assurance
validation report

4.5: Rails Web 7 7’V 7 —> avDr ¥ ) 54 MaFE F %2 H o781
X274 7 AL 70— (version 0.2.3)
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4.1.6 CWE,CAPEC L ¥t D~ v ¥ 7 (B4EE 5)

CWE,CAPEC & a~v ¥ Figib 74 77V L DA D HFIEICOWTIE 3.4 T
RTEDTHB, ZDY =L TIZ, CWE,CAPEC DIEMOI D A& L #IR%
B9 %, Rails I23%249 % CWE,CAPEC DIEHDBHRIZ, ¥ — L lloBEFE T
Ffi§ %, CWE,CAPEC DIE#IZ XML DIETHLNBHEINTE Y, Zhz sy~
O—FLCTY—=VDANET S, Tz Y — VN TAREED N7 F 7 & LT
MEL, YV —DOFREENZITH, —#HOEEIZ, V—NVDT AN —RILE
BIETAZ Y 7 2HeTHITT 5, BRI AEM L 4.5 BiOFEEETRT,

94



4.1.7 Y —L & oEHE (HERE 6)

WA, Rails DB CHAMEE R X 2) T4 T A MY =AW 2 TE 05, B
—DEFXF2VTATANY =L TIXRTOMEE AN=TFT B2 EIFH L Wiz,
FTRE 2y — )V ARTERRIIC R LT 2 EDYE F L V>, 3£ 4.6 IZ RailroadMap
@ Version 0.2.4 TRIGL TV AHMHBY — L O—EZ 1T,

a6 NPFrxa2) 747 AV =)

v —)L 547 | B

bundle-audit | Sy =Y OIS 2y 2

Brakeman | B4 e FERE O S I REEE 1 S
Codesake-dawn | Y | B4 7 [EE O SRR I TS

skipfish By | Web 77U — a VHDMEIEA ¥ v F—
W3AF iy | Web 7 7V — a VHDMEIEA ¥ v F—
ZAF B | Web 77U — a VDA X ¥ F—

BN X 2074 T A MY —LOBAIR, ZOEFGHREZ Y v 28— FICHL
DiATe, B X 2) T4 T A MY — L&, FETICE L CRIFBROHTE
KERLGZAMERH L, AV —NideXx 2 ) F4ERZHE LT B0, Z
AL REEXHBERT S LDV TH DL, 22T, V—ILFETDLDDHE
P, FTARATZV T RERT S E EBIC, FTRRE Y v v 2R — FIZID A,
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4.1.8 V—1LD7 77 v b+ (HEEE7)

Ky —NVDEEKIT, 3~y FFETRICEERICER I NS, £7%, HTML T
bHHEN 3, WD N— 3 > Tld B Method TOHIIZ S RIG L 7228, &
fiRcld, R L7ZET L E JSONDIETZX AR =T 52 EBMHETH 5,

4.1.81 ¥ vy ar—F

HTML I3l 7 v —€ 50 | 7—% 70— 7L 7% EDIEHRE T — 7 VO TH
Y %, DataTables® ZF|H L T3 DT, fijii7ey — ¥ —F 3 HTML L CFl
HT&%, X4.6 1cHlznT, BESY 7T, TXTOEEWIEING, 27—%
T, ETFNVAEREEOMESEZE, Y= VAKOREZSIZ L, a<v F¥ 7T,
WNROT 7V r—ary THHAINTwEa<y FOFEE 2 DMEENIZEI NS,
¥, 7y b 7 TlE, Web 7 7Y —3 3 »® Model. Controller, View.
Policy D—%E» 523 5, filffl 7o —€ 7))V (IHD/Y— 3 »Tlk Navigation
model &FER) ¥ 71X MVC DIREEBE DOy PWFHINDE, 7—F¥ 70 —FT
WY TTIET =% 70 =052 X, EIZ. UAT ¥ 7 ClZ, Test selection, 7
A b —ADERIRDL, FEITRREIINZEI NS,

4.1.8.2 JREEEZLX

fillffl 7 @ — € 7 )L % Graphviz® Z{HWIREEERME LTy FT52LHT
50, REBENL S 5 LHE HEMUTER Y, 22T, XY —DEHIR
f€ (M to C to V) IZ, View & Controller M DER ZEM L 72KV > —[X% PDF
THHOLTw3,

%72 B Method DI THNIT25Z L A[EETH S, B Method DETILF =v
1 —7TdH % ProB” L ThH, 77— a v OEMEOMERH #X 4.7 12537,

Shttp://datatables.net/
Shttp://www.graphviz.org/
"http://www.stups.uni-duesseldorf.de/ProB/index.php5/Main_Page
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Warnings (4 ) I Errors (0) I Commands (0) I Assets (12) I Navigation model (84 ) I Dataflow model ( 0) I UAT (4)

Warnings ( 4 warnings)

RailroadMap Warnings ( 4 warnings, 2 True-Positive warnings, )

Search:
Id Confidence  Type Message file Test type Test result
Missing view .
View question#show has NO-authentication .
side fapp/views/questions
RRMWO000  Weak check, but enforcement at controller side UAT:cucumber  skip
authentication ) ) /show.html.haml
questiondedit.
check
Missing view
View V_answer#_form_content has
side .fappiviews/answers
RRMWO001  Weak - NO-autherization check, but enforcement at UAT:cucumber  skip
authorization . /_form_content.html.ham|
controller side C_answer#update. - -
check
Missing view .
a View V_questionf#show has NO-authorization "
side fapp/views/questions
RRMWO002  Weak check. but enforcement at controller side il a UAT:cucumber  failed
authorization R /show.html.haml
C_question#edit
check
= High Cro.ss Site Unescaped model.anrlbute. path . .."a.pp-'v\ews.-’questlor‘ls TR T IR
Scripting inz[]>var:S_question#itle-=out:V_question#_list /_list.html.haml

‘Showing 1 to 4 of 4 entries

Brakeman Warnings ( O warnings)

minutes ag¢

Comments

Test for
RRMWO0002
also cover
this warning

_form policy
depends on
the parent
views

True-Positive

True-Positive

800 ProB 1.3.3-final3: [railroadmap.mch]

4.6: ¥ v > 2R — KOl (version 0.2.3)

u:APPLICATION USER & dst:STATE &
dst = V_devise password_edit &

state = V_devise_password edit
THEN

state:=V_devise password_edit
ENDj

L73_submit (email, u, dst)=
FRE

email:EMATL u:APPLICATION USER & dst: STATE &
signed_in E &
dst = C_devise password create &

state = V_devise_ password new
THEN

state:=C_devise password create
END;

t74_render(u, dst)=
PRE

— [

State Properties

invariant_ok
IAPPLICATION_USER = {userl}
user = anonymous

state = V_devise_session_new
Imessage = ok

signed_in = FALSE

lpost_error = FALSE

save = FALSE

lupdate = FALSE

EnabledOperations

[tBO_submit{email 1,passwordl,on,userl,(
k80_submit{email 1,passwordl,off,userl,

k80_submit(email 1,password2,on,userl,d
t80_submit{email1,password?2,off,userl,

k80_submit{email2,passwordl,on,userl,g
k80_submit{email2, passwordl,off,userl,

t80_submit{email2,password2,on,user1,(
k80_submit{email2, password2,off,userl,

t81 render{userl,V_devise_session_new)
k150_submit{emaill,password1,on,userl
k150_submit{emaill,password1,off,userl
®150_submit(emaill,password2,on,userl
k150_submit{emaill,password2,off,userl
®150_submit{email2,passwordl,on,userl
®150_submit(email2,password1,off,userl

History

t57_render_with_scope(userl,V_devis
t93_link_to(userl,C_devise_session_n
t160_layout{userl,V_layout_applicatio|
t28_render_def2(userl,V_welcome_in
INITIALISATION(anenymous,C_welco
SETUP_CONSTANTS({user1})

X| 4.7: B Method TOIREEBEZOIEL S 2L —> a v
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4.1.9 RailroadMap D EHJEFE

7¢4.7 1T RailroadMap DF2EEIE & HERERHI & DRIRZ £ & © %, RailroadMap
I FERRHFE ETHY, SETHITRBELEHRIVICEE L Tnws, 2TH) LYy —
WHFEAERD, 7P A VY 7 b7 =2 7HEONRTH D, 7 A M EREIFFE O
BEDBIMZIT> T 5,

A =)L DOBIFE DO BIIGRE S Tl Rails [V OEIBEE Y — VD | ERIVIEE
V=)L & L TCORERERE 2D 7223, Z D%, Brakeman 7 & DMLY — L
WYY —=RAZI NI, N—= 3 v 0.2.0 25 HERDERBEE Y — L TIERIES
HEL WX )7 4 Bk HOWAEEMEEY — LV E L TORREEML 72, N—
Parv022260F, FnFEFCeEREa-FRIOWML T X ) T4 H#RE 2
RYRIAT7IVDOBICENL, FEa— Pllco 2 X D NHNICZ S X9
2, EEARDOEHEZITo> TS, ZRDEIE, 3ETEI 7R % ERIICHE
5E | PRRERT 2 D T E 7,

Ay — VAR Ruby Tatib L T3 720, 777 r — a YEIFE D H H IR
DBEIERIREZ T T ERHRETH 5, LD EHNZY —VICT 57012, 2
<Y P T A 77 ) DR IR, affN e ¥ 2 7 4 fRAET — A D%
i, 2—HF—A VI —7 2 —ADWERDETH S, V— )LOMEL KEIZO»
TIX5.3filcEF DD,

7% 4.7: RailroadMap DA HERE v —F<2 vy 7

‘ Version ‘ Date ‘ 2 ‘ FEHR & DORIG

0.0.0 2011/03/03 | Wi N—Y 3 »

0.1.0 2012/03/15 | AST R— A D 8—H —IZ AN 2

0.2.0 2013/11/05 | Fi#%Er, ¥ 2V F 4 R E a— FOBEMEF 2y 7 UL HE | BERESTHI (1)
HAML MG, a2~y Rz 54 75 )1k

0.2.2 2013/12/12 | 7 A b — 2 SRS AE T BT FERE ST (2)

0.2.3 2014/01/11 | 2= ¥ F 74 77 Y ¥, Dashboard O HHi%

0.2.4 2014/04 Railsgoat (Z®f)i FERERTATG (4), T g
0.2.5 2015/06 SINK #1 /3L v PR FERE AT (3)

0.2.6 2015/10 CWE,CAPEC O E&HEE N FERESTAT (4)
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4.2 BEREEEAMN (1) ¥ 2V 7 ¢ R L FEXEDBEEVEREER

RIS — VOFIEICOWT, 7P v A VLRI 7O X 2D & WEE, 2F
filid %,

|

4.2.1 MHEOV NV a—FADEMIicks2x o) 574 ERDOW%
WL

3FETRLIX I, RKY =3 L EROBAEOMER Y — LV Th %, BT
DFEEFHSETT TV r—2a vDOFEEFETHY, X2 T 1 ZROMFEKIT
N X a2V T4 OHMATHRETE2HDTH S,

RKY—WVIIEEDYA SV CHHAT L2 ZEDRTETH I, X2 748
B D7 7V or —3 a v OBEREDS SR L 72 B oA E E L, 24k, [
HoTwih), EHZa—FF2eX o) T BMEEETVICEEND L, 29 L7
a— NI MR MEHEDRF LT 20 TH B, 7. RV — )V DOIEH % Hite
ET35AE. BRVIOBE T X 2V 7 4 FEIZ O THREICRICT 46
I,

Ay =g, K41 IR T LI, MVC a—FDETIAANDER, €TV ET
DRV > —iEA, EENT, O 3BT X 2 7 ¢ EH L TR EOREEz o
T,

77— a v OBEEEDIERSER L BRI TAY — L 2L, X2 T4
BREEE T LV DERZITI), ZDOERIZ, MVC 2 — FDETILADEHIZEDH 5
B3, ZE (Warning A) 2S5 SN 30 C, fiEdT %,

RIZ, RV —1EADBRICTHEAT 5 E S (Warning B) ZfEIET 2 TR Y > —
EFE (XU T 48R) 2ERT 2, 22TIE, BITRY S —ERBPIELL &
X2V TAMRIEET VITHHEATE LD F 2y 735, 1223, HiLa—F
ZEML7ZEEIE, RV —DRERBELEVPH 270, HOBKETRY) > —E#R
ZEMd %,

BRI, BIBGEEDORS RS I N2 ZEE (Warning C) ~ONL%21T9, B

ARLUTRER, R o —ERNE L  EEMNCHEE V2D 5554 (True-positive)
Za—F2EIET 2, HEPBEXLZDDOTHD, XY —EEDMEIE > TV
% (False-positive) 1341V > —E# (BRHl) 22, D LEOEEPTX
THLS BB T, X2V 74 BROER L FEOMERIIK T T 5,

4.1 TR TOHEIZRIEIEH T & Wi (False-negative) T
Hb, COEKIE, ETVEDOANE (7o —€T AT —F 70 —ET VD
EHROANEL a~ > FHRILT 4 77 Y OAME) TH Y. False-negative D FELE
Do GEIEY —VEZEIET %2, RHOMETFIHEICIIRIETE R 0D, HLw
MaggtE s oo BTy — V2 HH T 5,
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R, FEOT 7N r—ya VRIFEICRY — Vv EEH L, 2 OiEHITE AR
%&ﬂ?% Web 7 7V r— a v cld, 77k A D oo h3 b #EMET
Hb, 2T, 2ODRIAARTDY )N - 7SV r—vavEHWT, KXY —
)LD FH % FREE L 72 8

4.2.1.1 rails3-bootstrap-devise-cancan

ZWEFIZ Devise, PZH[IZ CanCan Z W72, fREM LY IV - 7 ) r— 3
> C®H % rails3-bootstrap-devise-cancan® 12X} L T, AY—LZ2@EH L., Z DR
AEY 2 —N~NDORNILEMERT %, Devise 1 HEWEIFICET 2 MVC 2—F%
oz, 77V 75— a v AikE, Devise DT 5 MCV 2 — F2» 5 HGEEE
TNZEART %, CanCan @ RBAC DERICHEV, X 2 74 HRIZKY > —
ZHEMT 5, E L7z X 2V 7 4 ZROFEM X, Github TAB L TWwW3F 2 —
FOTZNET V=2 a v CRIRTEL O, I 2 TIN5 a5k i
W3,

R ¥ —DF0d (Listing 4.1 (28F. version 0.2.0 D Ruby ) 1. 2D 7 7V

r—>avhMiliy 250 Model, “user”, “role” 12X} L TiiE ($asset_base policies)

9 %, “user” Model IZBH 9254 Dayv tu—7—Id Devise fITR#tI NS,
% ZC, Model #*5 Controller “\@d‘f V)Y —niftE HEICfT ) 720, Ny v
7 — 7V “model alias” #fH\»2%, FBIEICEY9 %% < @ Controller (&, AJiflla3
BIL I NS HETDIRFEIC 2 5728, “user” Model IZE&R L 7z— AV > — 13
A2, Controller DAY ¥ —%iRET 5,

1 | $assets_base_policies = {

2 "user’ => { # for Devise and User

3 model_alias: { # for controllers by Devise
4 'devise:registration’ => 'user’,

5 'devise:session’ => 'user’,

6 "devise:password’ => ’user’,

7 'devise:confirmation’ => 'user’,

8 'devise:unlock’ => 'user’,

9 'devise:omniauth_callback’ => 'user’ },
10 is_authenticated: true,

11 is_authorized: true,

12 level: 10, # High

13 roles: [

14 { role: 'admin’, action: 'CRUD’ },

15 { role: 'user’, action: 'CRU’, is_owner: true }
16 1,

17 color: 'orange’

18 },

19 | <snip>
20
21 | $assets_mask_policies = {
22 # Public controllers by Devise
23 'C_devise:session#new’ => {
24 is_authenticated: false,

S CH W2 v v a—F L F a— b Y 7IVIZBIE Github THEfiHTH 2
Shttps://github.com/RailsApps/rails3-bootstrap-devise-cancan
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25 level: 0,
26 color: ’'green’ },
27 | <snip>

Listing 4.1: railroadmap/requirements.rb

ZOVYTINT TV r—varyDT A MERTH 20, £7 PEP DRLE S
FRINIolz, THUINGEE TIOVNDIREER DL 23, il Sy 7r—Y & L
TUE AL 72 Devise DRt d 278G TH 67D TH 5, 7272 L, Navigation
error VO EDFFET 2 2 L2 L7z, 21U, BEEL TR WIREETH, F—
LHANC 2 —F —HRR =T ~ND Y v I BIFR I 1, %@#b\w£m®wmﬂ-
A FORHEBZ DY 727 )y 7 LIz, WGkl EtiEE L 7 —X v
=V PRRINDE LR DO THS, Z2OflIc, ZOF—LMHIDL—H—
BHWERRDB, 77— 70 —DlE»r 6 ELEIN, FEOT—F 70 —1BT 2
BEIZ11 DD, %D FREEA D TH4 L 72 False-Positive D& & Th o 7z,

[X|4.8 1%, Devise & CanCan ZH\2727 7'V 77— a v DR 5\ % T Navi-
gation model TH %, X14.9 (X, vV — )L CHENER L 72 RIEEZIXTH %, Javascript
DIATIVEHCTERL TSR, DD TWVLEEFVRLL, WEDR
W3dh 5,

( ) . ’
authenticated = nil . Authentication (Devise)
role = nil Controller5

redirect e " :
[authenticated==true] session#create :

/role=user|admin

redirect check(id,pw)
[authenticated==false]

Controller4 Viewd submit(id,pw)
redirect

lauthenticated I=true] 7
P g,

By Attacki (anon)

(.
("authenticated = true )
role = user
Attack .
-------- View3
surface ~todivect [+ Controllerd Ve |——>
Attack2 (user) [role 1= admin]
N\ )
(authemicat_ed = true p )
role = admin ] _.--"Authorization
I S - (CanCan)
> View1 Controller2 { View2 l
layout#_navigation linketoAdmin) user#index ' EeEr user#index 3
rol;::adm\n [authenticated==true, role==admin]
& ! ! J

4.8: Devise & CanCan Dfillfl 7 v —€ 5L

77V —2aryD¥ A XiF 4 Models, 26 Controllers, 19 Views, 83 tran-
sitions, 113 dataflow & 757z, Z DOHITHIITKIHIZ, Xeon E3-1265L V2
25CGH z D= ETO6MWHUTTHY, avvy FIA4 vy —nLL L TOHER
PRI ZFE R W E B s,

4.2.1.2 the_role example

RIZ, RAHEREZ it 9 % The Role ICfHEL T a3 V7 7Y r—vav
WL TARY —VZHEHA L, 2O7 7V 5 — 3 vdEfEET Devise ZFH L T
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2 78, BRIEFE T rails3-bootstrap-devise-cancan & 1ZIX[E U TH %, Devise
[AKRIZ The Role ® a2 ¥ @ — 7 —~®D Alias % ‘role” Model DRV ¥ —EFEHIC
BN %, §Hl L 7Z2BRoy > VT ) r—2a vicid, #BAicBd9 % Navigation
error 23 7 ¥ R X 4172, FfIZ Navigation error 1& ¥V —RX a—FTldbdr 6%
Wiz, Ky —VoRHIZERITH S,

77— arydD¥ A XE 3 Models, 48 Controllers, 29 Views, 134 transi-
tions, 170 dataflow & %->7:, Z DOHITOIFITIH]IZ, Xeon E3-1265L V2 2.5GH
z De> Y ET13WUTTho7,

PE2oD7 7Y%= a vk, CanCan*° The Role & > 77 7 & AHilfHlk%
BBOFEF 2RI I AT ) r—yarychh, HlEE L TOLERNRD
A—FETHS, L2LEYS, EBEO7 SV r—vavik, 770 5r—vav
FAFEHE T 7V r— a VACROBERE 2 B 2 1k4 7 MVC © a2 — FZ2iEf17 5
—HDOIEEDOHFT, 77 AT Z @YNICEE L RiFtud ks kv, 29 L
7Gec, FBEEIARY —VEZMHAT 22 L7 7 AT 2 0L
HPIAZHETE S, MR LT, FFEDLX 2V 7 4 FERICPHRT 2 1F%
BHZERL, K2 Web 7 7V r—> a v IEETE L, KY—LD1—H—
AVE =7 2= R E L ORZDORMDH 5, BARNIZIZ, 77V 75— =
YDeX Y TAKRO LD T WIRITE, FEEFTOSRTE, KOEBIED
RARHERETH D, ZHI L= —A VI =T 2—RAZHETHI LT, &
DEAFEHICE > TP T VY =)L L% 5,
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(" Railroadmap

Behavior State Diagram

render_def2

donserpassoy i password i password
[selected by user]

W\

link_to(Forgot your passwoyd?) !m
[(devise_mapping recoverable: [selected by user] i = true) and selected by usé

attack
[selected by yser]
/
attack
selected by er] (_evseregisiationtinew

link_to(Sign up) —
Views:devisefishared’_link_[(devise_mafpi usflicom(selected by user]strations == true) and selected by usd

devisewregistralionfie oy redirect_to
[sign_in I= true]

render_def2
true]

devise:registration#new

elected by User]
‘error_\redjrect_to

assword, password_  atta ent_password]) W\ e
[selected by Ufseleetsd by user] " Yedirk ronder [ deviserregistationsedit )
i ign_i true] ld

attack A
[selected by user] error_redirett_to
N [sign
attark X

[selects link _to(Sign up.

Inot (signed. in=-true) gad'selected by user]
(et ey
N ) Iselected by user. SR g0 oy
e — attack i
~ link_to(Edit account)

‘ ink_to(Edi un) redirect_to
in 1= true]

attack i’
[selected by user]

error_redirect_to
[sign_in 1= true]

attack
ected by user]

devise:sessionffnew devise:sessionfinew
< render_def2
ftrue] —

redirect to “Sign in” page

el)

ok edbyusd
to(Rails3 Bootstrap Devise Cancen)
[selected by user]

D, user] g iondestroy
2. i3 Bootsirap DeviSe-Gancan) et
.. mm / to

selected by user]
4 m]
error_s redv

Q,
ink_to(B} §©_ in)
[(signed_in®<true) | = sted byuser]
[e]
K to(A
[(signed_in= admin) and selected by user]
[sign_in

render_def2 jometinder

[true] U

\ / error_redirect_to
[role 1= admin]
-l

usertindex )

redirect to “root(/)” page

User accesses to
Admin resource

render_def2 ueerfindex
ated authorize,) [role == admin] >

( usertsnow render_der2
[sign.

true]

[selected by user]

oY
(@Esna) ik _to{user)

C%
\

4.9: R N IREEER

103



4.2.2 MEOT7 )V r— avOiEE X 2 ) 57 1 BEEEDBI

RIC, —ERR L7 TV r— a VICEERZINZA 256 %% 2 5, 2l
20D FIVANREZONDG, OEDIZ, 77V — a vy OREREDOETH (FERE
DZEFIAES MVC 2 — FoBMRHIR) ., b9 —2k, 77V 75— arvo7r7
AR > —DEHE FHLLv—LZ2EBMT245E, X2 T4 ERDE
W) THD, HiFICOWTIZ, HHRO7 7V r— a VR EEEOTRIUIME L
T»H 5, Rails DEAFETIE, XR—Z £ 74 % MCV 2 — FiZ Scaffold & MEIEIL3 H
B o — PSR TR X415, Scaffold 13 Model DEZEICHE->TT 7L —F
L5 MVC a— F2AERT 570, S FEEINca—F2EEL, 77
r—avRSEREY 3, 77 AGIHBRELR T ) r—2 a vy D, B
FIZHEVER SN a— PIcRarRnicl 2 a~ vy F2ET 5, BEicon
TiE, RV =IOy 2 HE 0 — FOLENRREL 5, KEIE R R
C—EHOLEE, WET 53— FOHIFHANKE L &5, Rails DFEETIE, 77
X A HIHBERE DY A — FE MVC a2 — FHITIT9) 720, £5 6 DA FFEEE
PN L 22 U 7e & 7\,

EhEEClx, BificHW Y V7 7Y 7 —3 a v rails3-bootstrap-devise-
cancan IZX LT, £4.8ITRT LI, 20D “Asset (Model)” ZEM L. [Fkf
IZ320u—)LbBMTEIET, 77V 7= a v OEREOEE L 7 7 & Al
RV —DEENFRBFICHEET 27 —RAICO0WT, V=BG T 2% 50—
FOBIEEED P TED X H BT 2 0#R 5,

#£4.8: 77X AT — 70

Assets (Model)

Role -
All ‘ Article ‘ Comment
Admin CRUD
Moderator - RD* RD*
Reporter - CRU* R*
Member - R* CRU*

C: Create, R: Read, U: Update, D: Delete
* FEECEIN L 72v—L
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RIZ, Web 7 77 7 — a v ORFZEBNIGED 2236, ¥ 2V 7 1 ik
DY) 72588 % | Y =V DELEER—2IED TP, £4.I KB TOELD
Bz B SZ R (EHEoMEIER 4.4 20, MT3:3%GE PEP itiE S A, MZ1: §8HA]
DBLE S A, IN : Navigation T 7 —),

e Step 0y N7 V=T avizy— )i, AYYFra—FRic
Di&(ﬁ‘étﬁ% T%%o

-smp1%48:ﬁ¢"mma"%20Lm¢%o&Mﬁﬁ*;%EEJ—F
ERRILEREED PEP 2 HEBNECE L 22\, Z D72 %45 (MT3:323F PEP fidiE
A) 14 HEFET 5,

 Step 2 CanCan @ Ability.rb ZHH L, £4.8 IR T2 —) L% 3 2BMT
%, ZDFER, BAPBEZET AN I NS 70, #Enlo o<y N
DAEDESL (MZ1: BAJORE I R) & L6 X4 T 25,

e Step 3 UL EDEED R 5 K9 I, Devise KU CanCan DFRGEE AN IZE
T3awy FaFEa—NIEl (PEPORLE) T5%, fRe LT, &L 3
0 — LE D& (IN : Navigation =7 —) 234 L 145 F0E&H L % 5,

o Step 4 B — )LIZHE> T 2 R—Y BRSNS X I I “View” T ¥ 7L —
FE2EIET 5,

* Step 5 EMIERSZEEDVHRTESZHDTHNR, X2V T 1 HK
Z2EIET 5,

DlED X9z, HBEDKBE TCOBEEIZY —VOEEZSHT 22 LT, K
RN D72\ 7 7 2 AHIEHEERE D FLEEDSA[RE & 72 5,

#4.9: 77 AHIHKBE ORI 2 92L L. A P Y v 7 DEGE

Development Warnings
steps State | Trans | MT3 | MZ1 | IN
Step 0. Original app. 46 60 0 0

Step 1. Add new assets 72 114 14 0

Step 2. Update PDP 72 114 14 6 0
Step 3. Update PEP 72 114 0 0 145
Step 4. Update View 72 114 0 0 12
Step 5. Suppress FP 72 114 0 0 (12)
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4.2.3 BEOT7 7V — a D

Rails # H\» 7% < ® Web 7 7'V 7 —¥ 3 ¥ 23 Github TAINL T35, 20
¢, Davise & CanCan ZFH|HL T\ 577 7r—> a v % 1 3;#(, Brakeman
& RailroadMap I X 2Nt X 2 74 T A P Z2fro7, fREZ#K4.101TR-7,

Brakeman D& Cld, Rails3 ?® Mass Assignment DIEH% < #ii I 47z,
FALICBH L 72 XSS SQLA v ¥ 2 7Y a Y OBHEIETHESIN TV EH, 7
L—207 =7 OMIGZ L L 2R Y | 8H QS TIIREIC R 5 2,

RailrioadMap DEH TlE, REEDO N CMEI N TV A2, Tilit ¥ 2
VT4 EREZREDPTE TRV ED, RX=—YBIXRTHTV FINTLES
EHRTH 2, —~HEUOREIZHS N7 TH 3, F7-. Navigation DT —
DL CHREINT S, ZHFHBER - F2BIELLICAHLTwE 7 —2A
BV ENFRRTH 5, FEETHCIT 7V r—> a3 vidd < £ TGithub TA
SN DD 5EATED, ZOMELRVIEAHTH S, 2L, ZOFE
Pobb LI, ¥FX 2V T 4 HEIAMHEIHELPL TV LIEHLNTH S,

#£4.10: £ Web 7 7V — avicBIF 3 77w 2 HHFEED 7 2 PSS

Brakeman RailroadMap
warnings Control flow Model and Policy warnings

Ruby on | MA | XSS | SQL No. No. of | No. | No. | PEP | Complex | Missing | Missing | Missing | Improper
Rails
Applications inject- of Transi- | of of | type policy authen- | authori- | authori- nav.

ion states | tion. | Role | Obj. def. tication | zation 2 | zation 3 (IN)

(CPD) | (MT1+3) | (MZ1) MZ2)

9balloons 0 0 0 60 92 2 2 a 1 9 1 11 8
Artdealer 0 0 0 58 74 2 2 a 2 1 0 3 0
avare 7 0 0 89 125 6 5 b, c 8 14 4 1 18
Communautaire 4 0 0 94 111 2 2 a 3 30 4 5 2
consultorio 8 0 0 94 84 2 1 1 33 2 0 0
fast-ticket 2 0 0 48 73 2 2 1 7 2 0 0
illyan 2 0 0 97 120 2 2 a, b 3 30 3 18 18
s21 16 0 2 146 216 5 8 15 60 12 13 19
shiroipantsu 0 1 1 92 119 4 3 a 6 25 1 11 22
talks 0 0 135 248 3 3 b, c 4 63 9 2 74
wm-app 22 0 0 215 285 3 1 a,b 2 0 2 76 135
zmchapters 0 0 174 223 3 11 | a b 17 66 2 57 85
rails3- 0 0 0 46 60 2 1 b 0 0 0 0 0
bootstrap-
devise-
cancan
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424 Fto

PERERTAM (1) TlE. Rails Z W7z Web 7 7'V 7 —> a VHIFETIA S AT
WEEX 2T A RE Sy 7 — 2 TH BERGEEHAED Devise &, 7 7 & ATilHIFEAE
? CanCan Z i, Rails DFakaa ] DFEEED S D 7 7 & AHHAR Y > —Dhhi &
U, R > — (FR) L L DRAEDIER 2T o7, ZORH, ¥ 2 T4
TRERICEED VI ¥ 2 7 4 BAEESRE OIIRGESHE T 7Y 57— 3 v TF
fIHRECH 2 HOMERTE /-, £4.10IRT LI IC, BIED Rails D7 7'V 7 —
va vHEETIET 7 AGIHIFEED S AELR TV, L2LAads, AU —
EFREER - P LOBRAEMEOATIF =y 7 IETHETH D | BIFE LY — Vo3
To2e¥a) 74 EREFLOEARFRZSRT 2 2 LT, HITRhoRw7 7
L AR OREN VR L %55, Fiz, K49 TRT LI 1T, BIFEEIEY — VOB
ZIGICE X 2 ) 7 4 BERE D T & FHENICFEMECE 2 X 91k b 2 L 2R L 72,
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4.3 FREEFHM (2) 7 A N r —ADAER E T A b DFEfi
4.3.1 TAMr—Z2ADERKIZ X 5 XSS DWEE

Rails D XSS D TR — TBEREZ NA NRA LT 7 7)) r—vavzflic, %
DFEEE%Z Cucumber I Lk 2 ¥ 2V F 4 57 A FCTEMT 5,

I—FrotXa) T4 MGEEE T VR ERT 8812, XSS D AT — 7 %R
I NA 2SR LT BT F 2y 7 33, ZOEEZWGEET 570D T A Fr—

2 (B Listing 4.2) DR 25\ & 7 —% 70—z uIicER I L %,

1| $ cucumber --tags @railroadmap_wip --format json --out cucumber.json
2 | Using the default profile...
3 | Rack::File headers parameter replaces cache_control after Rack 1.5.
4 | @railroadmap_wip
5 | Feature: XSS tests generated by RailroadMap
6
7 # Warning ! RRMW00O24
8 # XSS target : S_article#body
9 # trace tag : fRpzb4dal6BAh
10 # Start state : V_article#new
11 # Input : S_article#body
12 # trans : T_V_article#new#0 render
13 # trans : T_V_article#_form#0 submit
14 # trans : T_C_article#create#0 redirect_to
15 # trans : T_C_article#show#0 render
16 # Output : V_article#show
17 # Order : 1st
18 Scenario: RRMWO024 - XTP_V_article#_form_to_V_article#show_0 # features/xss_test.
feature:15
19 Given I am logged in # features/
step_definitions/user_steps.rb:53
20 Given I am on the new_article page # features/
step_definitions/railroadmap_steps.rb:43
21 When I fill in xss_injection_msg with "fRpzb4dal6BAh" for "Body" # features/
step_definitions/railroadmap_steps.rb:76
22 When I press "Create_Article" # features/
step_definitions/railroadmap_steps.rb:54
23 Then I should see "fRpzb4dal6BAh" in raw # features/
step_definitions/railroadmap_steps.rb:143
24 And I should see xss_escaped_msg in raw # features/
step_definitions/railroadmap_steps.rb:169
25 This XSS warning is True-Positive! (MiniTest::Assertion)
26 ./features/step_definitions/railroadmap_steps.rb:180:in ‘/~(?:|I )should see
xss_escaped_msg in raw$/’
27 | oo features/xss_test.feature:21:in_‘And_I_should_see_xss_escaped_msg_in_raw’
28
29 # Warning : RRMWOO25
30 # XSS target : S_comment#body
31 # trace tag : WZT9mHALpFB2J
32 # Start state : V_comment#new => replaced
33 # replace : needs to add steps (create new article) before new comment
34 # Input : S_comment#body
35 # trans : T_V_comment#new#0 render
36 # trans : T_V_comment#_form#0 submit
37 # trans : T_C_comment#create#0 redirect_to
38 # trans : T_C_comment#show#0 render
39 # trans : T_V_comment#show#2 link_to Back2
40 # trans : T_C_article#index#0 render
41 # trans : T_V_article#index#0 link_to Show
42 # trans : T_C_article#show#0 render
43 # Output : V_article#show
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44 # Order : 2nd
45 Scenario: RRMWO025 - XTP_V_comment#_form_to_V_article#show_0 # features/xss_test.
feature:39
46 Given I am logged in # features/
step_definitions/user_steps.rb:53
47 Given I am on the new_article page # features/
step_definitions/railroadmap_steps.rb:43
48 When I fill in "TEST1" for "Body" # features/
step_definitions/railroadmap_steps.rb:66
49 When I press "Create_Article" # features/
step_definitions/railroadmap_steps.rb:54
50 When I follow "Add_new_comment" # features/
step_definitions/railroadmap_steps.rb:58
51 When I fill in xss_injection_msg with "WZT9mHALpFB2J" for "Body" # features/
step_definitions/railroadmap_steps.rb:76
52 When I press "Create_Comment" # features/
step_definitions/railroadmap_steps.rb:54
53 When I follow "Back2" # features/
step_definitions/railroadmap_steps.rb:58
54 When I follow "Show" # features/
step_definitions/railroadmap_steps.rb:58
55 Then I should see "WZT9mHALpFB2J" in raw # features/
step_definitions/railroadmap_steps.rb:143
56 And I should see xss_escaped_msg in raw # features/
step_definitions/railroadmap_steps.rb:169
57 This XSS warning is True-Positive! (MiniTest::Assertion)
58 ./features/step_definitions/railroadmap_steps.rb:180:in ‘/”~(?:|I )should see
xss_escaped_msg in raw$/’
59 | __..._features/xss_test.feature:50:in_‘And_I_should_see_xss_escaped_msg_in_raw’
60
61 | Failing Scenarios:
62 | cucumber features/xss_test.feature:15 # Scenario: RRMWO024 - XTP_V_article#
_form_to_V_article#show_0
63 | cucumber features/xss_test.feature:39 # Scenario: RRMWOO025 - XTP_V_comment#
_form_to_V_article#show_0
64
65 | 2 scenarios (2 failed)
66 | 17 steps (2 failed, 15 passed)
67 | Oml.161s
68 | Created new window in existing browser session.
69 | Coverage report generated for Cucumber Features to /home/sage/Dropbox/workspace/
securitytestd4ror/rails3-bootstrap-devise-cancan-vul/coverage. 93 / 160 LOC (58.13%)
covered.

Listing 4.2: Example cucumber test cases and execution log of XSS
injection

ZDTAMEREZED T, FyPaFR—FIZiFX4.10D L HIZEEL LTHER
INs,

CO¥ER, A7 ) r—Ta v it L GEH LR AR 411 1IT8RT,
BRYDT 7V 5= avidy—NViliD oD% v V7 V) r—2ary<Thsd,
5% D @ 3 O (intranet'?, redmine!?, vellum!?) I% Github TAB I 11T\ 3 FEEED
TV —=vaviEHwk,

WERTETH 20, CAITICE T 7V r—vavdrokXx o) TABEiEET L %E
i U 72BR D IR BEFEFS (State. Transition) & 57— 70 —¥%Z71~d, C.1-2 1T

0https://github.com/fernandolopes/intranet
Mhttps://github.com/redmine/redmine
2https://github.com/nbudin/vellum
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Security warnings ( 27 warnings)

RailroadMap Warnings ( 26 warnings)

Search:

RRMWO0025 ledium

RRMWO0024 edium

V_article#show S_anticle#body

RRMWO0023 i

RRMW0022 i

4.10: XSS Z+ 7 Screenshot (version 0.1)

View ® 2 — FCZ A7 — 7SN hfER o %z R, C.1-2-1 Tk C.1-2 T
I NS 2%y IV ELTGERL, AN —2A24EKT 5, 2D
R, I RTOT7 7V —> a v T A — TN ERICERITH 2 2 & 2hf
BCE, 2OV VYV 7T AFOEMNIE, 77—y a v 2 EBRICEIES
¥HIET, 7= —=7fDOT Ry — TP EBRICHRTH 5 2 & 2R
T5HTH S,

C.1-3f7lF View D a— FTCRAW a= > F2HwLNTE D, T A7 — 7kiE
DAL I N ETOBAERT, Y U7 V7 — a vl 2 T XSS i
97 L 222 RAWF a<= v P ENTE D, Y=Lz 2o 2@zt L 57 2
Fa—FEER, TAFOFE XSS st E RO 2 & #MER L 72,

Intranet TlZ RAW a < ¥ FOPHWL ST S EFL 16 Eird b, 1 HEATiE,
Web ECTOV v F77 % A MREKELZREM T2 7774 . MCESB., OF|H
fErCcdH o7z, 7272 L, MCE Z2{lio7- 2 v 5 v OfEREIIEHEEERT L2
TI7RATEROR=—UTHD, it L TR AN E Bb s, &
DD 15 FHATIZ DV TUE, FERBITITFEETEORMET, View D a— FMEIEZ{TH
LT ARETH o T,

Redmine IZ2WTIE RAW 2= FDBHOL LN T &N 9EHHd D, 7 A
FAJBEZ: (JSON DAULBECTRAW a2 ¥ FZFJHLTWwW3) F—¥ 3201 &b
D, 7T A FDREHR, XSS BENHEZICHEETH - 72,

Vellum |22V TIld RAW 2= ¥ F23HW STV AT 2 (T d > 7228, 2
N5 I1ZMCE Z{#f L 7-f&fT<Td 1 . Intranet & FRICEHEEBTCL2T 7 £ A

Bhttp://www.tinymce.com/
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TERWVLR=UTHY, Hifes L TR ANAREARHFHEE EbNn s,

BAED Rails TRANKDT—F DY =% 4 Zi3frd3. HARIC—fHFL T
A =T ZToT0DE, L3> T, 7707 =y a N CTHTML 2 &8
HHA Y=L RERLEAIE. RAWa22 Y Fickh 7L —07—27fllox 2
7“7Lﬁ%ﬁ@ﬂ?%oL#L&#E\p®7707—VaVW%ﬂ@K%%
W3 2856, 7707 = a vy DXSSHggte %%, ZoflTid, Ky —1L7T
COMBEDEEZFEHT 5 2 LN TE T,

RAW a =¥ FZHWA &L, XSS DMfisgENE FNENZ L 2R3ET 5 2 &
i77u7—ya/M®§ﬁ&&% BHFE X, AT oiE &, 2 o5

WHETSHED S I 2 B BRIRINICT A P DB CHER T 5 Z EPEHEETH 5,

7¢ 4.11: Test result

Argument tree (process) Assessment results
AppO (sample app) ‘ Appl (intranet) ‘ App2 (redmine) ‘ App3 (vellum)
C.1: valid model (P.1: gen. model) # of state 72 256 875 179
# of transition 120 379 954 246
# of dataflow 100 371 1911 302
C.1-2: list all escaped outputs 68 285 1754 255
C.1-2-1: select the test path (P.5: gen. test-cases)

C.1-2-1-1: list test (P.7: run test) 1 1 1 1
C.1-2-1-1-1: test — pass 1 1 1 1
C.1-2-1-1-2: test - fail 0 0 0 0

C.1-3: list all “raw” outputs and data flows 2 16 9 2
C.1-3-1: appropriate “raw” usage (tool test) 15 NG (fixable) all ok all ok
C.1-3-2: select the test path (P.5: gen. test-cases)

C.1-3-2-1: list un-testable output 0 - 8 0

C.1-3-2-2: list testable output (P.7: run test) 2 1 1 2
C.1-3-2-1-1: no dataflow path - 8 -
C.1-3-2-2-1: test - pass 0 0 0 0
C.1-3-2-2-2: test - fail 2(tool test) 1(MCE) 1 (fixable) 2(MCE)
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4.3.2 hackety-hack.com % fil\> 77 A b7 — R A i EE D WTEE

hackety-hack.com (% Rails THEEI N, QAYA FTHH, Y—Ra—F}®
NI NTW 5 M, FEEIC Devise, 2 AIZ CanCan, 7 A k{2 Cucumber % fl|H
L7c— M7 Rails ICX 5 Web 7 7V 77— a v ThHb, D hackety-hack D
¥ 2V 7 4 {RAEIC RailroadMap Z#H L, RV —E&E» 6, BIIN7T A ML T
D—HDFERE 2 G L 72

9, fE L 72 JSON Zilbic & 2 R o —FE DK% Listing 4.3 ISR T, ff
H L Twsu—)llE, moderator, blog poster, user ® 32Tdh %, Devise T
B 2RY sy —3HBERI N2 5, EEa—F LT RIC7P 7R
TX 2JREE (Controller, View) ZABIR— L LTRY P —2REL 72,

1 { "roles": {

2 "moderator": { "level": 10, "color": "#BCA352", "description": "
moderator"},

3 "blog_poster": { "level": 5, "color": "#BCA352", "description": "
blog_poster"},

4 "user": { "level": 1, "color": "#97A750", "description": "fresh user
B Fe

5

6 "asset_base_policies": {

7 user": {

8 "model_alias": { // map devise to appmodel

9 "devise:registration” : "user"

10 "devise:session" : "user",

11 "devise:password" : "user" },

12 "is_authenticated": true,

13 "level": 10,

14 "color": "orange",

15 "is_authorized": true,

16 "roles": [

17 { "role": "moderator", "action": "CRUD" },

18 { "role": "user", "action": "CRU", "is_owner": true } ]},

19 <snip>

20 g

21 "asset_discrete_policies": {

22 // Devise - public

23 "C_devise:session#new" : { "is_authenticated": false, "level"
: 0, "color": "green" },

24 "C_devise:session#create" : { "is_authenticated": false, "level"
: 0, "color": "green" },

25 "C_devise:session#destroy" : { "is_authenticated": false, "level"
: 0, "color": "green" },

26 <snip>

27 I3

Listing 4.3: Example requirements

Yhttps://github.com/hacketyhack/hacketyhack
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ZORY =2 HOFHUBGEEDRER., P —vavzi—z2&0k*aY
T%h@ﬁiiﬁob%ﬁ#oko% T, X2 T4 EHIIDEDVAT A
Nr—=AEREITI DI T ANV, Y 27 a v EfTo T, Listing 4.4 12
TEIHraw a9V FICXk270RA9 A b2V T v 7D 7 =L, HRD
F xv 7 OERMIZ X 5 Navigation error Z#H o iAte, HOIAA XTI T
%Y =L DELIZZNFN., “RRMW003”, “RRMW002” & % -7,

1 diff --git a/app/views/questions/_list.html.haml b/app/views/questions/
_list.html.haml

2 index fe52303..7a9c7c5 100644

3 --- a/app/views/questions/_list.html.haml

4 +++ b/app/views/questions/_list.html.haml

50@ -3,6 +3,7 @@

6 %h3= question.answers.count

7 #{question.answers.count == 1 ? "answer" : "answers"}

8 .summary

9 + = raw question.title

10 %h2.title= link_to question.title, resource_path(question)
11 .meta

12 Asked by

13 diff --git a/app/views/questions/show.html.haml b/app/views/questions/

show.html.haml
14 index b53a34b..29a84f6 100644
15 --- a/app/views/questions/show.html.haml
16 +++ b/app/views/questions/show.html.haml
17 @@ -3,8 +3,10 @@

18 = resource.title

19

20 - content_for :sidebar do

21 - - if can? :update, resource

22 - = link_to 'Edit’, edit_resource_path, :class => "edit btn"
23 + NAV ERROR

24 + = link_to 'Edit’, edit_resource_path, :class => "edit btn"
25+ -# if can? :update, resource

26 + -# = link_to 'Edit’, edit_resource_path, :class => "edit btn"
27 - if can? :destroy, resource

28 = link_to ’'Delete’, resource_path, :class => "delete btn", :confirm

=> 'Are you sure?’, :method => :delete

Listing 4.4: Example requirements

RIS, BEOLX 2V T4 BHEE, X2 ) T A EE2MRT 270D FT A b
r—=2ADEREITI . T A M — AR OHEIL “testplan.json” 7 7 A )L TIT I,
Listing 4.5 237 # )V b 4 ¥ = 7 ¥ 3 ¥ &7 hackety-hack IZW T 557 A+ 7
7V DRPETH B, HiFTIE CSRE XKL, 77 v AT a~r FoT
AN —=AERDI-DDHE E D,

1{
2 // CSRF
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10

12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55

"protect_from_forgery": {
"type": "csrf",
"testcase_type": "Modification of existing testcase",
"testcase": {
"init_steps": [
"Given I'm logged in as someone who can post to the blog",
"When I visit the blog admin page"
//"And I fill out the new blog form"
s
"target_step": "And I press \u0022Create Blog post\u0022",
"success_step": "Then I should see that my post has been created"}
<snip>
// Devise
"authenticate_user!": {
"type": "authentication",
"testcase_type": "automatic",
"target_path": "questions",
"success_text": "Have A Question?",
"error_text": "You need to sign in or sign up before continuing."
}
// CanCan
"load_and_authorize_resource": {
"type": "global_authorization",
"testcase_type": "automatic",
"strong_privilege user": "blog_poster",
"weak_privilege_user" : "user",
"strong_privilege_path": "blog admin page",
"success_text": "New Post",
"error_text": "You are not authorized to access this page"
|
// CanCan View can
"can?": {
"type": "conditional_authorization",
"testcase_type": "Use existing testcase",
“testcases": {
"navigation and authorization - OK": [
"Given questions exist",
"Given a logged in moderator",
"When I visit the questions page",
"When I click the first question link",
"# Then show me the page",
"Then I should see \u0022Edit\u0022"
5
"navigation and authorization - NG": [
"Given questions exist",
"Given a logged in user",
"When I visit the questions page",
"When I click the first question link",
"# Then show me the page",
"Then I should not see \u0O22Edit\u0022"
]
}
}
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56
57 <snip>

58 // Make sure, this is a Nav. error
59  "RRMW0002": {

60 “type": "Missing view side authorization check",

61 "testcase_type": "Use existing testcase",

62 "testcases": {

63 "replay navigation error": [

64 "Given questions exist",

65 "Given user exist",

66 "When I visit the questions page",

67 "When I click the first question link",

68 "When I click \u0022Edit\u0022",

69 "And I should see \u0022Sign In\u0022"

70 Il

71 "TO BE": [

72 "Given questions exist",

73 "Given user exist",

74 "When I visit the questions page",

75 "When I click the first question link",

76 "And I should not see \u0022Edit\u0022"

77 1

78 }

79},

80  "RRMWOOO3": { // XSS Type 1: Reflected XSS (or Non-Persistent)
81 "type": "Cross Site Scripting",

82 "subtype": "Type 1: Reflected XSS",

83 "testcase_type": "Modification of existing testcase",
84 "testcase": {

85 "init_steps": [

86 "Given I am a user that has created a question",
87 "When I visit the new question page"

88 //"And I fill out the new blog form"

89 1,

90 "target_steps": [

91 "And I fill in \u0022Title\u0022 with",

92 "And I fill in \u0022Description\u0022 with"

93 Il

94 "post_step": "And I press \u0Q022Ask Everyone\u0022"}}}

Listing 4.5: Example test plan

CSREDT A 77 vk, 77V 77— a vy EOMEED POST(Submit & %
NBITIR=SDIER 7 72 A% Cucumber DT A F¥F VA THZ S, T
WIS L THERE N T A R r— A% Listing 4.6 12139, G2 6N7IERHZRT A
F> YA EZNEICIC, hidden field 1IN L THIAZMA ST AN F UL
D2 ODBERI NS, BEDLHIE, IEFTHIULCSRFDOF =y 712k D, F—
LR=AN)FAL LTINS,

FTANT—=ZDERKIZOWTIE, o a<y FRBEICNL REHEEH
W5, Device, CanCan 72 EDBEHID Sy 77— %2 Wi GEI12id, —
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BT AN FUADPHHTE 2720, FFKEIZT AN —AERKOEI., 7 A
F RIS 2 XFHNER2RET D, CSREF XSS % EORIERED ASTIZDOWLT
X, EEOEIES FUADPSIREL T, KB F YA ZERIE TV 5,

1 Feature: CWE-352: Cross-Site Request Forgery (CSRF)

2 The web application does not, or can not, sufficiently verify

3 whether a well-formed, valid, consistent request was intentionally
4 provided by the user who submitted the request.

5

6 Scenario: RRMT0005[0]

7 normal access (existing testcase)

8

9 Given I'm logged in as someone who can post to the blog

10 When I visit the blog admin page

11 And I press "Create Blog post"

12 Then I should see that my post has been created

13

14  Scenario: RRMTOOO5[1]

15 tampered hidden_field (existing testcase)

16

17 Given I'm logged in as someone who can post to the blog

18 When I visit the blog admin page

19 And I press "Create Blog post" with tampered authenticity_token
20 Then I should see that you need to sign in or sign up before

continuing.

Listing 4.6: Example requirements
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4.3.3 Ft®

PEBERTAN (2) TlE. Rails ® Web 7 7"V r —> a v O 9% a0 — F &2 ERIVENT L .
X2V T4 LRTEE 2 2E2REL, ZOMMTIcNTseX2) 74T Ab
F—AzART B 2 LT, FEETIEBR IS Z R R T 2 Fikicow
THF L 72,

ZDHEEFETIET A 7L —47—27® Cucumber Z 7zt ¥ 2747 A b
r—ZDHBERP R TH S 2 EERHERL 72, £411 1R T LI, 7L—24
7 — 7 DIRT— 7HEREDERNMEDMERR., HHIREE TR L 7RI T o, (Bh19)
T A M X BHEGEDHIEL TR L 72 % 2 L 2R L 72,

% 7z, hackety-hack.com % H\» 7 9ZB#Cl&, CSRF %> XSS & £ L 9 7954
WERT 22X 2 74 FEIGEML T, REHIBEHRT 2 7 7 2 Afl#R Y > —D
TER D & 2 D% a0 — F OEIRGEEE X OB a7 A b2 —~HLTY —
VCEIT 2 R OWTHEAME R HEZR L 72,
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4.4 MBERETHMHB) X2V T4 7 A AL v P DOEHH

X2 T4 T ALy POFHAOFEEE LT, Foreman'® IZIREFiE%E
WHLT, X Yy 72 202846 %2H0I L 72, Foreman (ZIKMEERED 54 794 7
WEHY —LTH ), 70 2ZEHTECHHIN TS, £, MsHEMLS
EEINTED 6, V—Ra—FLEHIREINETA I T —ABREL T
5y ZD0, X2V T4 T AMANLy POEHHOH E L GERL 72,

RDADODT = — A TRETHES Foreman ICW L CHEAL, ¥ 747 2R
F ALy P OmEPARED»EEREE 1T,

Phase 0 HHi#fg, 77V 77— a Dt ¥ 1) 7 4 HEE D BfiF

Phase 1 Vv — L Ok

Phase 2 £ ¥ 2V 74 7 A M ALy POWGEE, KOV =L ET R Mr—2ADEIE
Phase 3 7 A M7 —Z2DBEMICE 22X 2V T4 T ANV Yy POl L

RIZ, K7 2 —RACOMEEZR, 77 AFHOT AR &, SINKANL v D 2
ODBETELD B,

4.4.1 FHHi¥EfH (Phase 0)

Foreman 2342t %, KHEOERZHR, 2D * 2V 7 1 BB DT
% Pif#$ %, Foreman | RBACIZ X 2% 7 7 & Al 2 MHEETH RX—1+F 2,
L7225, Foreman Mgt 52X 2V 74 ¥k a~ v FiRibLo74 77 Y
ZERTLMNENH S, 7. Foremen 23%47 % CVE 23 24 5 ST\ 3
7o ZOBRIZ, X2V T4 T AN T —AEMENTWEZEDN, LAY FYD
23y PR TE ., F/, RailsBFET AL - 7L =27 =72 H\TED,
SimpleCov IZ X 3 AL v PEHIZ{TZ 5,

4.4.2 vV — )LDy (Phase 1)

S >

RailroadMap DL 2119, £/, REEO Iy FIZHIEL T, a<wv
Mk 4 72 V07 v 7L — b 2ERT 5, PIOHIE 7 v —E 7 VIE, 1392
DIRFE & 1154 DFEE L7238 L. 748 DAMEE DB S Z Fi>, KT DER DS
WHEHIZ, 77V —2a v 20083 N—2 3 D JSON API #Hib, #
NEYODBEZTHEI D TH S, 2735 DT A M r—A%2Fb, Wikl 2= v

Bhttp://theforeman.org/
16http://theforeman.org/security.html
7L 2012 — 2014
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F T A AY1295, BEEET A R 23 1207, MG T A FA3128 THot, TOERET
REFE A< FIE 552 TH 5,

Foreman 127 7 2 AHlfHlY A b %2 T =% RXR—=ZATCEMT S5, 7 A FDBBRIZHH
T 577X AH#HY A b IZ Rails @ fixtures '8 DI TCHEI NS, L7223 -> T,
Z D fixtures EEDH 7 7 AV A bEHECTES LI L, LT
7R AMIHY AL ET A EDBAREFR 41217 T, TAMT—RIFRD 41
L TRITRT,

T K7 A + (Positive test)
F K7 A I+ (Negative test)
B T L F Ol

x R

ZN5IETAPa—FdDAssert X5 HET 2, ZOBEETO, 7y k ({fli# 7
T —® Controller state, ACL ? Object \ZFHX4) DT A F AL v Pl 39.29%.,
T —)L (ACL @ Subject IZHHY4) D7 X b AL v 21 90.91% TH > 72,

Foreman THWH N TWad X 2 74 IR T 5 a<> F(SINK)D—E L.
ZDTAMANL Yy P RFA4I13ITRT, FliFZznzi, avr V4, aw2 v FoD
g4 7, avry Pt 4 779, a—FhofHETOH, ALy P LD
X, SC & RC TOEE. WInT 557 AM7r—A, #7379, RCIZIOMHEIN
72, SympleCov DALy PEEHE View DT ¥ 7L — M EYR—F LWL,
View N®D SINK Z AL v PO3AHTH 5, TOBRETD SINK A L v Pl
=Y b TAFDSCHNL Y PD66.67%., BEEET A F D SC A VL v Y 88.89%.,
HYRAZDRCANLy OB ML, HYRTDRC AL Y U 57.32%, &
VA7 DRCHANL v P 585%E ko7,

4.4.3 HNL v P OMERE Y — ) LEEEDEIE (Phase 2)

KEERASVY P27 7TV r—vavpawy Fgdb74 77 ) IcE8R$ 5,
ZOBIZ, ¥ 2V T4 a9y FIZOWTIZERE (SCRCOHE, X274
BERED 3 H) %2179, Z DR, 168D T A M r—A03 k¥ 2 74 a<w Fic
TH2HDE L THRAIS N,

Ty bDTAMIOWT, FEEa—F, 7AMr—2A, KXY —EXRLFER
L7z, ZOREHR, 4207k y bW, RV —Lofnil, EEOLRNIZ 3L
2\ (Alias STV 3) FHDBbolz, 2D LX) %, Alias EREICHIET 2 X9
WY = VOKREZINRT A2 LT, 7Y FDTAMANNL v P 75.00% 1217
kL%,

1885 2 FFEATRHCH VS 7= R= 2D PO v b
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SINK IZDWTlE, 13 @ Foreman 23t § 5 ¥ 2 712w F(SC) %z
2V PRI Z7 4 77 0IBMT5 2 LT, SCOANRNLy PRHE L, 2D
BECSINK ZINNL v PlE, 2=y b T A MDD SCHNL v Ph 81.82%., HERET A
FDSCANLYY 9545% M L, MYARATZDRCHNL Yy U 4% L, H
YAZDRC ALY VD 57.32%, KU A7 DRC ANL v PH 5.85% & A1
L7z, RCIZDOWTIE, View D a— FIZHFET E3YNEL L., 2oz onTliir
ARANLy PDEHAIITE 2y, CSRE MNEIZOWTIE, TAMa—FNEEET
2, TAMTCSRFRAEDav Y FZHHL LV, BMAITE R\, ZI 7T,
TA N T —ADEB» S WG EHHTE S LI I, F—7— FTOMEKIEZ B
mi?e A7 —AZIZCSRFD CWE = b TH % “CWE-352” % it#l§
5ZLT, ZDTAN T —AMBCSREFDTANTHB I E2RHT 3,

4.4.4 TANTr—ZABMZX5H5L vy YDA L (Phase 3)

77 AHHENCEIL T, 8 OD T A M r—AZBML 7, £/, a—F ETIHl
RN, TAMN =207 7 AGHIERICE > T A B e 72y k2l
BRL7z, ZO8ER, 772 AHIEICET 2T A AL Y 213 100% & %o 7z,

SINKIZBILTIZ, 7L —L7—=27DSCIZOWVWT3DDI=vy b5 A+ ZIE
L7238, ALy POEHIZ G,

# 4.12: Foreman O 7 7 & A{ilfl) A b &7 A b AN v ¥ (—:phase2,
=:phase3)

Asset Manager Default | Anonymous | Viewer View Create Edit | Destroy CRUD View Edit
(class) | cov user user host host host host host comp. res. | part. table
architectures | [x] | [T] CRUD R | [F] [B] R
authenticators | [—x] CRUD R | [=F] [=B] R
environments [x] CRUD R [x] [x] R
external_variables | [—x] CRUD R | [—x] [-x] R
domains | [x] CRUD R | [F] [B] R
globals | [—x] CRUD R | [=F] [-B] R
hostgroups | [x] [B] CRUD |[T] R [T] R
hosts [x] [B] CRUD |[T] R [T] R|[T] R|[=B] C|[B] U|[B] D |[B] CRUD
media | [—x] CRUD R | [=F] [-B] R
models | [—x] CRUD R | [=F] [-<B] R
operatingsystems | [—x] CRUD R | [=F] [-B] R
ptables | [x] CRUD R | [F] [Bl R [x] CRUD
puppetclasses | [—x] CRUD R | [=F] [-B] R
usergroups | [—x] CRUD [—F] [-B] R
users | [x] [B] CRUD [F] [B] R
settings | [=x] | [=x] A A A
dashboard | [=x] | [=T] A A A
statistics | [—x] R R [-T] R
reports [x] RD R [T] R
facts | [—x] R R [-T] R
audit_logs | [—x] R [-T] R
locations | [=x] | [=T] CRUD R
organizations | [=x] | [=T] CRUD R
classes | [=x] | [=T] u
realms | [x] CRUD R | [F] [B] R
tasks | [=x] [=B] R
compute resources | [x] [x] CRUD
—templates [x] [x] —CRUD
Coverage (phase 1)[%] | 39.29 | 16.00 10.50 50.00 40.00 100.0 0.00 100.0 | 100.0 100.0 100.0 100.0
Coverage (phase 2)[%] | 75.00 | 16.00 10.50 50.00 80.00 100.0 0.00 100.0 | 100.0 100.0 100.0 100.0
Coverage (phase 3)[%] | 100.0 | 36.00 10.50 100.0 80.00 100.0 | 100.0 100.0 | 100.0 100.0 100.0 100.0
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coverege [%] count

coverege [%]

445 Fto

DL k. Foreman T® RailroadMap O HEREZ ¥ 2 2% 45D 7 = — R
WZaHEIL, ZOEEDOHTENTEA M)y VARG LI, ZDOX MYy 7R
DEAZ 411 1R T, X2V 74 BBBICBIT 57 7 2 A {llf#l &£ SC @ SINK
IZDOWTIX, Foreman D7 A P —RIZEWT A M ANRNL P 2D ED3bh
5, £lz, 412 £ 413 DL RBATOAINL v PERO—ERRIZ, &
¥ 2V 7 4 OBUROHUR L B ICERTH S, — . RCICODVTIEHTESAR
WA, ZHUIRC D View DT ¥ 'L — b a—FNIZE L GFET 2 E5PHBD—>T
b5,

CALib Model (transitions)
60 : . 600 ” ;
unknown., —#— / unknown., —&—
50 - temp. 500 |- temp.
40 defined 400 defined
30 300
20 200
10 100
0 ! ! ! 0 =
0 1 2 3 0 1 2 3
100 Asset 100 Role
A, — B __» ARgyne, —0—
a0 | AArne g 80 [ e
60 60
40 = = 40
20 e 20
0 — 0
0 1 2 3 0 1 2 3
100 Sink/SC 100 Sink/RC
SCynit —E— i id RCryncmid
80 [SCrype —— P—— 80 I RCrynciow
60 A 60
40 40
20 20
0 & 0
0 1 2 3 0 1 2 3
Phase Phase

X 4.11: X FY vy 7 2@ X 28 F 2 7 1 £RiE
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7= 4.13:

=-:phase3)

Foreman @ SINK 2~ Y F &7 A FA2NLvY (—:phase2,

Command type CALib num. of sink SimpleCov SC cov. RC cov. (score) Test case
SC | RC | CF | DF all | M (o} V | S| skip all 18} F 1 U F I (4-3) (2-1) all U F I
protect_from forgery | X - - - rails 2 0 2 00| O 6 2 2 2 (111111 0—2 0 0—=2| 0
escapeHTML | X - - - ruby 4 0 4 0|0 0 234 0 221 13 |11 ]1/1]1/1 0=1 | 0=1 0 0
html escape | X - - X | rails 1 0 1 00| O 12 0 12 0 [0/1|1/1]0/1 0=1 | 0=1 0 0
h| X - - X rails 39 0 0 |39]0 0 NA NA NA NA | 0/1 | 0/1 | 0/1 0=1 | 0=1 0 0
before filter | X - - - rails (197 | 0 |197| 0 (O 0 1886 232 1146 | 508 | 1/1 | 1/1 |11 0 0 0 0
skip_before filter | X - - - rails 11 0 11|00 0 36 12 12 12 |11 (11|11 0 0 0 0
validates | X - - - rails | 165|165 | 0O 0|0 0 | 22687 | 12249 | 9618 | 820 | 1/1|1/1 | 1/1 2 2 0 0
before save | X - - - rails | 18 | 18 0 00| O 1887 | 1316 547 24 (11|11 )11 0 0 0 0
attr accessible | X - - rails | 21 | 21 0 00| O 63 21 21 21 |11 (1111 0 0 0 0
find | - X - - rails 66 4 62 | 0 |0 0 1039 478 548 13 33/63 0/0 (115) | 22 32 |61
where | - X - - rails 17 9 8 0|0 0 | 22046 | 10170 | 11667 | 209 23/26 0/0 (39) 24 5 0
send file | - X - - rails 1 0 1 0|0 0 EX EX EX EX 0/1 0/0 0 0 0 0
constantize | - X - - rails 2 0 2 00| O 360 0 154 | 206 1/1 0/0 0 0 0 0
redirect to | - X | X - rails 34 0 34 | 0|0 0 379 0 313 66 0/1 11/31 1 1 0 0
raw | - X - X rails 21 0 0 |21]0 0 NA NA NA NA 0/0 0/21 0 0 0 0
html safe | - X - X rails 8 0 0 8 |0 0 NA NA NA NA 0/0 0/6 0 0 0 0
link to | - X | X | - | rails | 94| 0 0 (94|0| O NA NA NA | NA 0/0 0/94 0 0 0 0
content_tag X - - rails | 36 0 0 [36|0] O NA NA NA NA 0/0 0/36 0 0 0 0
—authenticate | X | - - - app 12 9 2 0|1 0 1201 18 1134 | 49 [0/1 |1/1 121 -7 —7 0 0
—require_login | —X - - app 7 0 4 01| 2 32 4 24 4 |11 (11|11 —4 0 —4 1 0
—authenticated? | —-X | - - - app 2 0 2 00| O 98 0 14 84 |1/1|1/1|1/1 —4 0 —4 | 0
—is_admin? | =X | - - - app 2 0 1 0|1 0 18 1 16 1 0/1)1/1 121 0 0 0 0
—require_admin | -X | - - - app 8 0 8 00| O 24 8 8 8 |1/1(1/1]1/1 0 0 0 0
—authorize | X | - - - app 12 0 8 00| 4 27 9 9 9 |1/1(11 )11 —2 —2 0 0
—authorized | »X | - - - app 15 1 13|10 |1 0 1547 37 1327 (183 |1/1|1/1 | 1/1 —6 =4 | -2 | 0
—require_ssl | =X | - - - app 2 0 2 00| O 6 2 2 2 |11 (1111 0 0 0 0
—encrypts | =X | - - - app 2 2 0 00| O 6 2 2 2 |11 (1111 0 0 0 0
—encrypt_setters | =X | - - - app 2 2 0 00| O 6 2 2 2 111111 0 0 0 0
—encrypt_field | —»X - - app 1 1 0 00| O 3 1 1 1 /117111 —3 —3 0 0
—encrypts? | =X | - - - app 1 1 0 00| O 3 1 1 1 /1|11 1/1 —1 —1 0 0
—parse | =X | - - - app 4 3 1 0|0 0 27 12 15 0 [1/1|1/1]0/1 -7 -7 0 0

SC:security command, RC:Risky, CF:Control flow, DF: Data flow
M:Model, C:Controller, V:View, S: support/helper/library, skip(disabled)
U:Unit, F:Functional, I:Integration
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4.5 FEEEFHM (@) ¥ 2V 7 « Hiik & o HEiEE

ZOffitlii, CWE,CAPEC Z it X2 Taake., 77V 7r—>vav
Fa— FoOXInfITDFEEEEZITH, £9. CWE,CAPEC % 3.4 fii TR L 72/
T, Rails 1B 2B I 5, RIZ, Rails DY -7V r—vav
sample app 3rd edition!® &, Rails @ Broken Web Application (BWA) T& %
Railsgoat 20 1A L, 958 0 — N & faggtEEw & o Bz > W iR 7,

4.5.1 Rails ICXE L 72 CWE, CAPEC DY 7 75 7 DRI

¥9. CWE,CAPECOIZY VY % Rails ICBERTAIDICKD, a~wv F#R
o4 77 VICERINTWAS, SC. RC EMIEDT %, CWEIZDOWTIE  Ver-
sion2.8 %#. CAPEC 22\ TlZ Version 2.7 Z 7=,

4.5.1.1 CWE,CAPEC DA A

CWE,CAPEC I22WTlE, NI N TV AEFTO/HHR XMLIER) 2457 v
00— RFL7&#K, V- VIliEAATE T, HHMOKRERERZICICHR 7 7 % 1E
K9 %, #4.1512, LT OEZEICHES . CWE, CAPEC DiEIRBDOELZ R T,

4512 77U —>ayv - FAA ER

Web 7 7’V —avdD XL VSEPRICII T2V, 2085, CWE %
13 1003 25 473 12 L 72, CAPEC DIITDOWTH ., 463 005 267 -~ & Bl
IN7,

* CWE-809: Weaknesses in OWASP Top Ten (2010)
» CWE-928: Weaknesses in OWASP Top Ten (2013)

* CWE-442: Web Problem

4513 77V 5= ayv - 7L —L7—7FER

CZTIZJ2EER.NET DX 9 L Rails UAD 7L —27—27 %, PHP 2 £ D
Ruby UMD EEEE OREZ RN T 5, ZDfEH. CWE O£ 473 75 383 12
A9 L 72, CAPEC OEUZOWTH, 26725 191 N EHIR S 17z,

https://github.com/mhartl/sample_app_3rd_edition
20https://github.com/OWASP/railsgoat
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4.5.1.4 a<r PRI A 779 OFEH

a~y Fhigib7 4 777 ) @ SC,RC &, #EIRI #1172 CWE,CAPEC & % M)
I3 %, CVE IZB4# X 117 Rails I2BH9 2 faggi ¢, FHita— FoORTEERT & CWE
DERPRETE 28512, ZOBREZERT S, ZOBRBET, ERER D
a2y R2E£AL14ITRT, HRELZa~< FO$E. SC 331, RCT151H
THH, ZUTY —VORFEETTICHHR LR TH 5, 7. Rails DFELE
a— FZBEfF) & 472 CWE 13 31, CAPEC 128 & 7972,

Rails 7 &' [ %2 Mass Assignment DEgg1E I DV T, CWE-915 2%:%24
T, FAALVER, 7V —27— 7 FIRGEIRLZZ CWE IZIEEENT 0 A
VW, ZFD70, GBIRTH I CWE 2O WTIRENNIZEMT 5,

#£4.14: a~=v P4 77 VD a~vr FEE SCRC

Lib. Total | SC | RC SC example RC example
Ruby 29 1 5 escapeHTML eval, system
Rails 145 [ 15| 10 html escape html safe, raw, redirect_to

Devise 44 9 0 | sign_in, sign_out, sign_up -

CanCan 9 8 0 authorize!, can, cannot -

2 LTHESN CWE, CAPEC £ a~ Y Fi#igiks 4 75 YD SCRC £ D
Btz 77 7 C£RTDE, 412D X512k %, 22T, SCEZERDIMEM. RC
ZIHRDIEMTRT, CWE DY A 7%, View IZF{DPUf, Category %3 7 v i
DPUfy, Weakness = E v 7 6D TR, o, BIET 2 a~<w v P
SC D&k, RC DEEIIR, MATDEEIEE RS, / — FRIOEGHR S HE
RO e LT\ %, CAPECIZDW T, Category ¥ 7 Y tadDPUf, Attack
Pattern % ¥~ 7 (ADPUfAT/RT, 727 AT A SC &, Zux4 4 b &
20774 v 7IBRT 5, SC & RCHLVEHLBDLD S,

g -9, X 4.13 12 Rails Da<> FEXMHTE %D -7 CWE, CAPEC %
GO E R T, B 7057 CWE,CAPEC 137 — TR ¥ %, CWEIC
X400 8V FYDESTED, ZO2MED» 6 A S L, Rails D a— FIEEEE X
9 % CWE O%t, 31 134k 1E55cho 7,

# 4.15: CWE,CAPEC D& IR D%

Reduction Rails sample_app_3rd_edition | Railsgoat

Type ALL | Web app. | Rails || CALib | SC | RC || CALib | SC RC CALib | SC | RC

CWE View 32 2 2 2 2 2 2 2 2 2 2 2
Category | 244 47 36 15 12| 9 13 5 9 17 9 |16
Weakness | 719 418 342 13 8 | 10 10 5 0 21 15 | 10

C.E. 8 7 5 1 1 0 0 0 0 0 0|0

total 1003 474 383 31 23|21 25 12 11 40 26 | 28

CAPEC View 8 0 0 0 0|0 0 0 0 0 0|0
Category 73 20 16 1 1 0 2 2 0 1 1 0

Attack P. || 463 267 191 8 5 5 9 6 3 10 7 3
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= e
carecize
2 ~ ~
has_role? < CAPEC232
= e >
load_resource

load_and_authorize,_resource

ip_authorize resource

authenticate_scopel
/ require_no_authentication P e
/ ~carec 14
dlow_perams authentication! -

authenticate_user! i capEczs

sign_up

- e =

4.12: Rails IZB8# 3 %5 CWE & CAPEC D75
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4.13: Rails I2f8# 9 % CWE & CAPEC @ 7'5 728l (SC,RC & i L 7¢
> CWE. CAPEC %#%71)
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4.5.2 sample_app 3rd_edition ~Dj#E ]

RIZ, HEBED Web 7 7V r— a vt LT, sample app 3rd edition DF%E
a—F l: . CWE,CAPEC D&% #X %, sample app 3rd _edition | Rails ®
AMERED ChXINEY —v v 2y P T =7 DWeb 77 r—>a vy Th
D, TAM =2 T 2 2 L6, FHEENRE L GEIRL 72,

sample app 3rd edition Dt ¥ 2V 74 %K, CWE, a2~V F, 7TA ALy
Y ONIEEFEAL6ICE LD D, FEEa—FIcBins SCRCIF10EHTH D, )&
THTAM —ABIN6EZT AL LTS Z L %GR L 72, CWE,CAPEC & DX}
I, X4.14 1277 7D THRT, CWE-915 D Mass Assignment |22 T,
CAPEC IZHE Ry — U VEGHINT W WD, Z DAkl DTl CWE,CAPEC
& DRIRDMER T E 72,

7% 4.16: sample app 3rd _edition: ¥ 2V 74 FRK, CWE, a<>¥ F, 7
A b ANV Y DORIG

Security CWE | cmd, CALib CAPEC location | test coverage
requirement type M ‘ C ‘ Vo0 ‘ 1 ‘
Authentication 287 SC logged in user 255,224 0/ 40104 0
287 sC log_in 255,224 0|3 ]0/|0]2 14
Authorization 285 SC admin user 232,122 0| 2]0|0]|2 0
Input Validation || 521,20 | SC validate 49,16,55,70 || 7 | 0 | O |0 |7 0
915 SC user_params 0] 20102 0
915 SC | micropost params 0|1 0|01 0
22 RC redirect_to 139 0170 |18 8
22 RC redirect back or 139 0O/ 1]0(0|0 1
Escaping output 79 RC link to 18 0] 0 |26
79 RC raw 18 0|01

user_params -
/ B CWE 810

CAPEC-16

validates CAPEC-49 CAPEC'55

CAPEC-70

logged_in_user CAPEC-114
- CAPEC-225

CAPEC-232
CAPEC-122

4.14: sample app 3rd_edition ® CWE,CAPEC,SC,RC 7' 7 7 £/

2IRUBY ON RAILS TUTORIAL (3RD ED.), https://www.railstutorial.org/
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4.5.3 Railsgoat ~DiEH]

Railsgoat (& OWASP 23B#%& L 72 Broken Web Application ¢& H . OWASP Top
10 (CWE-928, 938) IcV A I S/ Mfiggihz K>, 270, BlAIOMissMEZ &t
Web 7 7’V r— a vOEMEa— Fio, KFELREMN T 5 LT, CWE,CAPEC

B3 FEEE 2 — FOFEEOMIN: L BEM T SN b0 2R T 5, £4.17 12
Railsgoat IZ& 1 2 ig51: & 2~ F (SC,RC). CWE & CAPEC, 2— F Lo
BRTIZ O W3 %, Railgoat IC& N2 eg9tto 9 &, W& I2BEd % Meggit:
(A3.1, A5, A9) IFFEMVC a— F L IR 72D, WRL SR, 20l
HNoHEggEIz >V TIE a2y FENINT 2513 b» 5, Ay aTHAZ a< v NI

DT

lX. Railsgoat DiEfitd 2 a< v

¥ 7. CWE,CAPEC,SC,RC DR % 4.15 I8 T,

3 4.17: Security requirements and commands(Railsgoat)

YIFAWTHEHINTWwWEavy FTh 5,

Flaws command CWE CAPEC location
RC sC M| C |V
A1.1 SQL Injection Concatentation (IDOR) find - 929, 89 66
A1.2 SQL Injection Interpolation where - 929, 89 66
A1.3 Command Injection make_backup 929, 77,78 88 11010
(system) (FileUtils.cp)
A2.1 Credential Enumeration Exception.message - 930,319,522 169 0|5]|0
A2.2 Lack of Password Complexity validates validates 930,287,521,20 112 11010
A2.3 Insecure Compare and Timing Attacks authenticate 930,208 224 06]|0
(Digest::MD5.hexdigest) | (Rack::Utils.secure_compare)
A2.4 Lack of HttpOnly Flag (config) - - 930,82 - - - |-
A3.1 Cross Site Scripting html_safe h 931,79 18 0|0 |8
A3.2 Cross Site Scripting DOM Based (JS) document.write hoganEscape 931,79 19 - - |-
A4 Insecure Direct Object Reference (IDOR) User.find_by user_id 932,99 -
A5 Security Misconfig Modification (config) - - 933, 16 - - - ]-
A5 Security Misconfig JSON Escaping (config) - - 933,16 - - - |-
A6 Sensitive Data Exposure Insecure Password Storage authenticate 934,326 112 0|6 1|0
hash_password 934,326 112 21010
(Digest::MD5.hexdigest) | (BCrypt::Engine.hash_secret)
A6 Sensitive Data Exposure Cleartext Storage SSNs encrypt_ssn 934,312 169 11010
decrypt_ssn 934,312 169 1{01|0
OpenSSL::Cipher::Cipher.new
A6 Sensitive Data Exposure Model Attributes Exposure as_json as_json 934,319 169
A7 Missing Function Level Access Control admin_param before_filter, administrative 935,285 1
A8 Cross Site Request Forgery protect_from_forgery 936,352 21,62,342,467 | 0 | 1 |0
A9 Using Components with Known Vulnerabilities - - 937 - - - |-
A10 Unvalidated Redirects and Forwards redirect_to URI.parse 938,601,22 139 0]20|0
Extras Mass-Assignment (Rails3) attr_accessible attr_accessible 915 - 81010
Extras Logic Flaws Broken Regular Expression identify user 185 -
Extras Logic Flaws Insecure Encryption Reuse encrypt_sensitive_value 323 -
Extras Metaprogramming constantize - 89 66

454 Fto

DL EDFEED S Rails DFEH a— Fic& s, SCRC £ CWE,CAPEC & %
I AJ BB

G ens Z LBt

ThDHHE
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< camca
hesh_password
carec e

%] 4.15: Railsgoat ® CWE,CAPEC,SC,RC 7' 7 7 &/~
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4.6 BErOtX 2V T 47 ATk L DKL
4.6.1 i Web 7 7)) r— a v

Wass M O EEE O, MEsgERME Y — L DFfiO HIN T, #£4.18 12787 Xk 9
2. B 2 fesgtE 2 A A 725 o Web 7 7°V 7 —3 3 ~ (BWA: Broken Web

Application) XA I 1T %

o

# 4.18: FHlifHfeE Web 7 7V r— 3 ~

B G & Eh 5 Hisgik

BadStore.net

moth (2009)

Hacme Bank (2006) 22 NET

Hacme Casino(2006) Rails

WebGoat 23 J2EE or .NET

SiteGenerator 24 .NET

WackoPicko [30] ?° PHP

Vicnum 26 Perl/PHP

DVWA %7 PHP

Gruyere?® Python

bwa cyclone transfers (2012-) Rails MA, XSS, SQL injection,
file upload weakness session management

Rails Goat (2013-) Rails OWASP Top 10

BRARERE, 7L =L =7 THEEINTHED, 7L —247—7 L LT Rails
Z M7 b Dlx, Hacme Casino 2° . bwa cyclone transfers 3° | Rails Goat 3!
D3OTH5b, ZI T, PP Rails Goat % H > T, RailroadMap D EEE T
L. 20D X 2) T4 T A - =)L L DR ERET I,

4.6.2 RailsGoatZH w7t X254 57 A Y —)LDHIK

4.6.2.1 RailsGoat IZ & 1 5 lfaggk

RailsGoat 133 4.19 T/~ 9 OWASP Top 10 D51t % & . Broken Web
Application(BWA) TH 5, AR DMaggtEDFEfIL, 4.6.2.4 EiOFEAMGFE LD £ &

BT3B,

29http://www.mcafee.com/us/downloads/free-tools/hacme-casino.aspx
3%https://github.com/fridaygoldsmith/bwa_cyclone_transfers
31https://www.owasp.org/index.php/OWASP_Rails_Goat_Project
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7 4.19: RailroadMap DA FHERE v — Ny 7

Al INJECTION

A2 BROKEN AUTH
A3 XSS

A4 INSECURE DOR
A5 MISCONFIG
A6 EXPOSURE

A7 ACCESS

A8 CSRF

A9 COMPONENTS
Al10 REDIRECTS
EXTRAS

4.6.2.2 ¥ 2T 4T ALY — LD

HEICHW 2 Y —) )L OEEICH 72> T, Rails BHFREDIFIHL LTV D % i#
ELT, 4201220 —E%RT,

# 4.20: RailroadMap DA HEE L n—F<v 7/

v — 4 5 A7 FH (74 R)
bundler-audit | &7 A + et

brakeman BT A b fefE
codesake-dawn | &ffY7 A b fEfE

W3AF Mgtk A ¥ v | #EME

skipfish Mgtk A ¥ v & | #E{H (Apache 2.0)
ZAF Mgt A ¥ v+ | #EH

railroadmap REFIE fHEE (MIT)

Rails [[]{F D —) L, bundler-audit, Brakeman, Codesake-dawn, RailroadMap
IZDWCld RailsGoat DK 7 7 A )L (Gemlfile) 128y 7 — ¥ %3850 T 4UEF
AIREIC 72 %,

gem 'bundler-audit’
gem ’'brakeman’

gem 'codesake-dawn’
gem 'railroadmap’

B W N -

Listing 4.7: Gemfile
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W3AF, skipfish. ZAF IZ#EEFIHTEEZ Web 7 7"V 77— a v FH O faggit A
X¥v+ThH%, BackTrack*?* D k) RXxbL—arvy7 XA MEHOS ZH»
. EEICHATRETH %, S EliZ, RailroadMap % 5 fillf#l L CHAFEEREE | ©5E

T3 27012, BXEBEICZNDY—LE2 AL VA =)L LTHHL 7,

$ sudo apt-get install libpcre3 libpcre3-dev

$ sudo apt-get install libidnll-dev

$ wget https://skipfish.googlecode.com/files/skipfish-2.10b.tgz
$ tar -zxvf skipfish-2.10b.tgz

$ cd skipfish-2.10b

$ make

U WN -

Listing 4.8: Skipfish @& A (Ubuntu 12.4)

W3AF

+

sudo apt-get install nltk SOAPpy 1libxml2 pysvn scapy
sudo apt-get install graphviz

A

apt-get install git build-essential

git clone https://github.com/andresriancho/w3af.git

apt-get install python2.7-dev python-setuptools python-pip

pip install PyGithub GitPython pybloomfiltermmap esmre nltk pdfminer futures scapy-real
guess-language cluster msgpack-python python-ntlm

NO U WN -

S A A

9 | $ pip install -e git+git://github.com/ramen/phply.git#egg=phply
10
11 | $ apt-get install graphviz python-gtksourceview?2
12 | $ pip install xdot
13
14 | $ ./w3af_gui
15
16 | or
17
18 | $ ./w3af_console

Listing 4.9: W3AF @& A (Ubuntu 12.4)

$ sudo update-alternatives --config java

$ wget http://zaproxy.googlecode.com/files/ZAP_2.1.0_Linux.tar.gz
$ tar -xzvf ZAP_2.1.0_Linux.tar.gz

$ sudo cp -Ra ZAP_2.1.0 /opt/zaproxy

B WN =

Listing 4.10: ZAP @& A (Ubuntu 12.4)

4.6.2.3 RailroadMap (Z & 378 — L O FEITEH

Aal, AT A by — )V O & FEhi T % 12 72> T, RailroadMap % T,
LSRG T A LY — L 2EBL T3, FrHCHEssr: 2 x v F 2 e -8
T A FDFETICE, RAERONEPBLETH 5720, X 2V 7 4 EREHUE
L T\ % RailroadMap %z H\ T, FEITRE 7 7 4 VOHEfP, EiTA 7> a v
52179, FATREIC OV TIE, FTHEZ B L 727-©, Railsgoat I i 7%

32http://www.backtrack-linux.org/
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BOEIC T2 EBFOD RO, WELLT A bORMDIEL 55, 5.
BERF 22— 7T 52 L OREITE BTSN T 3 WHEKED H 2,

4.6.2.4 Y — L DFEfTHER

LIRS, R ONesstEic oW T Z2 o e ARz £ £ 0 5,

A1 INJECTION Railsgoat IZ!3 SQL Injection & Command Injection O fffz55
PHEDBHSAEFN T 5, Brakeman., RailroadMap (&85 D g5 % #H©
&7,

A2 BROKEN AUTH Railsgoat TIFMHORGREZ EEE L TE D, BAFICHT 5
3 DO DMfEgg I H EE T IAAEF N TS, ST A LY — LTk
*ﬁﬂj‘(%&ﬁ)’) 71:..0

A3 XSS XFINH =94 RBEAD T 7 7 %572 % “html safe” 12L& D 71 A4 A
F 270 7 T4 v T olfeggtEs M 41T\ 5, RailroadMap 1 “html safe”
¥ o) T EREomESbaey FE LTI 20, Z OGNS S
23T 5,

A4 INSECURE DOR Direct Object Reference (DOR. [Ef#ZHH) &ML 5 D
Megg i 23MA FN T %, RailroadMap (& 2 DFH L 7228, —2 13 Bl
TH-o7z,

A5 MISCONFIG i%E 7 74 W 2 &> 72 7 7 TiEMPMIA E LT\ 5, Rail-
roadMap IFFXEDREIZIZA T A PY AP THIGLTED, 2D 220D
EI AR L 72,

A6 EXPOSURE 5LV L b 2 lib w27 —FoEE, 77430 —
m%?%%ﬁw?ﬁm;6%?@20ﬁﬁﬁinfw%o%%K%Lf@
RailroadMap (I HFEDOREKRE L VW) 2 L TEHEZHKL TS

A7 ACCESS Railsgoat I3 HFEHED 7 7 & 2§l 2 FlVTwE H ., ZDAME, 2
T2V T H, RailroadMap (M HFEEOZGEERE L W) 2 &L TEHZH
L‘(b)%o

A8 CSRF Cross Site Request Forgery (CSRF) D fiig51%, Rails D¥5é13 “pro-
tect_from forgery” 2~ v FZEUNICHHEH T 5005036 %, Application-
Controller TOM-UIH L DA HER T IULR VDT, T A FTORK
MBS TH Y. Brakeman, RailroadMap IFMH L T %, 857 2 b T
b, F—27 v %LEFL T\ % Hidden Field OHEGR & B 1E CHRATD T RETH
h. skipfish, W3AF 23 L 7z,
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A9 COMPONENTS Jfigitknd 2D a v R—2 > b (22) Offifl, bundle-
audit, codesake-dawn I& 3 X T, brakeman l—2 DAL 72,

A10 REDIRECTS 1 —¥—ANDT =% ZWaEa LICHWZY YA L 7 Dl
591, RailroadMap I3fH,

EXTRAS Mass Assignment Mass Assignment 3 Rails [HH O ffiggth:TdH 5,
ZiUE, FHNT A P TEZGIHEAITE 5, BIINT A FTHNERE TV OMER
(VY =ZADRIASNT025E6%) BHIUSES ICHERTRETH 5, 772 L.
—MRDWEIINER F v T TRNED T —F TN 2HN S 8\ 78 Z DRRANSHE
L \», Brakeman 23],

EXTRAS Constantize /MHEAI 58 ZERT B3I, AIELR7 7 A VT 7%
AZ%FLTCLEIME, WKE L TRAIEDKIER, 74 LY —%21T9,
BT 28540, param[:name] @ X 9 ZANBA T 2 EEFH L T 2 @#Hir
ZRHILIERT 5, 2 — FL Ea—CRHER WAL, BT 2 gt &
A 7TZBEL, TAMN —AZ2AR, FEBEOZEEIHEI L W ERT 5,
Brakeman 2351

DLEoFHiifE R 2 £ 421 ICF L0 5,

3+ 4.21: £ —)LIZ X % Railsgoat Dt ¥ 2V 7 4 7 A M ER

| Tool | A1 A2 A3 | A4 | A5 | A6 | A7 | A8 | A9 [ Al0 | EX
bundle-audit - - - - - - - - 122 - -
Brakeman 2/2 0/N 1/1 1 1/2 2/2
Codesake-dawn 2/2

skipfish 1/1

W3AF 11

ZAP

Railroadmap 2/2 9/N | 2/N | 2/2|1/2|1/1|1/1| - | 1)1
4.6.3 FL®

P Eo g6 R T %24 L 72 RailroadMap 2358k% 7 ifiggtd: (2 sG] Bg
ThrHEVP b7, 7272, Rails AT OFEEGEY — LV OMREIZFA L L TE D,
R b S BE EL T EBbNns,
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4.7 FL&&

Db, 43 TlE, R T % Rails A7 DY —)L, RailroadMap & L TFHEET 3
Z LT, REOFEHEEMARELL 72, £/, RETHEOTTEMKETHZ, XY
TAERICH EDWeF 1) T4 BEEOEMYBGEE B 2. 3). X2V T4 T A
FANL Y P OFHI (FEEE 4). & X 2V T 1 Flk & 5225 & O RE (BHE 5) 1I2DW T,
BRABET 7)) r—>avian L GEHFERZ EZML 72, Ay —)id, MIT 74 &
Y AD Y & T Github TABH (https://github. com/munetoh/railroadmap) L
TED, #THOHBICHHET 2 Z L2'ARETH 5,

RDETIE, ZDOEDERHHFRZICIC, METIEII OV TZOEREZFHET 5,
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E5HE RO & FEi

AREETIE, 2.6 Hi T L7230, IRETHICT X DR S T 5 2 HER
T 5, ¥/, BEZE. BEFEEe X2 ) 74 T AN FEEERIZOWTEF LD S, K
BT, F IR ELEHEICOWTEH L . 2O FHEICOWLTERT 5,

18

5.1 HUED

CITIE26HiTRLI4DDFEZNZ UKL T, RET ORI IGHEZ
A3 %,

5.1.1 #HE1: X 2V 71 EROER &R

410 TRL7LIIC, L DRails ChFE SN SV r—>a v T, TV
A OFEEICFIER O, TNSDT7 Y —2 avyDWE», 7a
Fravl Db DTIERWE LTH, FIRD Rails D 7 7 & A il fHll 0 5224
HETlE, Rails ® HEja — FARD 7 7 & 2l e 3, HEiERK a2 — Fic
X UTHIFE I K 2EBIEDT 7 2 AHIHIOFEEIT TN LE 2> T 5, Z DGR,
B DL I 2D, 7 7 AFH O FLEETOEsgEDFEDRE L 72> T 5,
7. ZORTEICRT 23RN N ITED Lo T,

COHEITHT A IRETIHOMP T EZ, Y=L OHick 5, BFKEZICX 2
X2V T4 ERODERLERTOMEE A FDIIRTDH 5, BIFEH DIEERNIC T 1R
LTwbeXa) 748 REZCENMNTEIET, eF 2V T48RICkSEF2
TAFEEDF 2y VAR S, W, X 2 T FEEICKS, XY T4
FRDOF 2y 7B ARETH B, ZUE, IREFHETIE, FAREERED LT 2 T4
giske, Ea— oIt d ) 74 EREZWIL TR 7-0TH 5,
DFN, FFEERT SV = arobeXa) T4 BERELEL LWGAICIE, &
WNZEHEa—F ECEHEZBBLTH, X 2) 74 BRERZOEH CEE 2
HBLTH, KIS Z I3 LT, BMLAEX2) 74 ERDE
HEHWT 5,

421fE, 4.62ffiC, BEFOY L7 7SV r—vavic LT, ¥ aY
T4 BRERR AR 72, BURDFEHETIZ, MVC @ Model L RV TKAE %R
DV —%ERL., HINDH 257122\ TlE, Controller ¥ View DR Y ¥ —%
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L TWS, 29 LR Q B ifirid, RIS TH 5, 2R
Devise 7t ED TN PRIEE Y 2 — L2 Hw 2 841X. Y — VHlcHRi {’FEE

TR T DR Y > — 2 FRF IR TE 2, ZDHA, FFHA X Model LR
wT®$U/—ﬁa® RETTITHD, ZORY P —EBDPHAEZEDOREREA
HIZIE 2 5 %0,

422 fiTIE, X2V T4 REED—HE T L7cWeb 7 77 7 — a VICEHE
ZEMTHED, £X 22U 74 BROEHE, X2 T4 FHEDBNMEZ., K
RFEZHCS 2 ETRMHNISED 2 Z LB TEL 2 LN LT, AFRITLD,
BFEE I3, WIHOBE T3 X 2 T4 RAEIEBES T I, 77V r—>a v
PEREAHICIENTH 2 LR TE S, BEVE T LR ammiz, 2EIHES
LX) T A BEROEHEHZEML, HEIZY—LDERHM->T EE2EBLET
2IET), LB X 2 T 4 BEEDORLEZ BRI HED TWITIETR W\,

BIFEEMER L 72X 2 T4 ERIZ, a—FE—BIILEAY PVIREL T
EHEZEMT 2 L0, HEa—FLE-HLALETORFLIHETH %,

5.1.2 F#EH2: 7 A MKBEIFAFICAE L MEN G X 2 ) T4 T
A b

OB T A RETIEOMBITEIZ, 7 A MBI ICHAAALL £ X 2
VT4 TAFDEX 2V T4 TAMANLyPOEHIITCH S, 777Ky 7 A
N X a2V T4 T7AMO7 78 —F THENLZEX 2 74 7T A 2EMT 5
E. REDTAMN T —ABREER L, LarLads, EFETER, 77 75—
PavpFEEa—rFhs, ZORLZEBEVEETNMMET SO, AL PRy 7R
MNirteX2) T4 T7ALO7 70 —F AR THL, LX) T4 IR TIHE
Wa— FDYHT% SINK & LT, SINKANDT A FDEHEZLF 2 T4 T A
NLyPELTCEHMTAEZET, X2 VT A TAMNF —AZRBEICHETE 3
kot £, X2V T BRI avr FeeX o) 74 gz HE
Wi sa<vr P, SCE, ZOMMICHSEDGEMDH 5 2~ P, RCICHTET
%, ZDREH, SCIZDWTIE, ¥ 2V 7« BRER & HGEEIC X % ELE O
AL EHAGDLE DL ET, BT A M X ZIR2EBOLOMERIZ. SC DEERER T
DI & T 5 HIPARE & 7o 7,

4.4 fificlX, Rails Z 72 KB Web 7 7°Y -7 —3 3 », Foreman IZ%f L
C. Foreman DEEFED T AT —ADEL X 2V T4 T AMANLy POEHAIE
BEEICOWTHEE 21> 7, 77 AfillfIFEED 7 A MICBIL T, "WEETT
A RANLy POMRADARETH D, 77 AfllfHllT—7 Vv 25uic, £¥ 2 74
T AMDEEDARETH 5, —FH. RC D SINK ZANL v PIZOWTIE, Rails D
TA ALy PEHIIY —)VTH %, SimpleCov 23 View 7 ¥ 7L — F DAL vy
PEHINTHIE L 2wz, RENR DD L ko7,
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4 3ffiTlx, 7 A M —ADHBEAR DI %1757, Cucumber % H\>7 UAT
L)L DT A b iR T, 77«%%@&8@&#10%4%%®%1bﬁﬁ@éﬁ
AEETH 5, 7277L, Rails DT A 7L —247—7Zix, Cucumber DAtLIZ
RSpec %, Foreman CTH\» 54T\ 7 Rails HEADT A+ 7L —4 7 — 7&&%&%
OPDBEIREDH %5, 77 A MDOFEEEDL, Web 7 7)) r — a v OBXE
VR 270, V= NVIZXZHET A M r— AR ZINHNICELET 25
DEELV, EOHEEZHVISEDL, 7 A M — 205 A I R 7 72
O, X2V 74T ALDOANNLy PEHIZICIC, T A — A ZBFEE R
TEHLHEPHEL T3 EAbEVEEIONDS, ZOEAIE, TAMHRERS
W%ﬁ@@m&k%10¢4rzFk&%&%ﬂ&—/®@mﬁ$%1%%o:
U OO TIERE DR T 5,

ZDXHIZ, BN X 2V T4 T AN EEINREX2Y T A TAMEETIL
ZRALTHMAEL TS Z LICATIEOREDH 5, 7 A FDHEEARTTENE, #HIT
A b CHEFEMEZ WECR L, BT R b CHBEOZRE 2R T 5, £/, BT A
FDDDXF 2T 4T AMEBIZIERD 2 O0HWNDH 5, —DIFFEEL T
Wt X 2T 4 BEEDEBRICEI DT A MR, ) O EDIFENT A FT
B I NZMEOBN T A Mk 2HEZRETH 5,

5.1.2.1 tF¥2) 57 4EDT R b

AFECI, MEEOHERIZLX 2V T4 BEEOREDORMEE LT, N7 A
FCHERRT S (4148, ZOMRIZ. SGionteF ) T4 ERADLF 2
VT 4 BEOBEEDOHERTH 5,

TV = a vy 2RI 0K, T RXTaxy Mgk 4 77V
TIn<Tws, 77V 5r—varvdziidsex ) 74 igd, a~v v PO
Tawy PRI A4 77V IcERINTW S, BBEGE OB, 77 75—
avifallcEroaw sy FefioTnwaohrzfidl, fHlcsotFa) 7412
BT 2a<y FIZOoWTT A M —AZ AT % (4.1.5 i),

BEDIETIX, 77 2 AGEORMEZ FiIck->TED, £4.4 THHEL -5
Mot s, 207 AN r—ADERBARETH S, EEOT7 7V r—ravik
FH\ 725 % 4.3.2 fii (Hacketyhack) & 4.4 fffi (Foreman) T35 L. Hah: % i
L7,

5.1.2.2 & ¥ a2V 7 1 EHOMER

REFERXY =Tk, 772 AHBEIBADL X 20 57 4 ORTEIZH RS L
TWw3, B, BIFEZICL 2 7L —2 7 —21#tDXr ¥ 2V 7 1 BERE D MRS
HMEHDEL X 2V T A BEBOEBZENOMINCERZ B W, o, KV —LZd
ELTC, A RMEEDE X 2 74 7 A b - =)Lt O RO,
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RBEFEOYV—LEED, 2IH LX) T4 57 A Y —)Licid— I HEE
: (False-positive) DD H 5, AV —LTH, HIZIXTREA VT4 A= 3
Y7 u—@iTIETETCES T, b LLETIIEELE L CLEA—- LT3, Z
) LI BENEBRICRIED H 255D L R— 2 0h, BHLTEWLLR—F
O DOHWHICEIN T A b Z W, BEOT7 7)) r— a v OIRSE 0 5 Bk
P ED 2 I 5, 4328 TIE, WNRT 7Y r— a iz, Masgttzt
A Z LT, ZOBRBOE IO WTHER 1T o T2,

REY — VABREBADONTEDH 28y r =D F =2y Z71ZF—F LA w
D, 2T OWTUE, By — LV EEBEL T, Sy =Y olfisgtk 2 iETE
X912 T3 (4.1.7i), FIHL T8y r = ICHiggtE B Bod - 785
By BARIBFE2CHEY Ny F =Y 2RI ICHEHFT T 20 E B3 H 5, L L, HH
X D BEBE R EDRE C 2 AR EDRDH D, T CIIBRIBTE R\ — A0
£33, 29 LA, 8y r =P O EDEBRICHIE & 7 2 0 R
B 2 M X DRREET 2 88E8 12, FEAMEIEFICE V., AY — L TIERMIET
HBD, SEAIGL 7 WEEEED—D>TH B,

5.1.3 #HE3: X U T4 BT AEROEE

COBEICN T 2 IRETEOMBITIEIZ, X 2 T4 BEROER, a~ v il
FIF7A4 7T IVICEB 7L —L T =7 DX 2 7 4 HEBEDHR(L.. CWE DJfisy
TG E CAPEC DT % v 787 — G & 924, L DOHBED 3 DDFETH %,

X2V T4 BERDERIZT SV r—v a viRF—LHTORF 2 74 12B
THEROIGERS, —J, a~=Y FRILIA4 77V OEfHEIZ 7L — L7 —
7 2R 3R ESETOEF 2V F 4 ICBIT A RO E % 5,

X2 TAMGEE T OVOER®, X2V 74 RLICE T2 a<w v FORUT
414 1R T X H I, ZOIIBENTH > %, Foreman & ) IZEMZ 7 7Y
r—2arvDBTHEA13DRT L IICSCRCICHEHI NS a< v FOKIZE
EWNTHoTz, L7z oT, X274 DT % a~y Fohhih & 485FI%, BT
Ficbtpiciigch s tEZoNS, £/, a~vry FMgbko4 77V % v —
LD—BELTHRFT B ET, 7L —27— 7 OEMERN 2R ZFHT 2R D
. Bl o7 7)) r—va VR EORHIZA A WES A5, av Y FD CWE,
CAPEC DZJHIZOW T, 458 CoFERHI &, IR LEEThs I L
Bhhrot,

5.1.4 HE4: Zlb~oxtIn

COFEICH T AIRETHEOMPTER, HEL 26 3DFREKED Y — LT
Hb, X2V TARAEEZT A NY 7 b 2T TEHT 3254812, &b
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HEALELEZLX 2V 7 4 ICBD 384 BB~ DBE LG TH B, BHFE
/% RailroadMap ZFH\2 23 Z £ C, X2V T4 BT 24 fEHRE A N v 7
AZADWGTHHT 22 ENTE B,

R, 77V =y a vEARICEET 28 LE, BAFRT 7V r—v a v R
Zi, 7V =207 =7 DRMHETIEEOEN, X2V T 4 AFEDOE., D3O
WL, ZRFNUCTOVTIREF R EOBRZ Z LD 5,

5.1.4.1 BIR7 7V 75— a v OERZEL

TEXYANY 7P 2 THFETIIHEICER, 2FhMELINEY 7T
T OBEEDZNLL T, Web 7 7V 7 —> avrThiud, HilwrF—FEFTL
P, R=VEBEMI NS, 29 LT~ X 2V 7 4 ZROBMD
FIRFICAEIC 7 5, 7, BEREDHIBRSI NG EICE, B4 T3k 748
KOHIFRD FIRFICAEIC 22 5, IRETIE T, BEBEROZEHIME I X2 74
BOROEHDGAE, 4228 T LI 1C, FIBEBEEROLHICHE- T,
EEx2ED D, ZDH, FEEEPKT LAKRRT, V=X 2EE2 A L
RS, X2V T4 BEEEOFEEL X ) F 4 EROBIEFERED T WL
FIEZREL TS, TOFTEDAY y MiE, 1.2MficHlE L TRL 7, FEHa—
N EotA &L 7 X 2 7 4 BB OBLEZ . GHEY 2> BRI ]
HORCEDSND I ETH B,

—7Ji. RBAC I X 27 7 AfilfillZ EiE L T 25EI121E, #Filzke— o8
e, 772 AHIHY) 2 FOHEROREL 2 D MBI 25608 H 5, Z0
Bl FT X2V TAEREZEHL, 20%, V- X BBEEROFH L 203
5. ¥ 2V 7 4 BRI DOBIE 2 BB MICHEET 5,

ELoDHAED, VoIl L3EERR R, HitheX oV T ERkoL
Ea—05E 7 LR T, BHB%ET LD,

SHBHFE L2y =ik, 20Dt ¥ 2) 5747 &2 by —)L EFEBRIC, RIERE
s 27200 CHhs, ZOMBEIIIKHELRSLE 2 —Pa— FPERD
BIEEEIX, BREOEMLE LT3,

ZDXIIT, AT, AR TV r—v a v ADEROELE, ZDXF 2
TANDWELRZ, BHEELBE TSI LT, HEREDFX 2 7 ¢ BEEFE
EHLREFZRDAMAERL T\ 5,

5.1.4.2 7L —2A7— 7 Ot 2 HRE 0 21l

—iz, 7LV =27 =72k TIE, 7V—207 =7 BEROEA~DX
GBI %, 7L — LT — 2B 0ICiE, SR BICE 2 F 2V T4 Ty
7T =, NTBEIEHE) 7y 7T — b BBBEOEHEZE) XA e —T v T — b
(EX 2V TABBOEEZEL) R EBH D, 29 LEEHEICHE- T, BFRER
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Bex B HEEZ2EET 20 ENH B, THUE 7L —L T =7 DAREST, 77
V27— avPRIHL T8y 7 =22 onTHYTiEE 3,
REFETIE, 77V 75— avdPMRET 7L =07 =7 NH Ay r—
DRI L A FIA4 T77VDITELED TS, LEB>T, 7L—
LT =Ny =P MITAE L LRI, a2y FI74 77 DBIETHIE
THHEND 5,

5.1.4.3 & ¥ 2 7 1 JEROZEAL MBS D Z210)

iU, BFT AT 7V =2 a VIKET 503, Bl IXER PRI OZE
ERT ) =2 a vy OEKROEEICOBRREr —APRETE S, BEREL
TW3 7L —L7—=7Tlk, 9 LS LR E 2D #9 fEAHA IZ R
TE T\, il Z 11X, HIPPA X PCI-DSS “DJESFOMEERERTE 5 Lk Hic 7L —
L= %IRRT 52 8, SBRBETT 20823 H 5, ZUd, HIFHEFERN XA
VDX 2T AMFEERAIDLHIICTEIEEERT S,

b —DE, FhKBEFLEANONIETH S, ZIUIHTHE DBART 228, 2
2V RIAT77VDOHEHE, K — IV TORIGTHUTETH S EEZ D,

5.1.4.4 7 — )L HEDOREF

AKY =)L Ruby D7 7V — arD—2ThHH, NITDBEIER, FHtkEDE
oMz 3B & 72 %, FEBRIZ, B4 7% Rails 7 7V 77— a vIZOWLWTARY —)L
D 2 KA 72D, Pl EER I AN ADRIEBHIEE ), a— FOBIER
BEEEEM DT & 7225 72, Ruby 13864 2t S AIEETH 5, T HTHOBERE < v
=YD ENTOAREAICIE, 2Oy = I TES L HIc, Ay —
VDIBIEDSLEE L 75 BA %  F4E L 72, Ruby ORI OWTIE, RAIGORE
XBHoTGHITRB I T L THEL T2, 2—F26DtFx 1) 7 4 Mk
ETNEBIZOWTH, BRIEDGRODL L EWEHIIZ I —2HET 5,

Z 9 L7 oREZ M IC O 72> THR— T 50, FFKED AW CHIIET
5> OHIWHIEE L v, FERIICIE, RY =)V DFEEEDHK 2 7210 il &k 5B
THENDOMENOWNIGZED TR Z eI Lz, XY —LEHEL 7?7 YA LY 7
P = 7RFISHIE L, T A MRENCREREIRIE 2 D T 5,
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5.2 [

5.2.1 BEME & O g

KR4 72 BEAIEZE DS, AL LB 2, Z2OH T, Web 7 7’V 75— a v DE
TV EETIVIEREIEIFR. ¥ 2744 bRy —, Web 7 7V 7 —3> a v
DEX2VTA4TAFD3IDCOWTHEEMNR L DERIZOWVWTELED S,

5.2.1.1 Web 77U —>avDEFY V7 EE®T )VEEIBF

Web 7 7V 7=y arvoe57Y v 7B L Tk, Andrew 523Web 7 7°V /r —
PavDY—Aa—FhroREEZEFTLZERL TT A N 2EMT 2 Tk
KL TW3[121[13], ZORETIE, FEDO/NIWIRETWeb 7 7V 57— a v
ZRBL, Ml T A M2HET 2720, Web 7 7V 77— a v ORBIBLHIKE
%5l ETULZIUNMLTRELS RS, JHUIKR LT, REFLEOHIMH 7 v —
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BDD Behavior-driven development

BSIMM The Building Security In Maturity Model

CC Common Criteria (ISO/IEC15408)

CGI Common Gateway Interface

CoC Convention over Configuration

CSRF Cross site request forgeries

CAPEC Common Attack Pattern Enumeration and Classification
CVE Common Vulnerabilities and Exposures

CWE Common Weakness Enumeration

DRY Don’t Repeat Yourself

DSL Domain specific language

EJB Enterprise JavaBeans

ERB Embedded Ruby (eRuby)

FISMA Federal Information Security Modernization Act
MAST Model-assisted security testing

MBST Model-based security testing

MDD Model-driven development

MVC Model-View-Contoller

NIST National Institute of Standards and Technology (US)

OCL Object Constraint Language
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SAMM Software Assurance Maturity Model

SC Security Command

PCI-DSS Payment Card Industry Data Security Standard
PEP Policy Enforcement Point

PDP Policy Decision Point

PHP Hypertext Preprocessor

PP Protection Profile (ISO/IEC15408)

RBAC Role-based access control

RC Risky Command

RDBMS Relational database management system
SCAP Security Content Automation Protocol
SDLC Software development life cycle

ST Security Target (ISO/IEC15408)

TDD Test-driven development

UAT User acceptance testing

URL Uniform Resource Locator

XP eXtreme Programming

XSS Cross-site scripting
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Refereed papers published in journals or books (first author)

* Seiji Munetoh and Nobukazu Yoshioka. Method using command
abstraction library for iterative testing security of web applica-
tions.Int. J. Secur. Softw. Eng., 6(3) 26-49, July 2015.

Refereed papers published in journals or books (co-author)

o i EH, RALR R, FlkE iR, X2 74V 7 F 7 =7 LD
ZEEn, 2 a2 —%Y 7 7 =7 Vol.28,No.3 pp.43-60, (2011)

Refereed papers published in international conference proceedings (first
author)

* Seiji Munetoh and Nobukazu Yoshioka, RAILROADMAP: An Ag-
ile Security Testing Framework for Web-application Development,
2013 IEEE Sixth International Conference on Software Testing,
Verification and Validation (ICST), March 2013, pp. 491 - 492
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* Seiji Munetoh and Nobukazu Yoshioka, Model-Assisted Access Con-
trol Implementation for Code-centric Ruby-on-Rails Web Applica-
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F $2A  BSIMM D44

# A.1: BSIMMVODO+t ¥ o

VF A BREETFEE Ty ALY 7 b7 2 7RAF L

DEEM: (GOVERNANCE: STRATEGY AND METRICS)

Objective Activity Level
SM1.1 | make the plan explicit publish process (roles, responsibilities, plan), | 1 B8 FIL IR A
evolve as necessary
SM1.2 | build support throughout create evangelism role and perform 1 B FILIE AT
organization internal marketing
SM1.3 | secure executive buy-in educate executives 1 BHFEF IR A
SM1.4 | establish SSDL gates identify gate locations, gather 1 G (T meR)
(but do not enforce) necessary artifacts
SM1.6 | make clear who's require security sign-off 1 B FIEIER AT
taking the risk
SM2.1 | foster transparency publish data about software 2 B F IR AT
(or competition) security internally
SM2.2 | change behavior enforce gates with measurements 2 WS (T R)
and track exceptions
SM2.3 | create broad base of support | create or grow a satellite 2 BAF FRIER G
SM2.5 | define success identify metrics and use them 2 B FIEIER A
to drive budgets
SM3.1 | know where all apps use an internal tracking application 3 BHFE F IR AT
in your inventory stand with portfolio view
SM3.2 | create external support run an external marketing program 3 B TR
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# A2: BSIMMV DOt X 2 ) TARAEFEETS Y ALY 7 b 2 TR E
DEL Y (GOVERNANCE: COMPLIANCE AND POLICY)

Objective Activity Level
CP1.1 | understand compliance drivers unify regulatory pressures 1 B FIEIER AR
(FFIEC, GLBA, OCC, PCI, SOX, HIPAA)
CP1.2 | promote privacy identify PII obligations 1 FAYE T LI
CP1.3 | meet regulatory needs or customer create policy 1 BAZE FEIERAE
demand with a unified approach
CP2.1 | promote privacy identify PII data inventory 2 B 78 Tk e A
CP2.2 | ensure accountability for software risk | require security sign-off for 2 BHFE FILIEMR AT
compliance-related risk
CP2.3 | align practices with compliance implement and track controls 2 B FRIER A
for compliance
CP2.4 | ensure vendors don’t paper all vendor contracts 2 BHZE FEIERAE
screw up compliance with software security SLAs
CP2.5 | gain executive buy-in promote executive awareness of 2 BH 78 FIL IR A
compliance and privacy obligations
CP3.1 | demonstrate compliance story create regulator eye-candy 3 BAYE T IR
CP3.2 | manage third-party vendors impose policy on vendors 3 FAYE T B IR
CP3.3 | keep policy aligned with reality drive feedback from SSDL data 3 BZE FEIERAE
back to policy (T: strategy/metrics)

#F A3: BSIMMVODOEX a2 74 RAEFEE TS XY ALY 7 b = ThFE &
DEAME (GOVERNANCE: TRAINING)

Objective Activity Level

T1.1 | promote culture of security provide awareness training 1 B F IR AR
throughout the organization

T1.5 | build capabilities beyond deliver role-specific advanced curriculum | 1 B FRIERAE
awareness (tools, technology stacks, bug parade)

T1.6 | see yourself in the problem create and use material specific 1 o, BEL

to company history

T1.7 | reduce impact on training targets deliver on-demand individual training 1 BHFEFILIEMR AT
and build delivery staff

T2.5 | educate/strengthen social network enhance satellite through training 2 BAYE TR

T2.6 | ensure new hires enhance culture include security resources in onboarding | 2 FAYE T IE IR

T2.7 | create social network tied into dev identify satellite through training 2 BHZE FIEIERAE

T3.1 | align security culture reward progression through curriculum | 3 BH 78 FakIEMK A
with career path (certification or HR)

T3.2 | spread security culture to providers provide training for vendors 3 B F IR ATE

or outsource workers

T3.3 | market security culture as differentiator | host external software security events 3 FAYE T IR A

T3.4 | keep staff up-to-date require annual refresher 3 BHZE FEIERAE
and address turnover

T3.5 | act as informal resource to leverage establish SSG office hours 3 IRty
teachable moments
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#£ A4: BSIMMV Ot F a2 ) T A BREEFEE TSy ALY 7 b7 =2 7HAFE

DEAE (INTELLIGENCE: ATTACK MODELS)

Objective Activity Level
AM1.1 | understand attack basics build and maintain a top N 1 BHFs FILIEMK A
possible attacks list
AM1.2 | prioritize applications by create data classification 1 A CGEAD)
data consumed/manipulated scheme and inventory
AM1.3 | understand the "who" of attacks identify potential attackers 1 S CED)
AM1.4 | understand the organization’s history | collect and publish attack stories 1 S CLE)
AM1.5 | stay current on attack/vulnerability | gather attack intelligence 1 S (HME)
environment
AM1.6 | communicate attacker perspective build an internal forum to discuss 1 BAFE F IR AT
attacks (T: standards/req) (G55
AM2.1 | provide resources for security testing | build attack patterns and abuse cases | 2 ElR Se
and AA tied to potential attackers CCEf, B
AM2.2 | understand technology-driven create technology-specific 2 B FIEIER A
attacks attack patterns
AM3.1 | get ahead of the attack curve have a science team that develops 3 ety
new attack methods (REMIHE)
AM3.2 | arm testers and auditors create and use automation to do what | 3 B (M)
the attackers will do H@hk

# A.5: BSIMMV DX ¥ 1)) 5 4 {#

HFFEETIYANLY 7 b 2 TRFEE

DEE M (INTELLIGENCE: SECURITY FEATURES AND DESIGN)

Objective Activity Level
SFD1.1 | create proactive security guidance | build and publish security features | 1 A CGHIL)
around security features
SFD1.2 | inject security thinking into engage SSG with architecture 1 ElR S5y
architecture group
SFD2.1 | create proactive security design build secure-by-design middleware | 2 BHFE F IR
based on technology stacks frameworks and common libraries #“e
(T: code review)
SFD2.2 | address the need for new create SSG capability to solve 2 IS
architecture difficult design problems
SFD3.1 | formalize consensus on design form review board or central 3 IR (FHAR)
committee to approve and maintain
secure design patterns
SFD3.2 | promote design efficiency require use of approved security 3 BT TR IR A
features and frameworks (T: AA)
SFD3.3 | practice reuse find and publish mature design 3 ety CCEAL)
patterns from the organization
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#F A.6: BSIMMV DOt X 2 TARIEFEETS Y ALY 7 b = THFEE
DEAVE INTELLIGENCE: STANDARDS AND REQUIREMENTS)

Objective Activity Level
SR1.1 | meet demand for security create security standards 1 BHFE F IR A
features (T: sec features/design)
SR1.2 | ensure that everybody knows where | create security portal 1 B IR IR AT
to get latest and greatest (H#1k)
SR1.3 | compliance strategy translate compliance constraints 1 e T IR AT
to requirements
SR1.4 | tell people what to look for use secure coding standards 1 ®E
in code review
SR2.2 | formalize standards process create a standards review board 2 JEHE A (RHAR)
SR2.3 | reduce SSG workload create standards for technology stacks | 2 B FIR IR AT
SR2.4 | manage open source risk identify open source 2 BHF F B IR AR
SR2.5 | gain buy-in from legal department | create SLA boilerplate 2 e T IR AT
and standardize approach (T: compliance and policy)
SR3.1 | manage open source risk control open source risk 3 BHFE F IR A
SR3.2 | educate third-party vendors communicate standards to vendors 3 BHFE F IR

F£A7: BSIMMV DY X2 74 RAEFFIEE TS Y ANV 7 b =2 ThFE &

DELE (SSDL TOUCHPOINTS: ARCHITECTURE ANALYSIS)

Objective Activity Level
AA1.1 | get started with AA perform security feature review 1 B (HMHRNE)
AA1.2 | demonstrate value of perform design review for 1 B (HMIRNEL)
AA with real data high-risk applications
AA1.3 | build internal capability on have SSG lead review efforts 1 e
security architecture (% =% SSG)
AA1.4 | have a lightweight approach to risk | use a risk questionnaire to 1 ey (HMERLTE)
classification and prioritization rank applications
AA2.1 | model objects define and use AA process 2 HBhk
AA2.2 | promote a common language for standardize architectural descriptions 2 IS (LE1L)
describing architecture (including data flow)
AA2.3 | build capability organization-wide make SSG available as 2 Bl ey
AA resource or mentor
AA3.1 | build capabilities organization-wide | have software architects lead review efforts | 3 ety
AA3.2 | build proactive security drive analysis results into standard 3 JEHEA
architecture architectural patterns
(T: sec features/design)
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# A.8: BSIMMV DOt X a2V TARIEFEETS YA LY 7 b = THIFEE
DEAME (SSDL TOUCHPOINTS: CODE REVIEW)

Objective Activity Level

CR1.1 | know which bugs matter to you create top N bugs list (real data preferred) 1 B TR R G

(T: training)

CR1.2 | review high-risk applications have SSG perform ad hoc review 1 e
opportunistically (% =4 SSG)

CR1.4 | drive efficiency/consistency use automated tools along with manual review 1 EE(4
with automation

CR1.5 | find bugs earlier make code review mandatory for all projects 1 BHYE T IRAR A

CR1.6 | know which bugs matter use centralized reporting to close the knowledge | 2 HBhft
(for training) loop and drive training (T: strategy/metrics)

CR2.2 | drive behavior objectively enforce coding standards 2 BH

CR2.5 | make most efficient use of tools assign tool mentors 2 #®a

CR2.6 | drive efficiency/reduce false positives | use automated tools with tailored rules 2 B4 (HEML)

CR3.2 | combine assessment techniques build a factory 3 BHFEFIRIEMR A

CR3.3 | handle new bug classes in an already | build capability for eradicating 3 #®e
scanned codebase specific bugs from entire codebase

CR3.4 | address insider threat automate malicious code detection 3 B IR
from development

# A.9: BSIMM-V Ot ¥ 2 Y 7 4 {%

DEAE (SSDL TOUCHPOINTS: SECURITY TESTING)

FFEEPS Y ALY 7 P 2 PHFE

Objective Activity Level
ST1.1 | execute adversarial tests beyond functional | ensure QA supports edge/boundary 1 IRty
value condition testing (QADFE =HDYLH
ST1.3 | start security testing in familiar drive tests with security requirements | 1 (GRREELL(4
functional territory and security features
ST2.1 | use encapsulated attacker perspective integrate black box security 2 IRty
tools into the QA process (QADEZFZEDEE)
ST2.4 | facilitate security mindset share security results with QA 2 B F IR AT
ST3.1 | include security testing in regression include security tests in QA automation | 3 SE(4
ST3.2 | teach tools about your code perform fuzz testing customized to 3 H#pfk
application APIs
ST3.3 | probe risk claims directly drive tests with risk analysis results 3 BRYEF IR
ST3.4 | drive testing depth leverage coverage analysis 3 H#ht
ST3.5 | move beyond functional testing begin to build and apply adversarial 3 B FIEIER A

to attacker’s perspective

security tests (abuse cases)

171




#F A.10: BSIMMV DX ¥ o) T4 RGEFEE TS YA NVY 7 b = THlF &
D#&L M (DEPLOYMENT: PENETRATION TESTING)

Objective Activity Level
PT1.1 | demonstrate that your use external penetration testers 1 El2 i aey
organization’s code needs help too | to find problems (QADVHE=FDLE)
PT1.2 | fix what you find to show feed results to the defect management and 1 HEt
real progress mitigation system (T: config/vuln mgmt)
PT1.3 | create internal capability use penetration testing tools internally 1 EE4
PT2.2 | promote deeper analysis provide penentration testers with all 2 IS
available information (T: AA and code review) (QAPE=HDEHH)
PT2.3 | sanity check constantly schedule periodic pen tests for 2 EEI(4
application coverage
PT3.1 | keep up with edge of use external penetration testers to 3 sty
attacker’s perspective perform deep-dive analysis (QADFE=HZDLA)
PT3.2 | automate for efficiency have the SSG customize penetration testing 2 EE/i(4
without losing depth tools and scripts

FA11: BSIMMV DX X 2 ) T4 RIEFEE TS YA NVY 7 b = THlF &
D#EL M (DEPLOYMENT: SOFTWARE ENVIRONMENT)

Objective Activity Level

SE1.1 | watch software use application input monitoring | 1 BHFE IR G

SE1.2 | provide a solid host/network ensure host and network security | 1 BHFE F IR A
foundation for software basics are in place

SE2.2 | guide operations on application needs | publish installation guides 2 BT LI A

SE2.4 | protect apps (or parts of apps) that are | use code signing 2 BT R IR AT
published over trust boundaries

SE3.2 | protect IP and make exploit use code protection 3 BHFF IR
development harder

SE3.3 | watch software use application behavior 3 BHFEF IR A

monitoring and diagnostics
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FA12: BSIMMV DL ¥ 2 T4 RAEFEE TS YA VY 7 b = THIFE &
DAL (DEPLOYMENT: CONFIGURATION MANAGEMENT AND VUL-
NERABILITY MANAGEMENT)

Objective Activity Level
CMVM1.1 | know what to do when create or interface with incident response 1 B FIEIER A
something bad happens
CMVM1.2 | use ops data to change dev behavior | identify software defects found in operations 1 BRZE TR AR
monitoring and feed them back to development
CMVM2.1 | be able to fix apps when they are have emergency codebase response 2 BHZs Tk IR A
under direct attack
CMVM2.2 | use ops data to change dev behavior | track software bugs found during 2 PSR A
ops through the fix process
CMVM2.3 | know where the code is develop an operations 2 B PRI
inventory of applications
CMVM3.1 | learn from operational experience fix all occurrences of software bugs 3 B PRI A
found in operations (T: code review)
CMVMS3.2 | use ops data to change dev behavior | enhance the SSDL to prevent software 3 B F IR A
bugs found in operations
CMVMS3.3 | ensure processes are in place to simulate software crisis 3 B FIRIE R
minimize software incident impact
CMVM3.4 | engage external researchers in operate a bug bounty program 3 e
vulnerability discovery (E=4)
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