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Security analysis of the Bennett 1992 quantum key-distribution protocol

over a realistic channel

In this thesis, we analyze the security of the Bennett 1992 quantum key-distribution
protocol (B92 protocol) over a realistic channel assuming that bit values are encoded in
single photon polarization states.

First, we study the security of the B92 protocol against individual attack. In the
individual attack, eavesdropper (Eve) interacts a qubit emitted by the sender (Alice)
with her probe system followed by a measurement on each probe. To make our analysis
simple, we propose a modified B92 protocol. Using this protocol, Alice and the receiver
(Bob) can estimate Eve's information gain as a function of a few parameters that reflect
the imperfections of devices or Eve's disturbance. We find a counter-intuitive behavior
of Eve's maximum information gain, i.e., it decreases as the amount of disturbances
increases. We also estimate the secret key gain that is the net growth of the secret key
per one pulse. We show the region where the modified B92 protocol over a realistic
channel is secure against individual attack.

Next, we study the unconditional security of the B92 protocol, which is the security
against any attack. To prove the security, we first propose a protocol that is
unconditionally secure and can be reduced to the B92 protocol. This protocol employs
the entanglement distillation protocol (EDP) based on a filtering operation and the
Calderbank-Shor-Steane (CSS) quantum error correcting codes. The bit errors and the
phase errors, which have to be estimated for the EDP based on the CSS codes, are
correlated after the filtering operation, and we can bound the amount of phase errors
from the observed bit errors by an estimation method involving nonorthogonal
measurements. The angle between the two states shows a trade-off between accuracy of
the estimation and robustness to noises. We show a way to run the unconditionally

secure B92.
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X DEERRDOES

HEHIL, BETHEOZEEICDONT, RENRBEKEZKEL THHREED, Him LoR
HEZRMOBR TREZNS DMTo 2R, R THD T BI2(Bennett 1992)BFHEH D
REMOFEFHIZRI Uiz, Xo THABIIFE LRI ELTTHoRFVDFTFIT A 2ET S
HEDOEHELE. MBRELUTIIOEREIIHE. MEEEZENS ODERITHT 2B T
#HOENE, DEEXRGESAZMIZ, BEHISEEDOEN TV, BERENS OERR
KR L THhN DR T AEERNERITEAN RSN, LML DOER L85 HEEm
YEEEE LT IHERRGICERINTBY, HEEOEBERXTORED (HfFl
Hhe2E&)) 5HhEHDHIENE, HEENDTHTHE LMW LE, NSNS EEREE
—H LU TERERIL, BLORMBEICESFREMERENEREDDOEHEL .
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