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Biometric systems are vulnerable to various manipulations and spoofing, such as
text-to-speech synthesis, voice conversion, replay, tampering, adversarial attacks, etc.
However, previous research has scarcely explored scenarios where synthetic speech
segments are embedded within bona fide speech utterances. We dub this new spoofing
scenario as “Partial Spoof” (PS).

There is an urgent need to explore the PS scenario. It potentially occurs more often,
presents higher risks, and is inherently challenging to detect. On the one hand, attackers
have various motives to manipulate bona fide speech with segments that are generated
through TTS or VC. Such manipulations can drastically alter the intended meaning of
an utterance. For instance, by using TTS or VC, an attacker could substitute keywords
or phrases, or even introduce negations, effectively changing the original meaning of a
sentence. Furthermore, when an attacker has a recording includes partial voice
commands, they can generate the missing segments to create complete voice commands
and deceive voice-based authentication systems on personal devices. With the
advancements in modern TTS and VC technologies, such partial spoofing attacks are
becoming more common and present a considerable risk to ASV systems. On the other
hand, conventional countermeasures (CMs), often employ aggregation along the whole
utterance, bona fide part in the partially spoofed trial would break CM. The urgency to
understand and address PS becomes paramount.

In addition, speech anti-spoofing is often viewed as a binary classification task
discriminating between spoofed and bona fide speech. However, when it comes to the
PS scenario, the pure binary classification is absolutely not enough, as the location and
source of the spoofed region in the partially spoofed audio are also important to analyze
the intent of the attacker, which requires us to define new tasks, benchmark baselines
and metrics beyond the conventional binary classification defined in the traditional
speech anti-spoofing field.

Given the significant threat posed by the PS scenario, this thesis undertakes an in-
depth exploration of this newly defined PS scenario. It aims to define the PS scenario,
construct a database with benchmark models, and analyze the PS scenario based on
performance of these benchmark models.

The thesis is organized according to the outline in Figure 1. Chapter 2 describes

topics and provides background related to this thesis. Chapter 3 defines the under-



explored Partial Spoof with motivation and constructs benchmark, including a database
with detailed annotation, three tasks for PS, and their corresponding metrics. Then,
Chapter 4 to 8 propose potential solutions aimed at constructing the benchmarks to
explore and analyze the afore-mentioned three tasks for the PS scenario. Finally,
Chapter 9 concludes this thesis and highlights potential directions for future research
and improvements.
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Figure 1. Thesis outline. Reference in ‘[] represents the author's publications, which can be found

in Appendix.

As one of the pioneering studies on the PS scenario, we designed three specific tasks,
each associated with a question, in the Chapter 3:

e Spoof Detection: Whether the utterance is spoofed?

This task aligns with the common task in the spoofing community distinguishing
whether an utterance is spoofed or bona fide.

e Spoof Localization: When do spoofs happen?
This task aims to determine the location of spoof segments within utterances.

e Spoof Diarization: What attacks when?
This task not only locates the spoofed segments but also discriminates the specific
spoofing techniques employed.

From chapter 4 to 8, to explore the afore-mentioned tasks presented by the PS

scenario, we developed various CMs, from conventional models enhanced with



advanced strategies to cutting-edge models using self-supervised learning (SSL) for

training:

1. A light convolutional neural network (LCNN) as single-task-learning baseline for
spoof detection (Chapter 4) and localization (Chapter 5).

2. Squeeze-and-excitation LCNN (SELCNN)-based fixed-resolution (Chapter 6) and
SSL-based flexible-resolution (Chapter 7) models with multi-task learning for
simultaneous spoof detection and localization.

3. A CM-Conditional Clustering model for spoof diarization (Chapter 8).

Besides, this thesis derives several key conclusions with the potential to provide

valuable insights for future research in the PS scenario:

1.

Spoof detection on the PS scenario is more challenging than on the fully spoof
scenario (Chapter 4), and spoof localization is more complex than detection but is
feasible (Chapter 5). Spoof diarization is an emerging and complex task, we
managed to achieve promising results under simplified conditions (Chapter 8).
Using PS training data is beneficial. CMs trained using partially spoofed audio
exhibit robustness against both PS and fully spoof. However, CMs trained solely on
fully spoofed data would easily fail when facing the PS scenario. (Chapter 4)
Spoof detection and localization are closely related to each other, and they can
perform each other's tasks without additional labeling or training. (Chapter 5)
Utterance-level spoof detection can benefit from the use of more fine-grained
information, underscoring the importance of precise timestamp annotations for
training. For spoof localization, training models to focus on finer temporal
resolutions yield better performance. (Chapter 6 and 7)

CMs trained with different bona fide and spoof labeling schemes capture distinct
information. Properly integrating different CMs can improve performance on the

spoof diarization (Chapter 8).

In summary, this thesis establishes a series of benchmarks for the PS scenario

research, representing a remarkable contribution to the speech anti-spoofing community.

It serves as a foundation for further investigation into the PS scenario and is the first

study to release comprehensive PS-related resources. This includes a database with

detailed timestamp annotations on spoofing methods, codes, and models. All related

resources, as mentioned in this PhD thesis are available at https://github.com/nii-

yamagishilab/PartialSpoof .



https://github.com/nii-yamagishilab/PartialSpoof
https://github.com/nii-yamagishilab/PartialSpoof
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