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The Domain Name System (DNS) translates domain names into one or more
IP addresses by asking the caching server when the users enter a URL into
their browser. The DNS caching resolver stores a database of domain names
and their corresponding IP addresses in the global network. While the user
types a domain name into the web browser, the host first checks the caching
resolver to see if it already has the corresponding IP address. If no, it begins
by querying a root server, then the top-level-domain (TLD) server, and
finally the authoritative name server.

DNS is designed to be sent in plain text according to RFC 1035, allowing the
adversary to eavesdrop on DNS communication by monitoring the network.
DNS messages are unencrypted and contain domain names representing the
users’ private information, such as health, finance, and religion, which leads
to information leakage while users visit websites. Intending to protect the
person’s private information, several encrypted DNS protocols have been
proposed: DNS over HTTPS (DoH), DNS over TLS (DoT), and DNS over
QUIC (DoQ). These protocols encrypt DNS packets between the client and
DNS caching resolver with different underlying transports. Some public DNS
caching resolvers have already supported DoT and DoH, such as Google,
Cloudflare, and Quad9. Only the AdGuard and NextDNS support the DoQ
protocol, at the time of writing. Also, the user could change the settings of
some browsers (e.g., Chrome and Firefox) to enable the DoH. However,
recent studies showed that the adversary could still infer the category of
websites even using DoT and DoH by analyzing the encrypting DNS traffic.
The goals of this dissertation are to investigate the information leakage
problem of encrypted DNS protocols and develop countermeasures to protect
user privacy against website fingerprinting attacks.

In the first half of this dissertation, we study the privacy leakage problem of
encrypted DNS traffic (i.e., DoT, DoH, and DoQ) with three different DNS
caching resolvers (NextDNS, Bind, and Google). Depending on the DNS
software configurations (public and local DNS caching resolvers), we
consider two threat models to simulate the website fingerprinting on binary

and multi-classification. We choose 30 categories from Alexa’s top 300,000



websites and select the top-400 websites for each category. For the

binary classification, we split the dataset into ’Sensitive’, related to personal
information such as health, finances, religion, and government, and *Non-
Sensitive’. As the baseline analysis, we evaluate the classification
performance of DoQ traffic with balanced (10 categories from ’Sensitive’,
and 10 categories from *Non-Sensitive’ randomly) and imbalanced (10
categories from ’Sensitive’, and remaining 20 categories from *Non-
Sensitive’) datasets on Bind and NextDNS. We also examine the performance
of DoQ, DoH, and DoT with Google resolver. We find that the classification
performance of the websites is high both in NextDNS, Bind, and Google
resolvers for identifying whether the user visits the category of websites. We
confirm no significant influence on whether the local resolver is cached and
caching order. More particularly, we indicate that discriminative features are
mainly related to the inter-arrival time of packets and packet length. For the
multi-classification, we notice the performances decrease as the number of
categories increases for the Bind resolver, meaning that the impact of the
leakage is limited. We also notice the performances are not directly

related to the number of crawls.

From the important features, a promising approach is to control the inter-
arrival distribution and packet length for the mitigation. In the second half of
this dissertation, we further investigate four possible countermeasures that
could affect the classification results: using AdBlocker extension, disabling
DNS prefetch, adding random delay in responses, and padding the DNS
payload. 1) We show that using AdBlocker and disabling DNS prefetch are
less effective in mitigating the attack. 2) We find that mean F1 scores
decrease as the delays increase. Specifically, it decreases the classification
performance by 22% with NextDNS and 18% with Bind. 3) DNS padding
decreases the classification performance by 9%. We further investigate the
combination of the two countermeasures: both adding random (0-60ms and 0-
100ms) delays and padding the DNS payload. We confirm that the combined
method could greatly reduce the classification performance, on average 27%
of binary and 22% of multi-classification in Bind. These results indicate that
adding random time and padding can protect users’ information from the

website fingerprinting attack.
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