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Computer networks, such as the Internet, serve as a critical infrastructure for
modern society. As the number of users and services continues to grow, computer
networks become larger and more complex, making it difficult for operators to manage
them without failures. Misconfigurations of network devices (e.g., routers and
switches) remain a primary cause of network failures, often resulting in significant
downtime. To address this, researchers have explored network verification and
configuration repair approaches. Network verification automatically checks whether
given configurations satisfy high-level policies of operators, whereas configuration
repair synthesizes configuration changes (i.e., patches to configuration parameters) to
enforce those policies. Despite their promise, these techniques are not yet widely

adopted in real-world operations.

This dissertation advances the practicality of network verification and configuration
repair by addressing two key challenges that hinder real-world deployment. The first
challenge is the difficulty of defining complete and correct specifications. To fully
leverage these techniques, network operators must precisely describe forwarding
behaviors (e.g., packet header constraints and forwarding paths) and network
properties (e.g., reachability and waypoint traversal) as specifications for verification
and repair. However, formalizing such specifications is increasingly difficult due to the
inherent complexity of modern networks. To mitigate this burden, we propose two new
approaches. The first approach reduces the operational burden of writing specifications
for repair. Specifically, this approach (1) identifies unintended changes in forwarding
behaviors caused by initial (incomplete) specifications and (2) iteratively refines these
specifications to prevent such changes. This iterative process ensures the safety of
automated repairs and guides operators toward complete specifications with minimal
manual intervention. The second approach reduces the burden for data plane
verification. This approach enables operators to symbolically analyze packet
forwarding behaviors using only partial packet headers or forwarding paths. We
develop a query language and scalable algorithms to extract forwarding behaviors
matching given queries. By allowing for symbolic data plane analysis with partial
header and/or path information, this approach leverages data plane verification to
identify the causes and impacts of network failures without requiring comprehensive

specifications.



The second problem is the lack of expressiveness in modeling recent sophisticated
network functions (e.g., traffic engineering and service function chaining). Both
verification and repair require precisely modeling packet forwarding behaviors with
these functions. However, existing works often fail to model them with sufficient
expressiveness while maintaining the scalability required for today's large-scale
networks. To tackle this problem, we propose a new real-time data plane verification
that simultaneously achieves high expressiveness and scalability. We develop a new
data plane model to express sophisticated functions with formal network semantics
and develop scalable verification algorithms on the model. This model and its
algorithms enable operators to verify whether forwarding behaviors using these

functions align with their intents in large-scale networks.

In all the works, we demonstrate the practical evaluation with real-world datasets (e.g.,
public WANs/LANs, production datacenter networks, and a real campus network),
which show the scalability and effectiveness of our proposed approaches. Through these
contributions, this dissertation makes the automated verification and repair

techniques more accessible and reliable for real-world environments.



(BI#k Separate Sheet)

Results of the Doctoral Thesis Defense

BLRICEERR

Name in Full

K 4 HEZE BE

Title
im L H Towards Practical Network Verification and Repair in Real-World Networks

AREFEAFH CIE, [Towards Practical Network Verification and Repair in Real-World Networks (5
Fv NU—ZBREICBITD ARy MU — 7 RREER L OMEEICEET A24198) | EAE L, #SCTRiR S,
EEEPLBRINTND,

#—% [Introduction] TlX, BEOKEFEAL - mHEE(L SNy NU—27 O - EHICEET 5
Y- MERE L OFEIZHOWT, B % [Background] TIEF®y MU —7KEE - B - 73
> 7V % BEAF I OV TR R T B,

% = [Specification Refinement for Automatic Configuration Repair] Ti%. 52 b 7% v b
U — 7 OftRR AT L 9 Ry b U — 7 3% E(config) Z HEMER 35 Y —/MZBWTHRAET L, TH
L7 WEWERZ R LIEEMAOBMMEEE GRS 2 7 L —24 U —27 (ISR ORE - F4E - FHhlz S
TR TW D, HERAIHSHZ O R 2 =FH O A 8{ERE Y — /L& FIW 23l T, ISR A2 iz
kL CHERFE CRIER 24T OB ARZ R R AR ATRETH D Z L 2R LTV D,

HVIE Symbolic Extraction of Packet Forwarding Behaviors with Partial Queries| T, % v

FT—=2 DT TNRAERIT, ZDORREZK VAL T2DD 7 L— LT — 2 (Lupe) DIRSR - F24& - 5
IZDOWNWTIER TV, Lupe (3V—ZIZHB T 237 v b~y X ORIKRLEET 2 S A FHRIZEA L T,
Fy MU= EHBFENBOHR s 2 ) BATH LT, O VIV vy T T H3 y MEEEE &
BT DB ZFFD, NAT Y ~ o X7 ) BRI O T — i - REE T 3 Y X A%
FELTZ & T IERFIEICHANTE S OB EEORE TLEN R TH D Z LR L TWD, £
oo ZODERy NI —=ITOr—ARZ T 4 ZBLT, TOFHAELRLTWD,

% .75 [Real-time Data Plane Verification for Large-sale Networks with Header Transformations
TIE. 722 —ETHOON L ERER Y Y= HINTHD, Xy NIV —I T 77 ar
FxA =T DLy NI =T RNTONT v b~y ZOES RIS TR, T—2 7L —
YFy b U= BEE7 L— LT — 7 (Graft) DG« 328 - FHlICOW TR TS, Graft TIEFEE
FHH OO DT — 2GR XY 7 7RFEZ L RTH 2L T, WEROMFET LAY XL L HE LT
R « AT =T T, ~y FESBRREMHEI Ry MU= BGEERFRETH D Z L 2R LT\ 5, [
BRI, BT — 22—y MU= D MR Y - RET —F ZHWZFHEIC LV Graft OF M
Mzm LT D,

#NE [Discussion and Limitation] T, = O OFZEHEICET A E & O L ER . 5% OME Iz



ST, #-E# [Conclusion and Future Work] TlIfiama ik ~<T\ 5,

NPAFERS T LR OB T > THREMTDIL, ZORIAThN i CEES KO R RER
BTl BARED D OERICK L CHYNCEIEN RS, BRIGCERICEEZES B L, #FE
B C#mz Tz, #EZBS TR, HEEOEEMZEN Ry N U — 735 - EAICBT 5%y bY
— 7N - v X 2V T 4 Ol EICEBNT D 2 &R S s,

VLB IR G ST, Ry Y=V EHENR R Y T — 7 kit EH T 2BRICHE S 72 5,
Xy N U — 7 BREOAEGRIR O L S ORI L OEHEIER v N U — 7 ~ORGEET O R — M
BWT, TNENEHMEEZ R LI DO TH D, Fio, RN L ORREIT, %fﬁ%ﬁumnﬁi*ﬁﬁ 7
R R—EFEERSEwR L R L TRESN, FHiARERL RO N5, DL EOHEBIC
FEZBRIL, KPR SCFALOR GG T 5 & Hllr Lz,



