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Abstract

As the software technologies are extensively used these days, many advanced fea-
tures are implemented with such technologies in consumer electronics or systems to
constitute the social infrastructure. Since the trouble with the software-intensive sys-
tems becomes major issues of public concern, their quality is more important than
ever. Program testing technologies are the primary means of software quality assur-
ance in industry. Testing activities take more than half of the software development
period. To achieve higher quality in software, new technologies are desirable.

Logic model checking methods are such that the design of a target system is auto-
matically verified. Given a finite state transition system and a temporal logic property,
the methods use the exhaustive search algorithms of the state space to determine if
the property holds or not. The model checking techniques consume computing re-
sources exponentially with the size of the target system. This scalability problem is
called "state space explosion”. Bounded model checking (BMC) technique alleviates
the problem by limiting the scope of exhaustive search. Software model checking is an
approach to apply model checking techniques including BMC to program verification.
Since the approach is fully automated, it is suitable for use in industry. However,
the state space explosion still occurs even for BMC when it is applied to practical
programs instead of system designs. Moreover the relation between software model
checking techniques and conventional program testing techniques is not clear. These
issues must be solved in order to introduce software model checking approach into
industry.

Modular verification is another approach of program verification. Programmers
write module specifications which consist of pre-/postconditions of functions and in-
variants of global variables. A target program is statically checked if it conforms to

module specifications. Each module but not the whole program is verified at a time,
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Abstract

thus programs of large size can be verified without the state space explosion.

As a baseline of our study, we proposed a new technique which integrates BMC
technique with the notion of modular verification. The introduction of the modu-
lar verification technique improves the scalability in BMC. The proposed technique
transforms module specifications into code fragments using verification primitives of
BMC tools and embeds them into a target program. Then BMC technique searches
from initial states satisfying pre-conditions and invariants to post-states of the target
program, and checks that the post-states satisfy post-conditions and invariants. In
the experiment using industrial programs, our technique detected errors which are
revealed in unit testing conducted independently of the experiment.

Our baseline technique has weaknesses from either modular verification or BMC.
Due to lack of global information along a call sequence, modular verification technique
misses errors or gives false alarms. Due to under-approximation in the transformation
from a target program to a finite state space, BMC technique misses errors. We
propose solutions to these issues.

C programs have situations of module re-entrance or of indirect calls through point-
ers to functions. The situations relate to call sequences.

Module re-entrance is a situation that a module calls another module and the latter
calls back the former. The situation frequently occurs in the callback-style programs.
When a unit of verified module is a function, modular verification techniques miss the
violation of module invariant at a re-entrant location. For this module re-entrance
problem, we regard a file as a module and devised a notation to restrict the scope of
invariants to a file of their definitions. Besides the file-scoped invariants, we use the
in-line expansion feature of BMC tools to expand a verification unit from a function
to a call sequence. We conducted an experiment and showed that our approach could
accurately detect the file-scoped invariant violation at the re-entrant location.

As for indirect calls, the actually called function is determined at run-time when its
address is assigned to a function pointer. It is difficult for static checkers to identify the
function. Furthermore the calling and the called programs are sometimes separately
developed. Codes or pre-/post-conditions of the latter cannot be used in checking of
the former. We devised a notation to define pre-/post-conditions of function pointers.
We also proposed two-step verification approach; modular verification using function
pointers’ pre-/post-conditions and substitutability checking between function pointers
and actually called functions. The substitutability checking is based on substitutabil-

ity of super-/sub-types in the object-oriented programming. In an experiment using
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MINIX, an open-source OS, we showed that false alarms related to function point-
ers were reduced. We also succeeded in detection of an unknown bug related to an
indirect call.

BMC techniques transform a target program into a finite state transition sys-
tem without abstraction and perform accurate static analysis. However, under-
approximation introduced in transformation eliminates some paths in the target pro-
gram from the state space. BMC techniques miss errors on the eliminated paths. It is
mandatory to detect under-approximated codes and to check them with other means.
We devised a technique to automatically detect under-approximated locations and
proposed test-case generation from function pre-/post-conditions. The coverage of
both the under-approximation detection and program unit testing is measured with
MCDC coverage criteria widely used in industry. We conducted an experiment using
MINIX and showed that our technique could detect locations under-approximated
with BMC technique. We also showed that the proposed technique achieved 100%
coverage under MCDC.

Our approach has a clear relation with conventional program testing. Pre-/post-
conditions of a function are respectively regarded as input data and expected result
in testing. So the definition of pre-/post-conditions corresponds to the planning of
unit testing. BMC technique adopting the notion of modular verification realizes
the automated execution of unit testing. The detection of codes under-approximated
with BMC technique is similar to the coverage measurement in the evaluation of
unit testing. Our proposals as a whole can streamline the conventional unit-testing
activities (planning, execution, and evaluation). We consider that our approach is

easy to be practically introduced into industry.






1 [

agooo i
Abstract v
010 oo 1
1.1 I 1
1.2 I 0 1
1.3 I 0 3
1.3.1 BMCOOOODOOOOOODO .. ...t e e 3

1.3.2 0D00000DOOO0OO0O0OO0DOOOOO0O0O0O @, ... .. 4

1.3.3 BMCOOOOOOOOOOOOO .. ... v 4

1.4 I 5}
1.5 I 6
020 goog 7
2.1 I 7
21.1 00000000000 ... .. e e e e e e 7

212 000000000 ... . e e e e e e e e e 9

213 000 ..o e 9

2.1.4 0000000 ... e e e e e e e e s s e e e 11

2.2 I 15

2.3 0000000000 VARVEL . .. ... o o o ... 18

ix



g

030
3.1
3.2
3.3
3.4
3.5

040
4.1
4.2
4.3
4.4
4.5
4.6

050
5.1
5.2

5.3

5.4
5.9

060
6.1

VARVELOOOOOOOOOOO

5.2.1 O0OOO0ODOOOOOODOOOO ... .. ..

5.22 0O0OOO0ODOOOOOODOODOO .. .. ..

5.3.1 O00OOO0O0ODOOOOODOObDOODbO

53.2 O0OODOOOOOOODOOOODODO .

533 O00ODOOODOODOO ............

25
25
26
30
32
32

35
35
36
39
44
46
48

51
ol
o4
95
o8
60
61
61
66
66
67

69



xi

6.2

6.3
6.4
6.5

o770
7.1
7.2

g

gooo

70
75
76
7
81
87
91
94
95

97
97
98

101

103






HRERE

2.1
2.2
2.3
24
2.5
2.6

3.1
3.2
3.3

4.1
4.2
4.3
4.4
4.5
4.6
4.7

5.1
5.2

000000000 20000 .. oot e 11
C00000000000000000000000000 ....... 14
F-Soft/VARVEL OO OOOO . . ..t vi e 18
0000000000000000000 . ... ... ... . 22
VARVELOOOOOOODOD . . ..ot oo e 23
NULLOOOOOOO0O0O000000000 + ..ot 24
Y YO B B R 27
DbCOOOOOOOOOOOO00000 ... oottt 28
0000000000000000 .« . ..o oot 31
0000000000 (CA) « « v v v v 36
000000000 (C) « v v oo e 38
000000000000000000000 ... ........... 40
0000000000 . .« vt o e e e e 42
00000000000000 . . oottt e 43
0000000000000000000000000000000 .. 45

gboboooboboogoboobobouobbooobuooobuoobbuo

I 45

I I I 52

I I I 1 593

xiii



xiv

5.3
5.4
5.9

5.6
5.7
5.8
5.9

6.1
6.2
6.3
6.4
6.5
6.6
6.7
6.8
6.9
6.10

ODbCOOODODODO ... e e e 56

I 0 56

OO .o e e o7
O00 DbCODDDDOODODOODOOOOOOOOO. ... ... ... o8
O00 DbCODODDODOODODODOOOOOOO oo 29
I 64
MINIXOODODOOODOODOOOOoOOooooO ..o o 65
mallocO 20000000000 . . .. oo v vt vt o oo 71
I I 72
I I 72
I I 74
I 7
I I I 79
I 81
I I 86
I 0 L OO 89

I 0 90



HRERE

2.1 LTLOOOO0OD0O0000 ... ot 12
2.2 F-Soft/VARVELOOOOODOUOOODOODOOOoOoooooo ... .. 18
3.1 VARVEL O DbCODO . .. . ..o e e 26
3.2 DbCOOOOOOO0O0 ...t e e e e 30
4.1 N I U 44
5.1 ODbCOOODODO . ... e e e e 55
5.2 ODbCOOODODODODODOODODOOOOO ... Y
5.3 I 60
5.4 I I 1 61
5.9 OO0Ooooo bbCODOOOOOOOOODODOOODOOO ... ... .. 62
5.6 ODbCOOOODCOOOODOOOODOODOODO ... ... ... 66
6.1 U000oooooooooon ..o oo e st e e e oo 83
6.2 I I 0 U 87
6.3 I I U 91
6.4 MINIXOODOODOOOOODOO ..o e e e e 92

6.5 MINIXOODODOOOOOODOOOoooOobooooooog ... .. 93

XV






(1 10

L] [

1.1 00000

ggoboboooooboooobboooobbboooobbboooobbooaon
ggoboboooobobboooobobboooboboboooooboooobobooon
ggoboboooobobboooobobboooobboboooooboooobobooog
gogobboooobbboooobbbooobobbooobooboooobbooon
gooboboooobobbooooobboooobboooooboooobobooon
oo bbbbooobooo0o0oooouugg
1000000000000000000 10000 (path)DOODOOOOOOOO
gobobbodoodogoobbooooobboobDooobbboooobb oo
000000000o00Do0o0o0o0ooO0o0oo0oDooUoooDoO 400

ggobbbooooobobuooooboboooonoo

1.2 OOOOoOooDOO

0000000000000 o0oooooOn (formal methods) DOOOOOO0ODOO
goobboodoobobtboooobbbooobbbuooob bbb bbooo
0000000000o00D0oUoO0o0o0o0oDOoUoUOoOooooooDoon [69)

ooooboboooboboooboobUo 20b0ob0b0o0obOoOobOobDOoobOobDooo



o100 00

000000000000000000000O00O [71]0

OO0o000bO0o0O0oO0bO0obOobOoOo0O0oOobOO0obOobOOobobOOobOoboobobobOooo
0000000000 correct by constructionfDO0 00000000000 O0ODOOOOO
0000000000000000000000000000 (construction) 00000
0000000000000000 (correct) 000000000000 OO0OODOOO
000000000000000000000000O00 (10000000 0O0DOOO
oo0o0

OO0D0000000DO00000O0b00O00ooD0obO0o0oDOOoDODOobOoOoDOoDOoDO
00000000000 a posteriori verificationt 00 0 000000000000 O00O0O
OO0bO000O00O0bOOo0o0O0oO0bo0ooOobOO0bOoUobOOobOobDoooOoDbOobDoo
OO0bO000O00O0obOo0o0O0oOobOo0obooDO0obOOoUooOOobOOoboooOoDbOobooo
OOob0o0o0O0obO0obOoO0ooO0ooOoboob0obOoboUooOobDOobooogbobooo
00000000000000000000000000 [9] [12] [16] [25] [27] [36] [38]
[40] [49] O

Oobo0o0oobOOoooobobooo0o 1bob0obooboobo0oooDoboooOoDo
00000000000 [55]00000000000000000001 0000000
oobooboobooboooobooboooooboboooobobooooDbOobooo
000000000000 0000DLO0O00D0oDO00o00obOooDOoDOOoDbOooO
0000000 00bO0o00O0obOo0oO0boooO0obOoooOoDOoooOOoboOoDboo
O0000DbO00O0o0O00b0ooDOooobO0o0obOooDobDOobO0ooobOOoDOobooDOoon
OO0bO000O00O0bOOo0o0O0oO0bo0ooOobOO0bOoUobOOobOobDoooOoDbOobDoo
OO0bO000O00O0obOo0o0O0oOobOo0obooDO0obOOoUooOOobOOoboooOoDbOobooo
O000000000000000D0O0000DOdbounded model checking. BMCO O
OOobO0o0o0O0obO0obOo0o0O0bOOobDOoooOobOoboooOOobDOobooooDbobooo
0000000 17000000000 COO00O0O0O0OoOoBMCOOOODOOOO
OoboooobOOoboooooobooobogobooboooOobOobooooDbobooo
oobooboobOoboooooobooobogobooboooooboobooooDbobooo

gooo



1.3 00000

000000000000000000000000000000000000000
000000000000000000000 Design by Contract (DbC) [64] 00 O
0000000000000000000000000000000000000000
000 DbCOODOO0O000000000000OO0D00000000000000O0
00000000000000000000DLCOODOO0000DLCOOO0000DO
0000000000000000000000000000000000000000
0000000000000000000000000000000000000000
0000000000000000000000000000000000000000
000000000000000 [36)[38) 00000000000000000000

ggobboooobbbuooooboboo

1.3 0Oooon

00000000 COD0U0DoOO0U00DOo00ooooDoDOoooDoOooOoooOOg BMC
000000000D0O00000000D000DDOO0000OD000DOO00 BMCO
oooO0oBMCOOODOUODOOODOOO (DbCOOOO BMCODbCOOO BMC)OO
goobboooobbtboooobobbdooobobbuooobobboooubLbbooon
OO00000DOoOoOoooooooBMCOODOOOODOOODOOOOOOODOOOOOO

gogobobooooooboooon

1.31 BMCOODOOOOODOODOO

0000000000000 0000D00D0D0DUD0D0DDoDooooDoDOODO BMCOOO
000000 COooooDoo bbCOUODODOODODODODOODODOODOODOOODOOO
O0000000Dooo0oooooobbCOOO BMCOOODOOODOODODDOODODOO
DbCOOODOD COOUODODODODODOO0ODOODODODO0ODODODDDOOODODOOOOOO
O000opoooooBMCOOOOOOOODOOOOOODbCOOOO BMCODDC
OO0 BMCOOOOOOODbCOOO BMCOOOODODOOOOODODOOOOOOCO

OO0000O00ooooooo BMCOOOOOoOoOoOoooOooooooo



o100 00

132 ODO00D0OO0O0O0O0O0DOO0OO0ODODOO0ODOO0O0n

DbCOODO BMCOUOOODODOODODOODODODODOODOODODODDODOODODoDODoODOO C
gobbogooobuoooobboooobbboooobbbooobbboooobo
00000000000 CO00DO00o0oDoo0UoDoOoUoooDoDOoooDooOooOOn
goboboooobobuoooobbuoooobbboooobbbooobbbooooboo
goboboodoobobuoooobbuoooobobbooobbbooobbbooobo
gogouobbboooouobbbodouobobbboooobbbboboboooooobo
gobboodooobuoooobobuoooobobboooobbboooobLbboooono
goboboodooobuoooobobooooboboooobbbooobLbboooono
goboboodooobuoooobobuoooooboboooobbboooobbboooono
goooboobbboooouoooboooouoobbooooobboobobooooooo
OOo0ooO0oooooGeUloogooooooodoooooooooooooooooo
gobbooooobuoooobobuoooobboooobbboooobbooogoboo
gobbogooobuoooobboooobbboooobbbooobbboooobo
000000 DbCOOUODDODOOOODOOUODOOODOOODOOODDODODOOOOO
goobobobbododoooobbobbbtidooooobbbooooooub b D
O0000O0DbCOOOODODDOO DBCOOOOOO DbCOODODOODDOOODODO
ggooooobobobbbbobbbooobooodddiddddooooooood

gobbooodobobuooooobuooooboboooobbboooobboo

1.33 BMCOOODOODOODOODOODOO

DbCOOO BMCOOOBMCOOOODDODODODODODODODOooooBMCODOOOO
000000000 000oDooDbbCOOO BMCOOOODDODODDOODODDOODOOO
000000000000 O0OBMCOOUODOO CODODOOODOOODOODOOOO
goboboooobobuoooobbuoooobobboooobbbooobbbooooboo

000000 COO000O00DDO00oO0oU0oDoDO00ooo0oDoDOoooDoDOooomon



1.4 DO0O0O0O0O0O0O

gogoboboooobobbooobobbooobobobooooboboooobbooon
00000oo00oOoo0 cooooOoDoOoOoOoooOUoDoOOoOoOoDoOoOOooDoo
ggoboboooooooooon

oo ooooobooobobobobobobobobobobobobobobooon
ggoboboogobbboooobobbooooboboboooooobooooobbooon
ggbobobooobbobooooobooobbbooobobbooonon

O0000DooooDbDbCOODO BMCOOODODDOODOOODOODOOOOODO
gooboboooobbtbooobobboooobbboooobboooubbbooon
gobbbodooouobbbodooouobboooououbbbooooobLboo
OBMCOODOODODODOOOOOOOOOOOOOOOODOOODOODOOODOOODOO
00000000000000000000000000000o0g MCDC (modified

condition decision coverage) 0 0000000000000 0O0OOOOOOOO

14 DOoDOoOOoOOoOoOn

00000 100000DbCO00 BMCOOOOOOODO0O0O000000000O
0000000000000 DK COOOOO0OO00000000000000000
00000000000000000000DLC OO0 BMCOOOOOO0O0OO00O00O
00 [44] O

00000 200000000000000000000000000000000
00000000000 [440C000000000000000000000000
DhCOOOOD0O000000000000000O [4600000000000000
0000000000000 OSO0O0 MINIXOOOOOOOOOOOOOOOOOO
0000000000000000000000000000000000 BMCOODO
0o0o0O0o0000o00o0

00000 300000DLCO00 BMCOOOOOOOOOOOOODOO0O00DO
0000000000000000000000000000 [48 OMINIXOOODO

O0000DOoooobDbCOODO BMCOOODODOODODODODOODODOODDOODOO



o100 00

O00000D0O00DoOoooooooMCDCOOOoOooooooooogooooon
goboboodooobuoooobobuooooobboooobbboooobobbooooboo

goboboooobobboooobobboooobooboooooboooooo

1.5 O0oooo

ooob0oobdobooobuo 200b0o0o0oboboooboobOobDoobooooo
ooobooooooobbooooobobobbboooooboboo 3ogooboboog
00000000000000000000000000O0 (bbCOOO BMC)OOO
VARVEL OOUOOOOVARVELOOOO DbCOOODODOOODOOODOODOOOO
gobobooooobuoooobobuooooboboooobbboooobbbooogooboo
gobbooooobuoooobobuoooobboooobbboooobbooogoboo
0000000000000 40005000DbCOOO00O0O0O0O0OOODODODODOO
gobobdooobobuoooobbuoooobobboooobobbooobbboooooboo
gobobdoodoobobuoooobbuoooobbbooobbbooobLbbooobo
OO0obO0o0oboboobooobooboboooboboboboDooboboboebOobOonO
ODO00000 MCDCOOOOODOOOODDODOOOOOODbCOODOODOODODOODO
gobboodooobuoooobobuoooobobboooobbboooobLbboooono
OMCDCOOOOOOODOOODOOOOODOO 7T00000O0ODODOO0ODOOOOOO

gooood



[1 2 [

HRERERE

gogobbooooboboooobboooobbboooobbbooobbbooon
ggoboboooobbboooobbbooobobbuooobobobuoooobbooon
ggoboboooobbboooobbbooobobbuooobobobuoooobbooon
ggoboboooobobbooooboboboooobobobooooboboooobobooon
ggoboboooobobboooobobboooboboboooooboooobobooon

ggoooooooood

21 OJO00ooooooo

211 ODODOOOOOoOoOooDO

ggoboboooooboooobboooobbboooobbboooobbooaon
gobboboooooobbodoooobbobooooobbooooooobobooboobooboo
00000000000000000000000000000000O00O0 [70] 0

0000000000000000000000000D0000D0O000UD (OO
000)000000000000000000000UO0O00O0O0OUOO0DOO
000000000000 D0pathD 00 ODOO0OOOODOODOODOODOODOOODOODO
goobboooobbtboooobbbdooobobboooboboooubbboooo

goobboooobbtbooobobboooobbbooobboooubbbooon



020 0000

0000000000 0oooooooooooooooooooonon (DDDD)DD
O0000000000ooo0oooooooooooooooooooooogoon
O00o0o000ooooooooooooooooooooooooooooooooon
ooooo

goooooooooooooooooooooooooooooogoooooann
O00oo0ooooooooooooooooooobooooooooooooooon
gooocCcPUOOOOODOOOOO0OODOOOODOLOUOODOUOODLDODOOUODLOUOOO
o0oooo

O0000000ooo0oooooooooobooooooooooooooooooon
000000000000 o000oooooobocoooboooooo0ooooooooon
000000000000 O0000O000oobooo0ooooooo0ooooooooon
O0000000oo00o0ooooooooooboooobooooooooooooooon
00000000000 ooooooooooooooooooooooooooon
0000000000000 000000000000LImux 000000000000
O00ooo0oooooooooooooooooooooooonoooooogoon
Ooooooooooooooooooooooooooooooooooogoon
57] O

gooboooobootobooooooooooan [23]DDDDDDDDDDDDDD
O0000200000000000000000000000O000O0O0O0O0O0O00OO
O00O0000O0oo0o0oooooooooobocoooooooooooooooooono
00000000000 0000O0ONOD 3200000000000000000000
000000000000 00000000oo00oooo 20 320 (D 42D)D NOOO
000000000000 ooooooooboooobooooooooooooooon
O00O00000o000ooooooooooooooonoooooooooogoon
O [52]DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD
O00ooooooooooooooooooooooooooooooooogoon
O00oo0oooooogoooooooooooooooooooooooogoon

goboboogooobuooooboboo



21 0000000000

212 000OO0O0DDOOO

ggoboboooobobooooboboooobboooobbboooobbooon
00000000 (state-lesssearch) 0000000000000 O0O0DO0OODOOOO
0000000000000 000000000D00O00DO 400000000000
0000000000000 00OVeriSoft 4] 0000000000 OOOOODOOO
(state-less search) D00 000000000000 0O0O0O0OOD COODOOOOOO
gogobboooobobtboooobobbodooobobbuoooobboooobbbooon
ggoboboooobobboooobobboooobobbooooboboooobboOoon
000000 (safety) 00000000000 0O0O0O0O0O (liveness) 000000000

ogn

213 00O

00000 (predicate abstraction) 0000000000000 O0O00O00O0OOOO
O0000o0ooO0O0000bOoO00000O0OoO0O000O0bOOO0OO0O00bOOOO0O0
000 42 00000000000000000000DO0O00DO000O0OO0000
ooo

000 Java PathFinder [49] (JPF) DOO0ODO0OO0O000O00D0O0O0O00O0O0O0DOOO
Oo000000 JawaOOOOOOOOOOOO0OO0OO0O0O0O0O0OOCOOOOOOOOO
ooooooooooooooooooobOOoooooooooJepFOoO0O0O0O0n0n0on
O0000oooo0o0o0oobooo0oooooooo0o0ooobooo0o0o0oooooon
ooooooooooooooooooooboOooooooooooooOoOJPFOOO
00000000000000000000000 [82] O

BalOOOOOOOOOOOOOOOOOOOOOOOOO0OOO0OO0O0O0O00000
0000000000000 [7J0000000000o0o0U (infeasible pathO O O
0000000000000000D00000D0 (safety) 0000000000000

gooboboooobbtbooobobboooobbboooobboooubbbooon
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020 0000

00000000000 (false alarm, spurious counter-example) 000000000
000000000000000 (CEGAR) 24 0000000000000 OOOO
bobodboobobooboboboboobooboboobooboboonbog
gbobodboobobodobooboboobobobobooboobobooog
gbobodbgobobodgbooboobooboobobodoboobobooog
O000O0C0O0CEGAROOOOOOOOOOOOOOOOOOOOOODOO0OOOOO

SLAM [9] O BLAST [50] 0000000 CEGAROUOOO0OODOOOOODOOO
Dboobooboobob

SLAM OOWindows OSO00000000000O0OO0O0OODOOOOO COOO
000 OSO00000000ODO APIDOODOOOODOOOOOOOOOOOOOOO
0000 APIOO0OOOO0O0OOSOUO00O0ODOOUOO0ODOOOOOoOoooooOOg OS
000000000000 0UD0O0O0OAPIOODO (DOO0OOO0)0ODOOUDOOOOUOOOO
SLICOO00000000000000000000O0O0000oOSLAMODOOOOOO
gbobobbooooooobbobbbuoooobbobbooooooobbobobobood
gbobodboobobodobooboboobooboboobooboboonbog
000000000000000000000 [8)OSLAMODOOO0O0DOODOOO
Ooo0oO0o0oO0C00OO0OO0O000oooooooooooooSLAMOOOO0OO0OOOO
[6] O

BLASTOOOO COOOOOO APlOOODODODOOOOOOCOCOODODODOOOOOO
API0O0000000O0O0UOO0O0OUO0ODO0O0ODODODOODOD COoUoUUOOUOO™
00000000000000000000O APIDOOOOOOOOOOOOOOO
O00000OO0BLASTOOOOOOOOOOOOO APIODODOOOOODODOOOOO
gbogobbooobobuoobbooobooobbooboooboboobobooon
CEGAROUOOOOODODOOOOOOOD0OODO0OoOooOOOOOO0O0OoOooooooooo
0000000000000 [51] 0

gbobodobgbobobuodoboboboboobooboboobooboboan
0000 (liveness) 0 0000000000000 0000OPnueli000000O0O0O

000000000000000 (ranking abstraction) 00000 [56) 0000000



21 0000000000

oo oooobooooobobobobobobobobbbbbbobobboboooaoa
0000000000 (D000000)000000ooon (progress monitor) OO
ggoboboooobobboooobobboooboboboooooboooobobooon
ggoboboooobobbooooboobboooobobobuoooooboooooboobooog
O0O0DO00OO00OO0000bO0D0o00b00o0obOd Terminator OO0 O000OODOODO
gogobboooobbboooobbbooobobbooobooboooobbooon

00 Terminator 000 COO0DO0OO0OO00OO00OOO0OOODO [28) 0

214 0O0DDOOOO

0000000 (bounded model checking. BMC) 00 0000000000000
000000000000 0U00O00UOUOUOUDOUOD 18] [M4DoopoUoOooO
0000000000000 000 (SAT)ODDoO0oDoOooDoOOooOoUoooooo [80]
74 OBMCOOUOOOOODOOOOOODOOOOOODOOOOOODOODOOO
000000000000 (Bbb)oooooOoUoooOoUoooooooooooooo
00000000000000000000000O00O0 1710

Si Sk Si Si Sk
(a) no loop (b) (k,1)-loop

021 000000000 20000
00 (1800000

BMCOOOOOOOOOD kODODODOOOOODODOOOOOODOOOOO 21000
200000000((M)0000 Sx,00 S(=0.k)00000000O00O0O0O0ODOOO
00000000000000000000O000 (0O0D0UD)kODODOOOO
0000000()000000000000000000000000 S 0000
00000 k00D0ODODOOODOODOODOOOD

BMCOOOUOO 0000000 0DODO0O0ODDO0OO [M]xOOO EOODDOO
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020 0000

goboboodd s; dobboogooboboooobbboooon [[f]]};DDDDDD
[M,f]l, 000000000000 0000s;(¢e=0.k)0000 00000000 s
00000000000 I(s)0s; 00 s, 0000000 T(si,s;) 0000000000

kOOODOOO0DOOO0O0Ooooooooooooo

[M]g := I(s0) A Ny T(si,841) (00000 [18] Definition 10)

021 LTLOOOODOOODOOOO

DDDDDDDD(DZl(a)) DDDDDDDD(DZ.l(b))
[pD;. := p(si) ([Pl = p(si)
[=pli == —p(s:) 1[=pli == —p(s:)
[f gl == [fTinlglk (LGl o= Al
[fvali = [f1kVIglk (vl = 0k Valolk
[G/]i = false UG Tk = Nj—minginy L1
[Ff1i = V=T UE STk = Vi LT
[XF1i :=if i < k then [f]it? else false | [X[f]i := ([f]5®
[fUgl} == VE_ (Ials A NS Lf UGl == VE_ GLal A NS LATR)V
Viz) Glall A Nb—i IFIR A N2 LT
[/Rali == Vi, (IfT A N _ilgl%) LRl = N pingisy lgliV
Vi GLTR A N dl9li)V
V2 QLT A A tlgli AN i[9l

[H]ZDDkDDDDDDDiDDDDDDDDDDDDD
l[[']]szDDDlDDDDDDDDDDDDDkDDDDDDDiDDDDDDDDDDDDD
pO0000O00 f¢O000OO0 (LTL)OO0 G,F,X,URO0D0OO
k,l,i,7,neND,i<k0 succ(i) =i+ 1(i < k0D 0O)Osucc(i) :=1(i=k000)
(00000 [18] Definition 11-13)

000000 (LTL) 000000000000 [Joo0 2100000000000
OO0o0obO0o0o0oooOoLTLoocoobooobOoooobDoboboooooboobooo
0000000000000 00 f0000000ODOO0 [Ff]ODDO s;0000 f
OO0O000O0O000O0O00DO kODOOO0ODDbOOoOD

00000000000 LTLOO0O000000000000 (SATYooooooo



21 0000000000

ogoo [[M,f]]kDDDDDDDDDDDDDDDDDDD

[M, fi = [M]x A ((wvfzo T(s,50) A AR ) v Vi (T(sk50) A lmz))
godoooooooooooooooooon

[M, £ := [Mx A [F12

20000000000000000000O0O00O0O00O0O00OOO0OOOOOOOO
0000000o0D0Do0oooooBMCODOOO0OO0OO0OOOOODODOODOOODOOOn
00000000000000000000 C = I(s)) A A2y T(si,8i41)) D000
ogo0o0ooo0oooooooooooooooooobooooooooboooooooo
0000000 2000000000 FOOOOOOD SOOO0O0OOO while(E)S
oooooiaf (E){S;if (E){S;assert(=E); } } 0000000000000 (O
DDDD)D POOOOOOOODODOOOODOOOOOODOOOOODOODOOOO C=P
00dd=000000mBMCOODOODOODOOO CA—-POOOODODODODOOOO
SATOOO0OO000D00000O0000000000O00000000000O00000
Oo0ooooooooooooooooooooooooooooooooooooan
godoooooooooooooooooooooooooooooooooooon
000000000 GPOOOOODOOBMCOO LTLOOODOOOOOODOOOOO
F-POOOOOOOOOOSATOOOOOOOOOO &’”DDDDDDDDD

¢ = I(s0) A (NZg T(sir5i11) A (V5_g =P (s)))

oooo sjDDDDDDDDDDDDDDDDDDDDDSATDD gb(’“)DDDDDD
000000000ooOooboo0o00ooooboooOooooonD POO0OCOOOOOOO
oooono s, 0o0oooooooooao.

P(s;) = (sj = 8q) = Py
00000000000000 SATODODOoOoOoOOoooooo
6" = I(s0) A (NiZg T(sis 5i41)) A (5aA—Fa)

0d00oo0000oo BMCOOOOOOOOOOoOoOoOOOoOoOoOooOoooooooooan
godoooooooooooooooooooooooooooooooooooon
000000000000 0SATOO0O000D00000000000000000000

O (livenessOFf) 00000 0O0OBMCOOOOD SATOOOOODOOOD (G—f)00
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020 0000

000000000000000000000 (faelse)D00000O00O0OODOOOOO
gooboooooooo

0000000000 000000 SATOODOODODOODODODODOOOODOoOoOoOOooO
00000 SMT(Satisfiability Modulo Theories) [39] 00O 00O OSATOOODOO
000000000000 0oooooSMTOOOOODODODODODOOOO0DO0OODODODOO0O0O
[19] (9] DSATOOOO0ODO0OD0OUOOOOO0OOD0OD0O0UOUOOODOODOODOODOO

BMCOOOOOOOODODODOODOO (liveness) 0000000000 DOODO [58] O

X=Xy X1=Xp+¥Yo;
! if (x;!=1
o= .
X=2; 1 - X2=2 A
else — ese — x3=x1+1 A
X++: Xa=x1+1; x4=(x1!1=1)7X2:X3
P:=x4 <3
X4=(x11=1)?x5:X3; i
assert (x<=3) ;
assert(xy<=3);

022 COO0D0DD00O0DO00O0D000O0O0DO00O0DO00000
00 [25)00000

CBMC [25] 00SAT 000000000 O00000000O0D00000000000
00000000CO000000000ONVULLOOOD00000000000000
0000000000000 000000000000000000000000000
000000000000000000000000 (SSA: Static Single Assignment)
0000000000000 D000000 CO0O00D00000000 POOOOO
(0 22)000000000000000000000000000000000000
000000000000 0000000000000000/(26]0

0000000 F-Soft [54) 00O OF-Soft 0000000000 000000000
00000000000 (reachability) D000000000000000000000O
000

00O0OSMTOOO0O00000000000000 SMT-CBMC [4] 0 ESBMC [29] O
00000000000 CBMCOOOOOODO



22 0DO0O0O0O0O0O
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0000000 VARVEL [67] 0 F-Soft 0000000000 0OOOSATOOOO

ggooboogooo

22 0JO0OOOOO

0O000CBMC [25) O F-Soft [54) 0000 BMCODODODODO0O0O0000000O0O
000000000000000000000000000000000000000
0000000000000000000000000000000000000000
0000000000000000000000000000000000000000
000000000000000000000 BMCOOOOOOO0O0O0O0000000
00000000000

000000000000000000000000000000000000000
000000000000 000000000000000000000000000
000000000000000000000000000000000000000
0 0 O Design by Contract (DbC) 0 0000000000000 000000000
0000000000000000000DbCO00000000000000000
0000000000000 (64 0DbCO00000000000000000OODN
000 DbCOODOO0000000000000O0O0D0000000000000000
000000000000[66] 0

000000000000000000000000000000000000000
000000000000000000000 MOOOODO Prey 00000 Posty
O00O000Prey 00000000000000000 Bodyy 000000000
000 Posty 0000000000000000000O0O000O000O0O0O0000
Dijkstra 0000000 [33) 000000000000 000000 [38] (=0000
D00wp(S,Q)0000000000000 SO000000000 QOO00000

dooooooobobooodooogooooooob bbb oooooad
Prey = wp(Bodyy, Post ) (1)

00000 MOOOOOOOOOOO POODODO Prep00O00O0O PostpOOO
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020 0000

00000000 MOODOODOOPOOOOODOOOO SO PrepO000O0DO0ODOO
O000000 ROO POUODOODODUODODODLOODODODOODODNO PostpOOQO

O00oo0ooooooooooooooooooooooogon
S = Prep, Prep A Postp = R (2)

O0o00o000ooo0o0oU0oooOooooo0 ()0 (2)ooooooOooooo
goodoouobbboooooobboboooobobbbooooobbbooooobo

Inn0Ind/ 000000000000 DO0O0O(1)(2)D00000DO00O00O0O0O0O0O

Prey A Inv = wp(Bodyar, Posty A Inv') (1)

S = Prep A Inv, Prep AInv A Postp ANInv' = R (2)

00000 o0o000ooooooooogoooooooolooooooooogn
goodoooooobbobooddoooooooooobobobooooooooo
0000000000000 0D0000DO00oooobDbCOO0ODODOOODOOOO
O0000000D000000o00ooo0ooooooooobbCOODOOOODOOOO
ggodooooooobbooooooogouoooooooooo

O0O00O0ODbCOOO0ODOUODOOOOODDODO EiffelDO000O0OO0O0OEiffelOOOOO
oo ooboooboooounoood
0000000000 [66] OEiffel000O00ODCOOOOOOOOOOOOOOOO
00000000000SAL(Standard Annotation Language) 0 0CO 0000000
O00D00O00000D0O0O0 NULLODOOOOODDODODOODOOoOooooooooo
000000000000000000 [43]0Spec#l0CA00D0O0D0OOCH#DODO
gooodoooooobbobobooddooooooooooooboooooooooo
O0D0000000D00000ooooooooo oSuoooonooooooooooog
0000000000000000000 [12]J0VCCO0Spec#00000O0ODOOOO
O0000000000000000oD00O0 OSOo000ooOooooooooooon
027 0DbCO0O0000000000O0N0O0NON0ND0DO0DODODCode Contracts

OoC#000000000000000D00D00000ODDOOO0000ODDODODOO0OO
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00000000000000000000C4#0000000000000000 [11]
0000000000000000000000000000000000000000
0000000000000000000000000000000000000000
ooo

0000000000000000000000000000000000000
ESC/Java000 JavaODODOOO0O0D0O0O0000D [38) 0000000 JML (Java
Modeling Language) [60] 000 000000Java 000000000000 DbC O
0000000ESC/Java 0000000000000 000000000000000
000000000000000000000000000000000000000
000000000000000000 (verification condition) 0000000000
0000 Simplify 31] 0000000000000000000000Caduceus 00
0COO0000000000000 [36)0000000 ACSL (ANSI C Specification
Language)[13] 00 00CO00000000O000 DhCOOOOOO0OACSL O
JMLOOOOOOO0O000D00000O0O0Caduceus000000000000000
00000 Why DOOOOODOOOOOWhyOOOOOOOOOOOOOOOO0O00O
000000000000000000Caduceus010000000000000000
000000000000000O0

0000000 VARVELOOOOODWCOOOOOO0O00000000000000
000000000000000000000000000VARVELOODODOOOJML
0 ACSLOOOOO0000O0O00000O0DCOO000000000000000
000000000000000000000000000DLVCOO000000000
0000000000000000000000000000000000000000
00000000 COO00000000000000000000000000000
0000000000000000000000000000000000000000
0000000000000000000000000000000000000000
0000000000000000DKCOO00000000000000000000

00000000o0oooooo (73] 0



18 020 0000

23 000O0OOO0OD0DDOO0O VARVEL

0 2.2 F-Soft/VARVELUOOOODOODOOODOOOOODOOOOOO

gooogd gbooboood

0000000 | NULL/O0O0OO0/0000000000000
oogno 00/0000 (00000000000 oOon)
goonog 00000000000 /o0ooood
gooogd gooogo

VARVELOOOODOOOODOOOOO 18] 0000000 CO0000000000
[67) 0 VARVEL OO F-Soft [54) 0000 0000000000000000 (O 22)0
0000CO000000000000000000000 DL CO0000000000

gogoooog

«ch

source codes

¢html)

result

pre= L)) m.ode.l L)) mode.l ) post—.
processing building checking processing
VARVEL

0 2.3 F-Soft/VARVELOOOOOO

VARVELOOF-Soft 00000000 COOO0OO0OOOOOOODOOOoooooOO
000000 23000000000 45 0
0000000000000000000 ANSI-C(Coo)0onooooooooocCco

0000000000OO0O0CIL (7200000000000 DO0O0ODOODOOODO

e 1000O0O0return00D0OO 10000
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e for 00 doOOIONODODOUDODOOOODODOODOOOODDOO whileOOOO

goobbboooooooobbboooooooooboobobbbbbooooooo
00000 (CFG. control flow graph) 0D 0D OCFGOOOO0O0OO0ODODOOO
000000000000000CFGUOOO0O0 30000 (D0DoOoUooooooo

O0ooO0ooooo)ooog

ggoooooboobb bodoooooobboobotbooooooooboobobboooooon
000oo0oOoOoocCcOooodOoooO0oooodoooUoUoooOogoooooooo
0000000000000 Co00U0000U0D0D0D000ooDoDoooooooooO

gogooo

e J0000DD pdO0ONO0pOOODOO0 p__ptr0p0O00000O00ODO
00000 p__deref 100000
eJ0ali00000000a _i0000

e 000D sO000D0D0OMOODN s__flat__mO00O0D0(0DOOOOO)

0o0o0oo0oooUooUoUoUOoUoUoOUo (770000000 oOooooo
oo bLbLDbDb pU0U0Od pall ppdd

ggoboboooobobioooobobboooobbiod x=p0b0boooobobood

x = ( p__ptr==pa__ptr ? pa__deref :

( p__ptr==pb__ptr ? pb__deref : x ) )

000000000000 x = alil]O0D000000000OD00D0O0000 aO0OO0OO
20000

x=(C(i==0 7 a_0 : (i==1 7 a__1 :x) )
goooobbbbbooooooouooooobbb oo oooooooo
goooobbbbbooooooououoooobb bbb ooooooo

gogobboooobbboooobbbooobobbooonooboooobbooon
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020 0000

goboboodooobuoooobobooooboboooobbbooobLbboooono
0000000000000 00O0000O00DO000o00DoOoD il oooo
gobboooobobobouoNgobboodbbbidddbebbooobbooobo
goood

, { a__i ( i€0..N-1)
ali] :=
o} ( N<i)

O0OOVARVELOOOOODODOOOOOODODOOOODOODODODODOOOO0O0DO0O0Oo0O0000
gobobooooobuoooobobuoooobobooouobobboooobboooooboo
gobobooooobuoooobobuoooobobooouobobboooobboooooboo
gobobooooobuoooobobooooboboooobbboooobbooooobo
gogooooobobobbbboboboobbbbbboboboboodooooooooood
0ooobooooboboooobboooooboooobobooooboboooooo
goboboooobobuoooobbuoooobbboooobbbooobbbooooboo
goboboodoobobuoooobbuoooobobbooobbbooobbbooobo
O0000000O0OvolatileDODOODOODOODOODOODODODODOOOOOODOO

goooog

000000000 VARVELOOCBMC [25|000000000000000000O
gobobooooobuoooobobuoooobobooouobobboooobboooooboo
gobobooooobuoooobobuoooobobooouobobboooobboooooboo
ggooooobobobobbobobobooooodooddoooooooooooood
gogouobobobiodoooobbobooouoobbbbboooobbbboooobo
0000000000 (7700000000000 0000000O0D00DOUoOOO
O000D00DDO0OODOOVARVELOOOOOOOOOOOOOODODOOODOoOoOOo0OoO
goboboodoobobuoooobbuoooobobbooobbbooobbbooobo
O000000000000000000000000000000VARVELO 3.200
DbCOODOOOODODOODOODOODOUODOOODOODOODODOOOOoOODOO

gooood
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O0OOVARVELOOOOOOOOOOOOOOOOO0OOO OO O setjmp/longjmp
0000000000000000O00lngmp00000000000000000
signal 000 0000000000000000000000000000000000

ggoobooogooogad

0000 ObOoO0oO0oO0boO0o0bO0oO0bO0o0boO00o0000O0000000000000a0
00000 (constant folding) 000000 defuse 0000000000000 DOODO
00oo0o00o0o0o0o0o0oo0O00o0o00o000bOO00o0oO00b000b00O000O000
O00x=00;y=x; 0 y=00,;0000000000000000 (backward slicing)
O00oo0o0oO0o0oO0o0oO0o00o00oO00boOo0oOoOo0o0bOO0O0bO00O000
O00oo0o000oO0o0oO0o0oO0O00O0o00000bOO0OO0O0O00O0bOO0O0O000O
O00oo0o0oO0o0oO0o0oO00ooOo0o0o00bOOo0oOoOo0o0bO0O0bO00O0000
p00000000 (»p)00000000DOOO0OOOOOOOOOOOpOOOOO
O0ooO0ooooooa

00000000oooooooo000o0oooDoo CPGOOODDOOODODODODOO
0 CO000000ooooooO PO0OOOOOCODDOOODODOOOOODODOODDOO
oo uooboobuoobooouoooooo
0000000 PODOODOONULLODOODOODOODOODOODODOODODO
000000DO000O0DO00Oo0oDOOoDO peOOD0ODO pODbOOODOODOODOOIDO
0000 (pe=1)=(pANULL)0DO0OO

Oo0ooooooooooocA~-POODOOOODOOOODOOOOODOOOOOO
ooopoooooocAn—~-POOODOOOOODOODOODOOOODOODOOOOODOO
0000 C=PO00000 (=>000000)00000000000000CA-PO
0000 (witness)JOO OO C=PO000OO (counter-example) 00000000
00000000 oCA—-POODODODOODOOOOOO0 C=PO0O0O0OOOODOOOOOO

ggoboboooobobooooboboooobboooobbboooobbooon

00000000 (HTML)ODODOOOO
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020 0000

5: void foo( int x, int y ){
6 X=xX+7y;

7:  if (x!=1)

8 x=4;

9 else

10: X+t

12: assert( x <= 3 ) ;

024 0000O0OOOODODOCOOOOODOOCOO

024000000 fooOOO xOyOOO1000000DODOODODOODOOO
OOOVARVELODO 250000000000000000000000000 Stepd
LineO FunctionO Detailed InfoD OO OO0 CFGOOODODDODODOODODOODOOO
ggoooobuoooobodooooobbooooobobobooooboboooooo
O0O0Step0000 0000000000 DO0ODO0OD x{-2}000 000 —20000
goodoooooobbbbboooooooouooboboobobbb oo oooog
0000000000000 2400000 L1200000000000000O0000O0

VARVELOOOOO 800U 0000000 oooooooooooooon 26000
gogouobbbdooooouoobboooobobboooobobbooooobboboo
260000000 funcl O func2 0 func3 00000 (DOODOO 15,17)0 func2 O
malloc JOOOO0 (O 3)0func3 0 NULLOODOUODOOOOOO (O 9)0malloc O
goboboodooobuoooobobuoooooboboooobbboooobbboooono

goboboooobobboooobobboooobooboboooooboooooo



23 0000000000 VARVEL

() VARVEL Witness _fSfT_du: x

Step Information

hormal mode maintenance mode
Step Line Function Detailed Info

0 L3 foo y =2

0 L3 foo x =2

515 L5 foo y -2} = v -2}

9015 L3 foo x -2} = < {-2}

10 L6 foo x -4l = (x {21 + y 21D
L

12 L7  foo RELERH xi4l=1

13 L8 foo x4l =4

15 L12  foo  BRElZRH xl4>3 _
16 foo Witness shows: Assertion Violation (x <= 3) —

o0ooos else
o010 x++ 3
oo

00013 }

025 VARVELOOOOOOOOO
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020

goon

e e e e T = =
© 00 N O o> W NN -, O

© 00 N O O b W N =

int func2( char**bufp, char* path ){
int len = 0 ;
*bufp = malloc( strlen( path ) ) ;
if ( *bufp ) len = strlen( *bufp ) ;

return len ;

int func3( const char *buf ){
char ¢ = *xbuf ;

return c ;

: int func1l( char *path ){

char xbuf ;

int len = func2( &buf, path );
/* ... about 150 lines *** x/
if ( func3( buf ) ) return -1 ;

return 0 ;

O 26 NULLOODOOOOOOODOOOOOOO



(1 3 [

VARVELOOOODOOOOOO

3.1 00O

ggoboboooooboooobboooobbboooobbboooobbooaon
ggoboboooobobboooobobboooboboboooooboooobobooon
gogoboboogoboobuoooooboooooo

gogobobooooboboooobboooobbboooobbboooobbooon
godoobobobbodoooooobobbboodooooooobbbooooooooo
goobboooobbtboooobbbooobobbooooboboooubbboooo
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VARVEL 000000 F-Soft 0 0 CBMC [25] O Bogor [75] O 00O Oassert O
assume 000 200000000000000VARVELOODODOOOOOOOOOO
0000000 __assert U __assumeJ 0O OO0

0000000000000 dopoooooooogoooooog Ssooooao
assert(C)0 SACOOO000D00O0OOODO0ODOOOOOODOOOOOassume(C) O
DO000o0o0Oo SN\0oodofdodoodoooodooooooooooooono
ggooooooboboboboboobobooobobbbbbtbdoooooooooooood
gobobooooobuooooobobooooboboooobbboooobbooogobo
gobbooooooboooobobooon

0 3.1 VARVELO DbCODO

gpoooo oo

@invariant C 000 CO0O0OO0oOoOOooooooooo
@pre C O00 cooooooooooo
@post C O00O cCcoooooooooon
@param[out] v O0v000000000000
goooboboo oo

_return ooboooo

_length( a ) 00 ¢0D00000D0

_strlen( s ) 000 sO0000000

_old(v) obooboooo~00000

VARVELOODbCOOUOOOOOOODOOODOOODbCOOO (O 3.1)0000
gogobobooboboboboboboboobbooooooooododoooooooooooad

COO00DDU00DDOO00D0O00DDOUOoDOODPCOOOODODOF-Seft OO0
VARVELOOOOOOOOO

VARVELOOOODOODOODODDOOOOOoOooCcooooooooooooooo
ODbCOO0DODOODOODODOO0OODOD0OODODOUOODDODODO0ODODDODOUODDOOn

O0000000000000000000000000000 Pre 0 __assume (Pre)
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000000 PostO__assert(Post) D0 D0DO0O00O00OO0O0ODOOOOOODOOOOO
[44] O
DbCOOODOO0OO0ODOODO0O0ODODOOO0OOO0OOO0O0ODOD0OO0OODOO0OoOoDoOoOooOon

ggobobooooooooodn

e O UIUI0ODLDOUUOUOLODLDUOULDDLDbDUUUbDDLDOUOUOODLDLOOOO
gooo

e 00 UIUO0ODLDDOUOOUOLDDLDUOUOLDDLDUUUObDDLDOOOODLDLOOOO
gooboboood

e 00U 0O0ODLDDOUOOUODDLDUOUODDLDODUOUOLDDLDOOOODLDLOOOO

goboboooobbooogn

03100 320000000000000000000DCOOOODOOOOODODOO

ggoboboogobooooo

gogd god
(0o0oooo) (0DO0D0O00)  (D00O0O000)

J** func(...){ func(...){ func(...){

@pre P __assume( P ); _-assert( P ); _-assert( P );

@param[out] v Body __assume( P ); _assume( P );

@post Q _assert( Q ); Body v=_NONDET__();
*/ } _assert( Q ); __assume( Q );
func(...){ _cassume( Q ); }

Body }
}

031 DbCOODODODOOODODODOOOOOO
-_NONDET__OOO0DOODO (uninterpreted function) 000000000
gboboobooboboobobooboon

O00D0D0D0O0DO0OOOVARVELOOODOODOODODODODODOODODODOODODOODODOO
b0 essume 00000000 OO0O0O0ODOOO0OODOOO0OOOOOO0O0ODOOOO0
O000000aessert 000000000000 0O0OO0O0OOVARVELODOOODODOO
gooboboooobbtboooobobbooobbboooobboooubbbooon

O0000O0O0O0O0O0OOO0OVARVELOOODOODOODOODOODOODODOODOO



030 VARVELOOOOOOOOOOO

ooooooo ooooooooo

unsigned int g = O; int foo( int x ){

/%% int __old_g = g ;
Q@invariant g <=1 int result ;

*/ __assume( 0 < x ) ;

__assume( g <= 1) ;

/%% result = x - (g--) ;
@pre 0 < x __assert( 0 <= result ) ;
@param[out] g __assert( g == __old_g - 1) ;
@post O <= __return __assert( g <= 1) ;
@post g == __old(g) - 1 return result ;

*/ }

int foo( int x ){
int result ;
result = x - (g—-) ;

return result ;

}

ogooooooooao gooooooooad

int foo( int x ){ int foo( int x ){
int __old_g =g ; int __old_g =g ;
int result ; int result ;
__assert( 0 < x ) ; __assert( 0 < x ) ;
__assume( 0 < x ) ; __assume( 0 < x ) ;
__assert( g <=1) ; __assert( g <=1) ;
__assume( g <= 1) ; __assume( g <=1 ) ;
result = x - (g—-) ; result = __NONDET__() ;
__assert( 0 <= result ) ; g = __NONDET__() ;
__assume( 0 <= result ) ; __assume( 0 <= result ) ;
__assert( g == __old_g - 1) ; __assume( g == __old_g - 1) ;
__assume( g == __old_g - 1) ; __assume( g <= 1) ;
__assert( g <= 1) ; return result ;
__assume( g <= 1) ; }
return result ;

}

032 DbCOODODDOODOODODODOOODODOD
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000 assert 0 assume U0 000D 0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O00O0OO0
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000000000 00000000000000O000D00O000D0OO00OOVARVEL
goobboooobbboooobbbooobbbdooob bbb bbooo
ggobbboooobbboooobbuoooobbooooo

0000000000 0O0OO0OVARVELODOOOOODOODOOOOODODOOOOOO
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(PreNC)A—Post
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33 00O

DbCOOOOO (O 32)J0VARVELOOUDODOOOODOODODODOOOODODOOO
32000000000000000 progl O prog2 D0O00DDODODODODOOOO0OOOO
oo oooooaad
DbCOUOUOOUOUOOOVARVELOUOODOOODODOODOOUOODODOODODOOOOOOO 3.2
0000000 S8ized File, Func, DbC'O Man-hr, Bugs 00 000000000000
(KLoc)DUODOOOOOODOOUOOOOODUOOO DbCOUOOOOODbCOOOOO
0000000 (U0)DoOoooUooO0Uo0oUoO0oU0oOoUoooOooooUooUog
ODbCOODOODOOOOODO

032 DbCOOOOOOOODO

Program | Size | File | Func | DbC | Man-hr | Bug
progl 1.0 2 30 68 3 1
prog2 5.6 8 78 260 16 3

O0000000D0D0000 progl O prog2 DO OD0ODOO0ODO 200 300000
O0000O0Oprogl 0000000000 O0DOOO 2000000VARVELO DbCO
ooo0obooboobooboobooloobboobooboobooboobod
goobboodoobobuoooobbuoooobbbooobbbooobbbooobo
OO000000000000C00O0OoO bbCOODOODODOOOOOODOOOOOODOO
0000000000000 000000000000000000000OVARVEL
0000000000 DbhCOOOOO0OOO0ODOOOOO0ODOOUODOODOOOOO
goboboodooobuoooobobuooooboboooobbboooobboooonboo
goboboodooobuoooooboboooobobboooobbboooobbooooobo
OO0O000000O0O000OCc00DOoUO DNFOOOOOODOOOODOOODODOODOO
0000000000000 000C0O0VARVELOOOODOOOOOODODODDODOOOO
gobobdooobobuoooobbuoooobobboooobobboooobbbooooboo

000000000000 0D0000000D00000O00000DDO0OO0OO DbCO
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gboooboboobooboobooboobooboooboDboobuoobooboo s

OO000ooOoOoooo bbCODOOUODOOODOOODOOOOOO

0330000000 preg20000000000O0O0OODOOODOODODOODO GetNList

O000000*pErr 0000 000000000 0OO0 (0 4)00000GetNList [

0000000 GetHost 0 0 0000 (0 13)0*pErr 0 0x02 000 (0 150000

0000000000000 o o0DD (0D 2000000000000 DD (D 24)00

goooobbbbbboooooo

1: /*x

2: @Opre flag == 1 || flag ==

3: Opre pList != NULL && pErr != NULL
4: @post __return == 0 && *pErr == [\
5: __return == -1 && \

6: *pErr > 0 && *pErr < 0x40
T %/

8: int GetNList( int flag, NList

9: *pList, int *pErr ) {
10: int err, ret ;

11: char *name ;

12: /% ... %/

13: ret = GetHost( name, &err );

14: if(! ret){

15: *pErr = 0x02 ; goto ErrExit ;
16: }

17: goto Exit ;

18: /x ... several 10s of lines ... */
19: ErrExit:
20: ret = Cleanup( &err );
21:  if (! ret) #*pErr = err ;
22: Exit:
23: return ret;
24: }

033 00O00oooooobooooooDo
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4.1 OO
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ggoboboooobobboooobobboooboboboooooboooobobooon
ggoboboooobobboooobobboooobboboooooboooobobooog
0000000000000 000DDoOoOOOO000DODDOOo DbCOODODOODODODO
gooboboooobobbooooobboooobboooooboooobobooon
goobboooobbtboooobbbooobobbooooboboooubbboooo
0000000000 bbCOOOODODODODDOODOOO0ODOOUDDODDO0ODOO0ODOO
goobboodoobobtboooobbbooobbbuooob bbb bbooo
goobooboooooo

gobobooboboboooobbobbooouobobbooobobboooooooboobooa
0000000000000000000 (falsealarm) 00000000000 0OOO
[35] [65) 00000 DO0ODDOO COOODOODOODOODOODODOOODOOODO
ggoboboooobobboooobobboooboboboooooboooobobooon
ggoboboooobobboooobobboooobboboooooboooobobooog
gogobboooobbboooobbbooobobbooobooboooobbooon
gooboboooobobbooooobboooobboooooboooobobooon
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O0000000oo00o0ooooooooooboooobooooooooooooooon
Oo0o0o0oooooooooooooooooooooooooooooooooaon
O00o0o0o00ooooooooooooooooooooooooooooooon [35]
[65] O

Oooo00oooooooooooooooooooooon (Scope)DDDDD DbC
O00oo0ooooooooooooooooooobooooooooooooooon

goooouoboboobbbooooooouoobobobbbbbbooooouoo

42 OO

goboboooobobboooobbboooobobobooooboboooobbooon

00000000000000000000000O0 (re-entrancy) 000 0O

class Subject { class Observer {
Observer obs; int state; Subject sub; int cache;
invariant state >= 0; void Notify() {
void Update(int i) { 1: this.cache = sub.Get();
: this.state = i; ¥
2: obs.Notify(Q); }
if (this.state < 0) {
state = 0; void testObserver() {
} 1: Observer o = new Observer();
} 2: Subject s = new Subject();
int Get() { 3: s.obs = o;
1: return this.state; 4: o.sub = s;
} 5: s.Update(-10);
} }

041 DOOO0O0DOOOO (C#)
00 [35] O Fig. 1. Subject-Observer sample 0 0 OO

00 [35|00000000000000 C#00000000 41000000000
0 testObserver 10000 Update DO OODOOO0O (35|00 1000000000
guobddbbd-1000000000 testObserver U U UOOOOOOOOOO

DDOO000DbO00b000 GetUDODUOODDOODDOODO SubjectODDOOODODOO s
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gogoooboood

ooo Subject Observer Subject
gooood S o] ]
ooooo0  testObserver —  Update — Notify — Get

OO0 Subject O DOOOODODOO state > 000000000NOSubject OO
U000 Update D ODO0OD0O0O 1000000 stateJO0 DO UODOOOO testObserver
0OUpdate 000 i0 00000 (-10) 0000000000 DO0O0OOOODOOO
00000000000 0OUpdate 0000 Observer OO OO Notify OO OO OO
Notify 0 Subject OO OO Get UODODOOGetDODODOOOODOODODOODOO
ooooboobooboobobooooooo

gboooobooboooobooboboobooboboooboobobobobooboboooboo
GetUOOODOODOOOOOOODODOOOODODODOOODODOODODOODODO
goooboboooooboobooooboboooooobobooooboboooooon
gbooobobooooobooboooobobooooooboobooooboboooogon
goooboobooooobobooooboobo

oooooo0 COo00oooooooooooD 4200041 00000000 CO
Uboo0o00o00ob00b00bOn Subject.cU Observer.cUUOOOOOOOOOOO
Subject O Observer 0000000000 testObserver 0000000000000

0000000000 GetOUODODOOODDOOOOOSubject 000000000

oooo Subject.c Observer.c Subject.c
OO0  testObserver —» Update — Notify — Get

00 testObserver 0000000 -100000000000 Subject 000 Update
00000 (042000 t1)0Update 000000 i(00-10) 00000 state OO
000 (042000 sl)Ostate000 000 (-10)00000000 state >= 00
000000000OUpdate D00 00O Observer 000 NotifyODOODO (O 4.20

00 s2)0NotifyO0OOOOO Subject 000 GetODOOOO (042000 o)ODOO
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040 0000000000000

Subject.c Observer.c
invariant : state >=0
Update( i)
state = i Notify()
Get()
invariant )¢
violation re-entrancy
.............................. »
T T T B L]
if ( state<0 ) state =0
PRE— i |

Subject.c

int state = 0 ;
/**

@invariant state >= 0

*/

void Update(int i

sl: state = i ;
s2: Notify () ;

if (state <
state =
}
}
int Get() {
int r ;

s3: r = state ;

return r ;

0) {
0 ;

Observer.c

int cache ;

void Notify() {

ol: cache = Get() ;
}

Test.c

void testObserver() {
t1l: Update(-10) ;
}

042 000000000 (C)



43 00000 39

00 Subject.cO0O0D0OOOOODOOO Subject 00O0DOD0O0OOO0ODOOOGetOO
gogobobooooooobooon

041000000 C#AOOOUODDOOOODOOOOOOOOOUODOOUODODOOOO
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O0000000D0Do00oo00ooooooooooDoOOoooooCcooooooO
gooboboooobbtbooobobboooobbboooobboooubbbooon
O0000ooCoU00oDoO0U0DoOO00OooOoO0U0DoOO00OooOoUoooDOoODoOoOO
ggobbboooobbboooobbuoooobbooooo

Uddd Subject.cO000ODODOOOOOO0OUOOUOUO0O0O0OUOOUOOONO Update O
Get U DODODODDODODODOD testlbserver 1O OO0 OO0OOOOOOOOOO
goboogoobooooboooobbouoboobboooboobboobooooboa
000000 Netify0DOODOODODOODODODODDOODOOOODO (04.3) 0000000
Udbob0d state > 0U00000O0O0O0OODOOO0ODLDOO0OOOOOOOODODOOO
goobbhooooboboboooobobbooobbbooonobbbogonbDDn Get
gogbobboooobobuooobbooobboobbiodbb et

gagbobobooobbDO NetifyUDOODOUOOOODOOOOODODOOO

43 0O0O0O0OO

ggoboboooooboooobboooobboooobbboooobbooon
ggoboboogobbboooobobbooooboboboooooobooooobbooon
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040 0000000000000

Subject.c Observer.c
invariant : state >=0
Hpdatciil . invariant
state =i violation | Notify()

if ( state<0 ) state =0

043 0O0ODOOOO0OOOOOOOODOOOOOO

OO0 GetO0DOODOODOODODOOOOOO0OODOOOOODOODOOOOOOO
Notify 000000000000 OOO0OOODOOOOOO

gogooboodoooboobodoogobbdo oobboouobbuooobbuoooboboo
gogooobobobbooooobooboooooboboooooobbbboooooobo
gogooobobodoooobboboooouooobobboboooooobobbboooooobo
gogoobbbooooobobbobodoouoobbooooobbooooooooo
gogoobobbbooouooobooouoobbooooobboboobooouooo
gogouobobobibodoooobbbooouobbbooooooobbbbooooobo
O020000000000000D000D0O0ODOODOODOOODOODOODO
0000000000000 0D00D00CO00000000O00DO0DOOoOOoOoOOOn
OO0000000000DO00D 42000000000 Subject.cODOOODOOO
00 state >> 00 0000O0OSubject.cOUOUOODOOOOOOOOOOOOODOO
0000000000000000000000 (file-scoped invariant) 0000000
000 44000000000000 (efile_invariant state >= 0)000000O0O
0000 (000000000)000000000000000O000OUO 44000
000 32000000000000000DO0ODODOODOO UpdatedODOGetOODOO
gooobobobobobobobbbbbbibddduu00oduoobobn Update O Notify

goboboodooobuoooooboboooobobboooobbboooobbooooobo
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0000000000000 00 F-Soft 0OOOSATOOOOODOOOOOODODO
oooobooobooboooo 1obooboboooooOooooOooboOoDOoDbOoDO
0000000000000 0O0000000oooooooooooOo bbCcoooO
0000000000000 000000000000000 VARVEL OO0 F-Soft O
booobobooboooboboobooboobboooboooboobooboon
oooobooooon

testObsesrver — Update — Notify — Get
OOo0ooOoOoOoooOooOooooOooDb 450000

045000000 3200000000000000000000000 Update O
Get UUUOUOOUON testObsesrver U Notify DO UDOOOOOOOOOOOOOO
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040 0000000000000

Subject.c Observer.c
file_invariant : state >=0
Update( i)
M state =i NOtifVQ
Get()
[ ,
= - L
if ( state<0 ) state =0
PU— |
Subject.c with Subject.c with instrumented primitives
file-scoped invariant for file-scoped invariant
int state = 0 ; int state = 0 ;
/*%
@file_invariant state >= 0 void Update(int i) {
*/ __assume( state >= 0 ) ;
void Update(int i) { sl: state = i ;
sl: state = i ; s2: /* Notify() ; *//* No side-effects */
s2: Notify () ; if (state < 0) {
if (state < 0) { state = 0 ;
state = 0 ; }
} __assert( state >= 0 ) ;
} }
int Get() { int Get() {
int r ; int r ;
s3: r = state ; __assume( state >= 0 ) ;
return r ; s3: r = state ;
} __assert( state >= 0 ) ;
return r ;

}
044 ODOOOOOODOO
0000 Observer.c 00000000000 ODOOOOOOOODODOO
00000000000 Subject.cO00000OOOOOOOODOOODOOO
000000 Observer.cOOO NotifyDOOOOOODOODOOOOOOO
gbobooobobooooboboon
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43

Subject.c Observer.c
file_invariant : state >=0
Update( i)
W state =i Notiva
Get()
invariant ) 1<
violation )ﬂre-entrancy
________________________________ >
4-------------------}- ------------ I L
if ( state<0 ) state=0
U B ||
Subject.c with Subject.c with instrumented primitives
file-scoped invariant for file-scoped invariant
int state = 0 ; int state = 0 ;
/**
@file_invariant state >= 0 void Update(int i) {
*/ __assume( state >= 0 ) ;
void Update(int i) { sl: state = i ;
sl: state = i ; s2: Notify() ;
s2: Notify() ; if (state < 0) {
if (state < 0) { state = 0 ;
state = 0 ; }
} __assert( state >= 0 ) ;
} }
int Get() { int Get() {
int r ; int r ;
s3: r = state ; __assert( state >= 0 ) ;
return r ; __assume( state >= 0 ) ;
} s3: r = state ;

__assert( state >= 0 ) ;
__assume( state >= 0 ) ;
return r ;

}
045 O0O0OOOOOODOOOOOO

044000000000 Observerc0O0O0O0O0000O0O0OOOOOO
gboooooboobobooooo
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040 0000000000000

44 00O

04200000000000000000000000DO00O0OO00ODOODOODODOO
googuoobbooooobobbbodoouobbooooobbbooooobo
O00b0O0000b0 3000000000000 000000 Subject.cODOOO
0000 state >= OUUUODDO0O0O0OOUOODLOOOOOODLODOO GetOODLOOOO

OO0bO0o0o0O0obO0obOoobO0ooDoboobooboDobooboOo 410000

041 0O0O0OOOOODOOOOODOOOOO

goon gpogon goooooo
gboooo=00 gogoo
godobo=0000000d gooo U0 Notify
ggboo=00boboobo +00d gooo U0 Get
goooon

gobboooobbboooobbboooobbboooobboo

O0O00000DOO000O00bOO00DOOoOoOD 46000000000 NotifyO
goboboodoobobuoooobbuoooobbbooobbbooobLbbooobo
gobooooonon
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OO0DO0000D000 4700000000DO GetOOODOOODOODOODODOO

gobobooooobobboooobbbooooboobobooooobooooobooboa



4.4 00O

@ VARVEL Witness fsoft fl1.0 >

€ > C Q Q
Witness shows: Assertion Violation { state >= 0)

Step Information

normal mode maintenance mode

Step Line Function Detailed Info
0 L6 Update i=-1

8 L6 L6 Update if{-1}=1{-1}
16 L7 Update state {-11=i{-1}
22 L2 Notify BILAEL state -11<0
23 MNotify Witness shows: Assertion Violation { state >= 0)
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() VARVEL Witness fsoft fl1.0 »

€ > el N

Witness shows: Assertion Violation ( state >= 0)

Step Information

normal mode maintenance mode
Step  Line Function Detailed Info

0 L0 Update i=-1
5 L10, L10 Update  if-11=1{-1}
13 L1 Update  state (-1} =i{-1}
23 L18 Get  BULERE  state H11<0
24 Get Witness shows: Assertion Violation { state >= 0}
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10 : void (*task)( int ); 20 : void execTask(){

11 : void callTask( int n ){ 21 : task = doTask;

12 if (0 <=mn) 22 : callTask( 0 );

13 : (xtask)( n ); 23 : }

14 : } 24 : /x*x Qpre O<x  */
25 : void doTask( int x ){
26 : int r = 100 / x ;
27 : }

05.1 O0000OD0OO0ODOODOOODOOo0OoDOO

U000 BODOO execTask UOtask U U U doTask U U DO DOUOOOODOOOOOONO
0 callTask 00000 (O 21,22)0 0000 AOBOUOOOOOVARVELOODOOO
0000 task UUDOOOO0OOO doTask DU U O U execTask U0 UUOMO callTask
0 doTask D0 DD D000 ODODODODOUOOVARVEL O doTask DO O OO (0<x, O

24) 0000000 (__assert( 0<x ))000000doTask 00000000000

0000000000000000000000000000000 BOOOOO0O000
VARVEL O execTask 0 doTask 00 0000000000000000000000
000000000
000000000000000000000000O00000 DbCOOOOO0OO
000000000000 00000000000000000000
() 00000000000000000000000DLCOO00000000000
00000000000000000000 POOOODO
(2) 0000000000000000000000000000000000 (0 DbC
00)00 DbCOOOOOOOO0O0O0OO (D DbCOOOOOOOOO DbCOOOO
000)0
0000000000000000MO0000DhCOOOO0O0D0000000000
00000000000 POOODOOO0O0OOOOODDOOO0O0O0OO0OOOO DbCOOMO
DbCOOOOO0 DCOODODOOOO0000000O0O0O DhCOOODO DbCOODODO
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int execdlfunc( int n ) {
int (*comp) ( int ) ;
int result = 0 ;
void #h = dlopen( "x.so", RTLD_LAZY ) ;
comp = ( int (*)( int ) ) dlsym( h, "f" ) ;
result = (*comp)( n ) ;
dlclose( h ) ;
assert( O<=result );

return result ;

052 O0O000ODOOOOOOOODOOOODOODO

0000000000000000000o0oo0 CBMC(Version 4.0) 0000000

ggbobooooooobbooobooobboobobooobboobobbooobba

> cbmc file.c --function execdlfunc

file file.c: Parsing

Converting

Type-checking file

Generating GOTO Program

Adding CPROVER library

Function Pointer Removal

Partial Inlining

Generic Property Instrumentation

Starting Bounded Model Checking

*xx* WARNING: no body for function c::dlopen
*x%x*x WARNING: no body for function c::dlsym
*%*xkx WARNING: no body for function c::dlclose

size of program expression: 22 assignments
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simple slicing removed O assignments

Generated 1 VCC(s), O remaining after simplification

VERIFICATION SUCCESSFUL

O00OOVARVEL(Version 3.1.7) 0 000000000000 comp 0000000000

0000000 (pi_0)0000000000000O000O0DO0DO0DO0DO0 result

0000000000000000 (0<=result) 0000000000

> c_verify -t C -c -o .

(HTMLOOODO)

Step Line Function
41 L50 execdlfunc
57 L52 execdlfunc

58 execdlfunc

file.c —-m execdlfunc

Detailed Info
result {-1} = pi_0 {-1}
OO0OOooo : 0 > result {-1}

Witness shows: Assertion Violation (0 <= result)
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@variable_contract ( f )

0000000000000 0000 fO000O0

@array_contract ( f )

gooooOoOoOoOoOoOOoOOOOOOD fOOODOOOO
g

@array_elem_contract ( f,7 )

000o0Do000ooooooooooooD foO:00000
gogoo

@type_contract ( T")

oooooooodooTrTooooogooooood

@field_contract ( T, f )

00000000000 7000000000000000
0 f0000

@field_array_contract ( T, f )

oobooooboooooTooboOoobbououoboo
oo0o0o0 foOOOOO00OO

@field_array_elem_contract

T, f,i)

(
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goood g
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ODbCOODOOOOOS100000 DbCOOOOOOODOOOODOODODOODO
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10a: /** @variable_contract( task )
10b: O@pre 0<=__al %/

10 : void (xtask)( int );

11 : void callTask( int n ){

12 :  if ( 0<=n )
13 (xtask)( n );
14 : }

053 ODbCOOOOOO

0000 A(0D00O0OO0ODOO0OOOO)

10 : void (xtask)( int );
11 : void callTask( int n ){

12 : if ( 0<=n )

13a: __assert( 0<=n );
13b: __assume( 0<=n );
13 : (xtask)( n );

14 : }

054 OJ0O0O0OOOOOODOO

000000000000 00000000D0O0OO0 DbCOOODOOODDDODOOOODO

O SRCsOD0O0OOchecklOODODOOSRCsOOO DbCOOODODODO FCsOOOO

(0 Hhooo bbCOOOOOOO DbCUOOOOOOODODOODOOOODDOOUOOOOOO

0000 locOOOOD (0 23)0000loc00000 52000000000000

DbCOUOUDODO0O0O0O0OOOUDOO0OO0O0OO0OUOOOOOprog0OOnO (O 4)0
0520000 a0 bOOOOODODO DbCOOOODOOOOOODOOOO locOO

OD0000000 cO0dOOO0OOO0OlocOD00OO0OOOOODOOOOCchecklODOOODO

000000000000 0D00000O00000000D00000000 ResultO0O

00 7NOResult 000000000000 ODOOO0ODOUOOOOODDOOODDOODOODO
gobboooobobbooodan

O0000 S30000000000000D0O callTaskDOOODOODDODOODODO
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checkl( prog, SRCs )

1.  FCs <« findFormalContracts( SRCs );

2. foreach fc € FCs do

3. while ( loc < findCall( fc, prog ) ) do

4 prog < insertPrimitives( loc, fc )
endloop

endloop
5. return doSWMC( prog )

055 U0OO0ODOOOOOOODOODOOOOOODODOOODOOOODOO

052 O0DbCOOODOOOOOOOODOOOOO

goooo gooooo
a | @pre P __assert( P’); __assume( P’);
a’ __assert( !'n==i || P’); __assume( !'n==i || P’);
b | __old( v ) __old_v=v;
c | @param[out] v | v=__NONDET__Q);
d | @post Q __assume( Q’);
d’ __assume( !'n==i || Q’);

000 & 0d 000 DbCOOOOOOOOOOOODODODOOO
P:POOOOOOODOODOOOOOOOO

n 0000000000 DOOOO0O0O0ODbOOn

i: 0 DbCOO000O0O0OO0OOOOODO

__NONDET__(Q): OODOODOODODODOOO0O0000000000O0
Q:QUIOO0O0D000OD00OOO_old( v)OOO__oldvOOOOOO

0000 ADODOOOOOcheckDODDOD ADDDDODODOD taskODODODODODO DBC
00 (0 10a,10b) 00000task 00000000 (*task)(n) OO0 (O 13)00
O0D0000O0OchecklDODOO0OO aO00O0OO0 DbCODOOOODOO 0<=__al O
Ubb0__al00000n0000O0O0OO0O0OO0OODLDOOODOOODOODODDbDOOOODO
O0task 000000000 0O0O0OOO0OO (0540 132,13b)J00000000O0O
0 callTask D0 0000000000 OOassert 000000 (0O 540 13a) 000
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000000000000000000000000000O0O00 [pl)O0000O00OO
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D000 DbCOOOODOOOOO DbCOOOODODODOODOOOO DbCODOOODODO

00O DbhCOOOODOOOOOODODOOOOODOO
Preformalipreactual (3)

POStactual = POStformal (4)

check2( prog, SRCs )
1. Result « ¢
2.  FCs « findFormalContracts( SRCs )
3. foreach fc € FCs do
4. while ( loc < findNextAssignment( fc, prog ) ) do
5 ap < findAssignedProg( loc, prog )
6 ac < findActualContract( ap, SRCs )
7 Result < Result U checkConsistency( ac, fc, loc )
endloop
endloop
8. return Result
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0DbLCOOO0O0DLCOOOO0O0000 (3)(4)000 56000000000 check?
00000000 Ocheck20000000000000000000000000O0
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00000check2 00000000000 Result 00000 (0 1)0000check200
SRCsO0O00DbCOOOOOO FCsOODODODO (023)0FCs0000 DbCOO fe
0000000000000000000000000 lecO0000le0000000

000000000000000 eqpO00ODbCOO ecO0O0 (O04-6) 00000000
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ec0000 fc000D00000000000000000000000000000
Result 00000 (0 7)0000000000000 (3)4) 000000000000
0000000000000000000000000000000000000000
00000000000000000000000check200000000000000
Result 000 (0 10)0Resu/t 00000000000 00000000000OO0
00000000000000000000000000000
000000000000000 53000 execTask 0000000000000
5300000 A00 5100000 B000000check2000000 A0DDO0O
000 task 00 DbC OO (0000 0<=__al00 5.30 10b) 000000 check2 OO
execTask 100000 task 0000000000000 00 (05.1021)00000
000000000000 doTask OO DbC OO (DD0DODO 0<x00 5.10 24) 0000
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00000000000000000 (SMT-LIBOO)O0 5700000000000
0000 doTask 000 x00000D0D0 task 000 __2a1 00000000 a1 000
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00000000000000000 570000000 SMTOOO Yices [34) 000
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oooooon
; GOooDOooooopoooag)
1 :logic QF_LIA ;o 00ooooooooon
2 :extrafuns (( a1l Int )) ; 0100
3 :assumption ; Dogooooogn
4 (not (implies ; ooooo
5 (<= 0 al) ; doooOo . 0ogod o<=__al
6 (< 0 al))) ; ooooo . 0doooo okx
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VARVELOOOODOODODOODODODODDO0OO00 5500000 550000000InvC
SpecO PrimJAlarm 00000000000 DbCOOOO DbCOOOOOOOODODO
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000000000000000000000000000000000000000
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/**

@pre op==CANCEL ||
op==DEV_READ || op==DEV_WRITE || op==DEV_IOCTL ||
op==DEV_SCATTER || op==DEV_GATHER

@pre ((dev>>MAJOR)&BYTE)<NR_DEVICES

@pre -NR_TASKS<=proc && proc<NR_PROCS

@post !( op == CANCEL ) || ( __return <= 0K )

*/

int dev_io( int op, dev_t dev, int proc,

void *buf, off_t pos, int bytes, int flags)

struct dmap *dp;



5.3 00O 63

message dev_mess;

dp = &dmap[(dev >> MAJOR) & BYTE];
if (dp->dmap_driver == NONE) return ENXIO;

dev_mess.m_type = op;

dev_mess.DEVICE = (dev >> MINOR) & BYTE;
dev_mess.POSITION = pos;

dev_mess.PROC_NR = proc;

dev_mess.ADDRESS = buf;

dev_mess.COUNT = bytes;

dev_mess.TTY_FLAGS = flags;

/* 000000000000 0000000000 =/
__assert( -NR_TASKS<=dp->dmap_driver && dp->dmap_driver<NR_PROCS ) ;
__assume( -NR_TASKS<=dp->dmap_driver && dp->dmap_driver<NR_PROCS ) ;
__assert( &dev_mess !'= NULL );
__assume( &dev_mess != NULL );
__assert( CANCEL <= (&dev_mess)->m_type && (&dev_mess)->m_type <= DEV_STATUS );
__assume( CANCEL <= (&dev_mess)->m_type && (&dev_mess)->m_type <= DEV_STATUS );
__assert( !( (&dev_mess)->m_type != DEV_STATUS ) ||
( 0 <= (&dev_mess)->DEVICE && (&dev_mess)->DEVICE <= BYTE ) );
__assume( !( (&dev_mess)->m_type !'= DEV_STATUS ) ||
( 0 <= (&dev_mess)->DEVICE && (&dev_mess)->DEVICE <= BYTE ) );
__assert( !( (&dev_mess)->m_type != DEV_STATUS ) ||
( -NR_TASKS<=(&dev_mess)->PROC_NR && (&dev_mess)->PROC_NR<NR_PROCS ) );
__assume( !( (&dev_mess)->m_type !'= DEV_STATUS ) ||
( -NR_TASKS<=(&dev_mess)->PROC_NR && (&dev_mess)->PROC_NR<NR_PROCS ) );
/* 000000000000 000000o0o00oooog =/

oil

(&dev_mess)->m_type;

__oi2

(&dev_mess)->m2_il;

__oi3 (&dev_mess)->m2_i2;

/* 10000000000 =/

(*dp->dmap_io) (dp->dmap_driver, &dev_mess);
(&dev_mess)->m_type=__NONDET__();
(&dev_mess)->m2_il=__NONDET__Q);
(&dev_mess)->m2_i2=__NONDET__Q);

/* D00000000000000ooooooo */
/% Oooooooooooooo */

__assume( !( (&dev_mess)->m_type != __oil ) ||
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( DEV_REPLY <= (&dev_mess)->m_type && (&dev_mess)->m_type <= DEV_NO_STATUS ||
(&dev_mess)->m_type == TASK_REPLY ) );

__assume( !( (&dev_mess)->m_type != __oil && __oil != DEV_STATUS ) ||
( (&dev_mess)->REP_PROC_NR == __o0i3 ) );

__assume( !( (&dev_mess)->m_type != __oil && __oil == CANCEL ) ||
( (&dev_mess)->REP_STATUS <= 0K ) );

__assume( !( (&dev_mess)->m_type != __oil && __oil == DEV_OPEN ) ||
( (&dev_mess)->REP_STATUS <= BYTE ) );

__assume( !( (&dev_mess)->m_type != __oil && __oil == DEV_CLOSE ) ||

( (&dev_mess)->REP_STATUS <= 0K ) );
/* O00o0Do0o0o0oooooooo =/

__assume( !( (&dev_mess)->m_type == __oil ) ||
( (&dev_mess)->REP_PROC_NR == __o0i2 ) );

__assume( !( (&dev_mess)->m_type == __oil ) ||
( (&dev_mess)->REP_STATUS == __o0i3 ) );

if (dev_mess.REP_STATUS == SUSPEND) {
if (flags & O_NONBLOCK) {
dev_mess.m_type = CANCEL;
dev_mess.PROC_NR = proc;
dev_mess.DEVICE = (dev >> MINOR) & BYTE;
O
/* 100000000000000000000000000000 */
0
/20000000000 =/
(*dp->dmap_io) (dp->dmap_driver, &dev_mess);
O
/* 100000000000000000000000000000 */
0
if (dev_mess.REP_STATUS == EINTR) dev_mess.REP_STATUS = EAGAIN;
} else {
suspend (dp->dmap_driver) ;
return (SUSPEND) ;

}
return(dev_mess.REP_STATUS) ;

058 O0O0OO0OO0DODOOODOOOO
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4: [xx
5: @post (p1==NULL && __return==0) || \
6: (p2==NULL && __return==0) || \
7: (p1!'=NULL && *p1==NULL && __return==0 ) || \
8: (p2!=NULL && *p2==NULL && __return==0 ) || \
9: (p1!=NULL && *pl!=NULL && p2!=NULL && *p2!=NULL && __return==1 )
10: */
11: int twoMalloc( int #*xpl, int **p2 ){
12: if ( p1==NULL ) return O;
13:  if ( p2==NULL ) return O;
14:  *pl=(int*)malloc( sizeof(int) );
15: if ( *p1==NULL ) return O;
16:  #p2=(int*)malloc( sizeof (int) );
17: /x BUG : if ( *p2==NULL ) return O; */
18: return 1;
19: }

O 6.1 mallocO 20000000000

gooooobbobbboooooooooooooooo2p00bDO

mallocUUOOOOOODOOODOOOOOOOOOODDODOODODOOOOOOOOOO

ggoboboooobboboooobobuooooboboooon

gboboooboboooboboo0oboobooobobobooobb e30bObDOO

ggobobogoobobboooouobobooouobobboooouobbid malloc O

OO00D00000O00OoO0oOOo 30 4000 ODOODOOODOODOODOOODOODOO

000 (NULLOOO)OOO malloc 0000000000000 0ODO0OOOOOOOO

ggobbbooobobbibddmalloc0boogooooboooonoobooon

goooobbbbbbboooooooooouooobbobbbooooooo
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w4 pl!=NULL, p2!=NULL *p1!=NULL, oooooo
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Ob0==1
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bl pl==NULL, p2!=NULL 000==0 ooo0o pl
b2 pl!=NULL, p2==NULL 0oo00==0 0000 p2
b3 pl!=NULL, p2!=NULL O00d== 1000 mallocO0O0O
b4 pl!=NULL, p2!=NULL Oo0gd==0 2000 mallocO00O0O
b5 pl!=NULL, p2!=NULL *p1!=NULL, oo
*p2!=NULL, O
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O00000O0O0ooOoooooo 6300000 DbCOODDOOOOOOOODODOO

06100 590000000 630000bl-bbO000000O0OD0OO0ODOOO0OOO

00000000000 VARVEL(D 30)0000000000 twoMalloc OO OO

O002000 mallocOOODO NULLOOODOODOODOtwoMallocOOOOOODOODO

gogboobbooi10bobbuooooboboooobobooonoobobooon

(VARVELOOOOOODOOO-t cO0O0000oOoooooooooooonoo

OO0 x00OO0OvOODOOOD x{v}oQooo)
> c_verify -t C -c -o
HTMLODOODOO)

. utsample.c -m twoMalloc

Step Line Function Detailed Info
0 L1l  twoMalloc pl =47
0 L1l  twoMalloc p2 =63
13 L12 twoMalloc OOOOOO : p1l {47F > 0
15 L13 twoMalloc 0O0OO0OO0O : p2 {63} >0
26 L14 malloc __return {93} = 0000O00ODOOO
33 L14  twoMalloc =xpi {93} = ( OOO {93} )
36 L15 twoMalloc OOOOOO : *pl {93} >0
47 L16 malloc __return {0} = 0
51 L16  twoMalloc =x*p2 {0} = ( OOO {0} )
53 L18 twoMalloc OO0 {1} =1
59 L5 twoMalloc O OOOO0O : pt {47} > 0
62 L5 twoMalloc 0O0OODOO0O : p2 {63} >0
65 L5 twoMalloc O OOOO0O : pl {47} >0
67 L5 twoMalloc O OOODO0O : *pl {93} > 0
70 L5 twoMalloc O OOOOO : p2 {63} >0
72 L5 twoMalloc OOOOOO : *p2 {0} <=0
74 L5 twoMalloc O0OOODOO __return {1} !'= 0
7 L5 twoMalloc O OOOO0O : pt {47} >0
79 L5 twoMalloc O OOODOO : =pl {93} > 0
81 L5 twoMalloc 0O0OODOOO : p2 {63} >0
83 L5 twoMalloc OOOOOO : xp2 {0} <=0
84 L5 twoMalloc __decisionl {0} = 0
86 L5 twoMalloc O OO0ODO0O : __decisionl {0} ==
87 twoMalloc Witness shows: Assertion Violation (... 0O OODO
a...

O00000D0O000O00ooooo bbCOOOODOODODODODODOOODOOODOO
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gobobooooboobboooobboooobobobooooboboooobbooog
OO0D00D0O0000000000 64000000 coverdButMissed UODOOOOO n
ol 400000000 1k=nU0000o0o0oououoboooouoooooobbbo
godooobobobobobbbbod 4bbbb0bbbObObObObObObObODbDDbObODbODbDODODbOO
gobboodoobbuoooobbuoooobbbooobbbooobbbooobo

goobdoobobbuoooobbuooobobbooobobbuoooo

1: /*x

2: @post __return<=0 || 4<=__return

3: *x/

4: int coverdButMissed( int n ){

5: int nil;

6: if ( 1<=n ) { nl = n<<2; printf("WhiteBox: True block\n"); }
7: else { nl = n; printf ("WhiteBox: Else block\n"); }
8: return n; /* Should return nl. */

9:

064 O0OD0O0OOO0ODODOOOOOODOOOOOODOOOOOO

00000000 coverdButMissed UOOOOO n1 DOOOOOOODOOOOO
gobobbibodnddooobbbbddddnd1gn0 30b0b0bbo0ooooonoo
0000000000000 000000 VARVELOODODODOOODODOOoOoooooo

l1000booboobooboboooog

(VARVELO O OOODOOO-t cOO0O0000O00O0onoooooon)
> c_verify -t C -c -o . utsample.c -m coverdButMissed
(HTMLODODODO)

Step Line Function Detailed Info

0 L4 coverdButMissed n =3

24 L8 coverdButMissed OO0 {3} = n {3}

29 L2 coverdButMissed OO0OOO0O : __return {3} > 0
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31 L2 coverdButMissed O0O0OOO0O : 4 > __return {3}

32 L2 coverdButMissed __decisionl {0} = 0

34 L2 coverdButMissed 0O0O0O0OO0OO : __decisionl {0} ==
35 coverdButMissed Witness shows: Assertion Violation
__return <= 0 || 4 <= __return
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Initial state : mode = SWMC
doSWMCplusTEST( program )
1. if ( mode = SWMC ) then /* Software Model-Checking */

2. swmcResultSet «— doSWMC( program )
3. if ( inconclusive( swmcResultSet ) ) then mode <— TEST
4. else if ( noCounterExamples( swmcResultSet ) ) then mode < UA
5. else mode <~ OA /* Counter-Examples exist */
6. endif
7. endif
8. if ( mode = OA ) then /* Detection of Over-Approximation */
9. testCaseSet < doTCGfromCE( swmcResultSet, program )
10. testResultSet <— doTest( testCaseSet, program )
11. if ( reproducible( testResultSet ) ) then mode - SWMC ; exit( true )
12. else mode +— SWMC ; exit( false ) /* Re-run is needed */
13. endif
14.  endif
15.  if ( mode = UA ) then /* Detection of Under-Approximation */
16. trapProgram < instrumentTrap( program )
17. swmcResultSet + doSWMC( trapProgram )
18. if ( inconclusive( swmcResultSet ) ) then mode <— TEST
19. else if ( unexplored( swmcResultSet ) ) then mode +— TEST
20. else mode +— SWMC ; exit( true )
21. endif
22.  endif
23. if ( mode = TEST ) then /* Auxiliary Testing */
24. testCaseSet <— doTCGfromSpec( program )
25. testResultSet <— doTest( testCaseSet, program )
26. if ( covered( testResultSet ) ) then mode «+— SWMC ; exit( true )
27. else exit( false ) /* Re-run might be needed */
28. endif
29. endif
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6.22 000O0O0ODOOO

#define SIZ 1024
extern int a[SIZ];
extern int g;
/**
1: @invariant g==-1 || g==0
*/
/**
2: Q@post __return==0 || __return==1
*/
int bar();

/%%

__exist( k, 0, SIZ-1, al[kl==v ) || \

4: __foreach( k, 0, SIZ-1, alk]'=v )

5: @post 0<=__return && al __return ]==v || __return==-1
*/
int foo( int v ){

3: @pre

6: int r=-1, i=0;
7: if ( barOQ+g==1) {
8: r=-2; /* BUG */
9: while ( i<SIZ ) {
10: if ( v==al[i] ) { r=i; break; }
11: i=i+1;
}
}
12: return r;
}
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rule | before after
Al while (P) { while (1) {
S if () {; }
} else { goto break_k; }
(kxOOoOOoooO) S
continue_k:
}
break_k:
A2 do { while (1) {
S S
} while (P); continue_k:
(kODOOOOO) if (P) {; %
else { goto break_k; }
}
break_k:
A3 for (I;P;X) { I;
S while (1) {
} if (P) {; %
(kODOOCOO) else { goto break_k; }
S
continue_k: ;
X;
}
break_k: ;
A4 continue; (k0 O0OOOO0O) goto continue_k;
A5 break; (kxO0OQOODODOO) goto break_k;
B1 switch (X) { if (X==C) {

case C:

S
(ooooooono)
default:

T

goto case_k_C;
(Doooooog)
X
goto case_k_default;
if (0) {
case_k_C:

S
(ooooooog)
case_k_default:

T
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B2 v=P?Q:R; if (P) {
v =Q;
} else {
v = R;
}
C if (P) { if (P) { pred=1; }
S else { pred=0; }
} if (pred) {
S
}
D1 if (!'P) { pred=bi; S } if (P) { pred=b2; T }
else { pred=b2; T } else { pred=bil; S }
D2 if (P && Q) { pred=bi; S } if (P) {
else { pred=b2; T } if (Q) { pred=bi; S }
else { pred=b2; T }
}
else { pred=b2; T
D3 if (P Il Q) { pred=bi; S } if (P) { pred=bi; S
else { pred=b2; T } else {
if (Q) { pred=bi; S }
else { pred=b2; T }
}
D4 if (P 7 Q : R) { pred=bl; S } if (P) {
else { pred=b2; T } if (Q) { pred=bi; S }
else { pred=b2; T }
} else {
if (R) { pred=bi; S }
else { pred=b2; T }
}
E1 if (P) { pred=b; } if (P) { pred=b; trap_i_j=1; }
E2 else { pred=b; } else { pred=b; trap_i_j=1; }
F return <000 >; __assert(trap_i_j==0);
gbobooooooboooooon
return <O 0O0>;

000&:0000 | 1: 0000

p,q:0O0OSsS, :0000b00b00obOoboooooI,Xx.oocoan

kO0ODODODOODODOOOOO switchOOODO
pred:00000000O0O0OOD,b1,b2:0000bl#b2l0
trap_i_j;O0000000i000000000000 switchOOOOOj0i00000000000O0O

oOoo0oo0obooobooboobuooboboboboboelbOobbOobobOoboOoon
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000000000000000000000000

00000000000 An(n=1,..) 00000000 (while, do, for) 0000
00000000000000000000000000 whileOJOOOOOOODO
0000000000000 0000000000000 if00000000000
(switch)0 30000 (? :)00000 Bn(n=1,..)000000000000000
0if0000000000000

000000 COO000000 (00)000000000 pred000000000
0000000Opred 0000000000000 0pred000000000000
000000000000000000

000 Dn(n=1,...) D0pred 0000000000000000000000 pred
0000000000000000000000000000000000000000
000000000000000000000000000000000 pred0000
000 (06.10b1,b2)00000000000000000000000000CACC
000 TRIOOOOOOOO0OOO0O0O00000000000000000000000
000000000000000CACCOOO TR20000000000000000
000000000000000000000CACCOOO0000000000000

0000000 En(n=1,..) 00000000000000000000000
trap_i_j(i=1,..0j=1,..)0000000000000000000000000 (1)
00000000000000 (0)000000 M

0000000 FOOOOOreturn0000000000000000000000
00000000000 __assert(trap_i_j==0); 0000000000000000
0000000000000000000000000000000000000000
00000000000000000000000000CACCOO0O00000000
0000000000000000000000000000000000000000
0oooooooo

068000 6700000000061000000000000000000 6.7
02000 if0 (0 7,10) 0 whileD (0 9)0000000 6800 7acO 10a—c O

O0 Y% -gOO0O00OD00Oif000 whileOOODOODODOOOODOOOODOODODO
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Ta:
To:
Tc:

9a:
9b:
9c:
9d:
9e:
10a:
10b:
10c:
11 :
of :

9g:

12a:
12b:
12c:
12d:
12e:
12f:
12 :

int foo( int v ){

int pred;
int trap_1_1=0, trap_1_2=0;
int trap_2_1=0, trap_2_2=0;
int trap_3_1=0, trap_3_2=0;
int r=-1, i=0;
if ( bar()+g==1 ) { pred=1; trap_1_1=1; }
else { pred=0; trap_1_2=1; }
if ( pred ) {
r=-2; /* BUG */
while (1) {
if ( i<SIZ ) { pred=1; trap_2_1=1; }
else { pred=0; trap_2_2=1; }
if (pred ) {; }
else { goto break_1; }
if ( v==al[i] ) { pred=1; trap_3_1=1; }

else { pred=0; trap_3_2=1; }
if ( pred ) { r=i; goto break_1; }
i=i+1;

continue_1: ;

}

break_1: ;
}
__assert( trap_1_1==0
__assert( trap_1_2==0

o e

_assert( trap_2_1==0
_assert( trap_2_2==0

-

__assert( trap_3_1==0

-

A T A
-

_assert( trap_3_2==0

return r;
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sat

MODEL
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(benchmark foo.smt
:source { foo.c }
:status unknown
:category { sample }
:logic QF_LIA ; Doooooooa
, 0oooooad
rextrafuns (( a__0 Int )) :extrafuns (( a__1 Int ))
:extrafuns (( a__2 Int )) :extrafuns (( a__3 Int ))
:extrafuns (( g Int ))
; 0000000 (Moo)Oooo
rextrafuns (( bar Int ))
;o goooaa
:extrafuns (( v Int ))
;o 0ogoooad
:assumption
( and
(=go0) ; Ik 0000
( =bar 1) ; QL - ODO0O0O0oooooon
( and ; PAc 0Ooogoooooo
(not (=a__0v))
(not (=a__1v))
( not a__2v))

—~
]

069 O0000O0OOO0OODOOOODO

(=g 0)

(= v 0)
(=a__11)
(=a_21)
(= bar 1)
(= a__0 -1)

069000000000000 SMTUOOO (yices)OODODOOOODDOOOOOO

ggobooboooooo

067000000 fooOODODOODBCOODODODO 690000000000
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/* Q1 : post-conditions of called functions */
1: int bar() { return 1; }
void test1(){
int result, defining; int v;
/* Ik : invariants of global variables */
2: g = 0;
/* Pi 0 Gj : pre-/guard-conditions of parameters */
af0] = -1;
al1] 1;
al[2] 1;

v=0;

~N o 0o W

result = foo(v);

/* Dj : defining conditions as expected outputs */
defining = (O<=result && alresult]==v);

9: if (defining) printf("OK"); else printf("NG");

0610 DOOO0ODOOOOOO

OO0000D00D0000OD test1 U0 610000000 var 0o onogonogd
(__return==1) 00000000000000 (0 )0DO000 gD00000 (g==0)
0000000000 (0D 200000 a00U00O0O0OO0vOOUOODOOOUOOO
(__foreach( k, 0, SIZ-1, alkl!=v ))0000000000 (0 36000000
0000000000000000000000000O0000 (0 HOODDODOOOO
000000 (0<=__return && __return==v) 00000 (0 8§)000000O0O0O (O
9000000000000 DD00D000OD0O0O000DD 68000000DDOOO
00 (__assert) 00 0000000000000 DOOO0OOODO 6300000
SWMCODO 6200000000 TestingO 4,70 YODODDOOOOOO trap_i_jO
0(1)00000000000000000000000 2,2000000000000
goboboodobbuoooobbuoooobbbooobbbooobbbooobo
0000000000000 00oooo00on0 CAcCCoooooooooooooo

goo
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063 0J0O0O0O0OOOOO0DOOoDOOoOOOoDO
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SWMC | Y | Y | Y Y |'Y
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064 MINIXOODOOOOODOOO

Function Size | #Trap | #BMC | #Test | #Total | #TC
dev_open 20 6 6 - 6 -
dev_close 9 2 2 - 2 -
dev_status | 41 21 19 4 21 1
dev_io 48 8 8 - 8 -
tty_opcl 32 9 4 8 9 32
ctty_opcl 12 2 2 - 2 -
do_setsid 16 2 2 - 2 -
do_ioctl 39 ) ) - ) -
gen_io 76 25 22 18 25 144
ctty_io 21 2 2 - 2 -
clone_opcl | 52 7 7 - 7 -

FunctionO0 O O O. SizeOOOOOOOOOOOOO

#Trap0 00000000000 DOOOOOOOO
#BMCOOODOOOOOO (BMC)OoOOOOODOODOOOooOOO
#TestOOODODOOOOODDOOOOOOOD
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