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Summary of thesis contents

Title: Study on Accelerator Operation and Diagnostics in Wide Area Environment

Remote operation and diagnostic systems for particle accelerators have been developed in
previous studies for beam operation and maintenance in a variety of situations. After the
collaborative commencement, all associates will need to have methods for remote maintenance,
control, and monitoring of associated devices via Wide Area Network (WAN) links. For example, a
method has to be provided for connecting to the control system network via WAN links from various
collaborating institutions. Such remote operation needs to implement components that have concepts
different from those of daily operation, for example, communication, man-machine user interface
(UI), and system security. On the other hand, systems for remote operation have been developed by
research organizations. Almost all such systems are allocated enough system resources.

As described above, remote operation is necessary in many situations. However, it is not always
possible to use environments with rich system resources, such as dedicated networks, for remote
operation. Therefore, the purpose of this study is to establish the technique of troubleshooting
without rich system resources for remote operation. For this reason, in this study, methods regarding
Ul and system security are discussed for remote operation with limited system resources, such as
low-bandwidth networks.

Considering operator interface (OPI) for remote operation, the use of standard protocols, such as
Hypertext Transfer Protocol (HTTP), has certain advantages because system-dependent protocols
are not necessary between remote clients and on-site servers. On the other hand, Web services that
provide a Ul component to accelerator control systems have been utilized for various purposes
already because such services possess the advantages of being platform-independent systems,
providing software maintenance, and can be developed rapidly.

In this study, the author develops a client system based on WebSocket as a next-generation OPI
over the Web using Experimental Physics and Industrial Control System (EPICS) Channel Access
(CA); WebSocket is a new protocol provided by the Internet Engineering Task Force (IETF) for
Web-based systems. In order to construct a WebSocket server as an EPICS CA client, add-on
software for Node.js, called Node-CA, was developed by the author in C/C++ using the EPICS CA
library, which is included in the EPICS base. As a result of this implementation, WebSocket-based

client systems have become available for remote operation using EPICS in wide area environments.

In addition, from a practical application standpoint; the remote operation of an accelerator via
WAN is beset by a number of issues. One of such issue is that the accelerator has both experimental
device and radiation generator characteristics. Therefore, any error in the operation of the remote
control system could result in an immediate breakdown. For these reasons, the author proposes the
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implementation of an operator intervention system for remote accelerator diagnostics and support

that can interconnect any divergences between the local control room and remote locations.

The purpose of the proposed operator intervention system is to ensure safe remote output control
of EPICS via the WebSocket server. To simply monitor the status of the accelerator parameters
using the WebSocket-based OPI, permission from the on-site operator is not necessary, provided
that authentication has been accomplished through a Secure Sockets Layer (SSL) connection. The
WebSocket-based client system is designed such that output control via remote operation always
requires the permission of an on-site accelerator operator who can intervene at any time. The main
part of the proposed operator intervention system consists of a Process Variable (PV) gateway
provided by EPICS collaboration, a MySQL database, and Web applications. After the
implementation, the on-site accelerator operator can determine the availability of the equipment,
and decide whether to grant operation requests from remote users.

Finally, the system that combines WebSocket-based OPI and an operator intervention system is
implemented for the 28 GHz superconducting electron cyclotron resonance ion source (28 GHz
SC-ECRIS), which is one of the components in the RIKEN Radioisotope (RI) Beam Factory project,
for verification of usefulness. Using this system, the author confirmed that the output instructions
did not reach the EPICS 10C without the on-site operator's permission. In addition, remote operation
can be satisfactorily performed even with a network latency of 200 ms, which is approximately the
same network latency between Japan and the USA. Therefore, networking performance tolerance
should allow this system to be used over networks provided by almost all Japanese Internet service
providers. Because the system is implemented with RIKEN 28 GHz SC-ECRIS remote operation, the
author confirmed that this new operator intervention system via WebSocket-based OPIs is a useful
method for ensuring the physical security from operational error.
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