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Summary of thesis contents

ANONYMIZING PRIVATE PHRASES AND DETECTING DISCLOSURE IN ONLINE
SOCIAL NETWORKS

Online social networks (OSNs) have become an important part of modern life, and
many people use one or more OSNs every day. However, the ease of collecting
personal information from OSN messages can make users feel insecure when they
access an OSN. Phrases containing personal information, i.e., “private phrases,”
should thus be identified and anonymized before they are posted on OSNs.
Furthermore, if messages containing personal information that are posted only for
friends to see are disclosed, the discloser should be identifiable.

Most previous research on identifying private phrases has focused on comparing
candidate phrases with predefined phrases (such as personal names, locations, or
diseases). However, attackers easily recognize and replace the phrases with similar
ones (e.g., synonyms, generalizations). Such replacements can be identified by using
a co-occurrence metric. In this case, non-private phrases, such as HIV in a
non-private message “The human immunodeficiency virus (HIV) is a lentivirus (a
subgroup of retrovirus) that causes the acquired immunodeficiency syndrome
(AIDS),” might also be identified.

We have developed an algorithm for determining whether an OSN message is a
private message or a non-private one. The F-score was 92% for 3000 messages,
showing that it works well for identifying private messages. The algorithm identifies
private messages on the basis of word frequency, so it is not suitable for private
messages containing locational phrases. Consequently, we have developed a
rule-based algorithm that overcomes this problem by using text semantics. It
correctly identified 84.95% of 2917 locational messages, significantly higher than a
machine learning method using word frequency and its three extensions (highest
accuracy=81.93%). Phrases that are identified as private might be released for only
friends to see. For example, users sometimes share messages containing such
information as e-mail addresses, hometowns, and locations. This information should
be anonymized to avoid spam or advertising. One approach to such anonymization is
to remove or replace the private phrases with generalizations, but this makes the
text sound unnatural.

We have developed a way to improve the naturalness of generalized phrases. We
have also developed a metric for quantifying information loss due to generalization so
that anonymized messages can be distributed to different groups of friends with
appropriate levels of privacy.

Time-related information in texts posted on-line is one type of private information
targeted by attackers. This is one reason that sharing information online can be risky.

We have developed an algorithm for creating anonymous fingerprints for temporal
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phrases that covers most potential cases of private information disclosure. The
fingerprints not only anonymize time-related information but also can be used to
identify a person who has disclosed information about the user. In an experiment
with 16,647 different temporal phrases extracted from about 16 million tweets, the
average number of fingerprints created for an OSN message was 526.05. This is
significantly better than the 409.58 fingerprints created by a state-of-the-art
algorithm. Fingerprints are quantified using a modified normalized certainty penalty
metric to ensure that an appropriate level of information anonymity is used for each
friend of the user.

The algorithm we developed to anonymize time-related private information
removes the temporal phrases when doing so will not change the natural meaning of
the message. The temporal phrases are detected by using machine-learned patterns,
which are represented by a subtree of the sentence parsing tree. The temporal
phrases in the parsing tree are distinguished from other parts of the tree by using
temporal taggers integrated into the algorithm. In an experiment with 4008
sentences posted on a social network, 84.53% of them were anonymized without
changing their intended meaning. This is significantly better than the 72.88% of the
best previous temporal phrase detection algorithm. Of the learned patterns, the top
ten most common ones were used to detect 87.78% of the temporal phrases. This
means that only some of the most common patterns can be used to anonymize
temporal phrases in most messages to be posted on an OSN.

As mentioned above, private messages could be revealed by a user's friends or even
by the user, either unintentionally or intentionally. One approach to overcoming this
problem is to create fingerprints by using linguistic steganography algorithms.
Unfortunately, such algorithms create an insufficient number of fingerprints to cover
all of a user's friends.

The algorithm we developed generates a sufficient number of fingerprints by using
various combinations of synonymizations and generalizations. It creates, on average,
140.91 fingerprints per message. This is significantly higher than the 21.29
fingerprints created by the best fingerprinting algorithm using synonymization. In
addition, attackers often modify their fingerprints into paraphrased ones. The
similarity matching (SimMat) metric we developed for detecting paraphrases is based
on matching identical phrases and similar words and quantifying the minor words.
Evaluation using about 5800 paraphrase pairs taken from a widely used paraphrase
corpus created by Microsoft Corporation demonstrated the effectiveness of the
SimMat metric. It achieved the highest paraphrase detection accuracy (77.6%) when
it was combined with eight standard machine translation metrics. This accuracy is
slightly better than the 77.4% rate achieved with the current state-of-the-art method
for paraphrase detection.

We have developed a realistic system that controls the disclosure of both private
and non-private messages on Facebook, the largest OSN. It automatically identifies

private messages after a user composes them using the developed system. The system
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then recommends anonymous fingerprints for a user's friends on the basis of private
phrases in the private messages. This system also detects the disclosure of
fingerprinted information and the person who disclosed it.

The system not only efficiently controls the disclosure of private information in
OSN messages but also improves security in other sensitive fields (e.g., health,
military, and politics). Furthermore, our proposed algorithms have been proven to be
common types of attack (such as paraphrasing and generalizing). Although they are
poor at identifying private information in a single message, such information can be
inferred from various messages (past OSN messages, blogs, web pages, etc.).

Future work includes enhancing the algorithms to enable them to identify private
information by inferring it from various messages. In the next stage, we will focus on
improving the naturalness and semantic coherence of anonymous fingerprints. In
addition, the algorithms will be modified to enable them to anonymize private objects
(such as human faces, vehicle license numbers, and home addresses) in digital media

(audio, image, video, etc.).
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