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Formula—based Fault Localization for Imperative Programs
with Multiple Faults
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Summary of thesis contents

Program debugging is a trial and error process of finding and eliminating bugs or
defects in a computer program, and thus making it behave as expected. As software
and hardware systems grow in complexity, debugging techniques for ensuring their
correctness are increasingly important. Manual debugging is tedious, time-consuming
and error-prone. Thus, making debugging automatically has been one of the major
research topics in automated software engineering. Automatic formal verification of
programs, such as the bounded model-checking (BMC) method, is useful for checking
if a program exhibits erroneous behavior or not. Identifying root causes, which are
the fundamental reasons for the occurrence of failing program executions, still
involves manual inspection and therefore needs a vast amount of human efforts. This

calls for a new method that performs fault localization automatically.

Automatic fault localization of imperative programs is a well-known problem and has
been studied from various approaches. Back in the early 1980's, program slicing was
introduced. A few years later model-based debugging (MBD) was presented. MBD
combines the slicing method with the Reiter's model-based diagnosis theory
framework. Thereafter, a work proposed to replace in MBD the algorithmic method
for calculating program slices by a method following the Boolean satisfiability
problem. In hardware debugging, more specifically in very-large-scale integration
(VLSI) and system on chip (SoC) designs, an alternative method for localizing fault
was shown effective. The method uses a debugging formulation based on maximum
satisfiability (MaxSAT), which is a promising approach to the fault localization tool

for imperative programs.

This thesis introduces and studies a new automatic fault localization method, which
is formula-based fault localization for imperative programs written in ANSI C. The
presented method combines the MBD with MaxSAT, specifically with partial
maximum satisfiability. In contrast to other work on fault localization of imperative
programs, we focus in this thesis on the localization of faults in multi-fault programs.
Fault localization of multi-fault programs is a problem of great importance since
real-world programs often have more than one fault. We demonstrate in this thesis
that the fault localization of multi-fault programs requires further considerations to
be successful. Dealing with multi-fault programs implies that faults may be spread in
different program execution paths and that fault localization reports contain
information from different faults. Therefore, it is required to use many program
failing inputs in order to cover faults as much as possible. Since more than one
failing execution is considered, it implies that the complexity of the problem
increases and thus it is necessary to have an efficient method to localize all faults in

an acceptable amount of time. Moreover, generated fault localization reports have to
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be processed so that the software engineers spend less time in a posteriori root
causes inspection. Here are the main contributions of this thesis. First, we
reformulate the problem of formula-based fault localization systematically from a
theoretical viewpoint. Second, we introduce new methods for encoding imperative
programs into trace formulas. The way programs are encoded has a significant impact
on the precision and efficiency of the root causes identification procedure. Third, we
present an efficient method to calculate and combine root causes obtained from
different failing executions. Fourth, all the methods are implemented in a tool,
SNIPER. Several experiments are conducted on SNIPER to show the capabilities of
the presented approach.

This thesis is organized as follows. Chapter 2 presents backgrounds of the fault
localization of imperative programs. Chapter 3 introduces a series of concepts and
terminologies that are needed to define the formula-based fault localization problem.
These concepts and terminologies are used in the other chapters. Chapter 4 details
the architecture of the tool SNIPER. The implementation of SNIPER, which is based
on the LLVM compiler infrastructure and the Yices 1 partial maximum satisfiability
solver, is detailed in Annex A. SNIPER is a basis on top of which we implement the
different trace formulas presented in Chapters 5 and 7 and the algorithm of

Chapter 6. In each of these chapters, we use SNIPER to empirically study the
presented methods. Chapter 5 introduces a method for encoding programs, the full
flow-sensitive trace formula (FFTF), which is equivalent to the control flow graph of
the target program. The FFTF with appropriate algorithms is successful in localizing
root causes in multi-fault programs for at least two of the benchmarks we used.
However, although the FFTF is expressive, it is not efficient in view of computing
time. In the Chapters 6 and 7 we present methods to deal with this problem. Chapter
6 presents a fault localization algorithm, which enumerates minimal correction
subsets (MCS) in an incremental fashion. We show on a benchmark that the
computing time can be reduced with this algorithm. Chapter 7 introduces an
alternative method for encoding programs, the hardened flow-sensitive trace formula
(HFTF). We empirically show on two benchmarks that the use of the HFTF, as
compared to the FFTF, makes the fault localization algorithm produce less spurious
root causes and perform faster. The HFTF is shown to be as expressive as the FFTF
for most programs. Finally, Chapter 8 summarizes the contributions of this thesis
and presents a list of future work on formula-based fault localization of imperative

programs.
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Summary of the results of the doctoral thesis screening
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