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Summary (Abstract) of doctoral thesis contents

Nowadays, in the communication, smart devices, social networks and Big Data
era, privacy has become one of the main concerns of all socially active individuals.
Mainly because of advanced information processing, storage capacity, data mining
technologies and the necessity of information sharing in social life. There are lots of
government agencies, organizations and service providers that collect and store huge
amount of information containing personal information of individuals as their
common procedure. The collected micro-data which is a combination of categorical
and numerical attributes, contains identifying attributes (e.g., Date of Birth, Sex and
Zip code) and private sensitive attributes (e.g., Salary, Credit Card Records and
Disease). Sharing the collected micro-data for research and education purposes would
be very helpful for researchers and data miners to investigate the correlation
between different attributes and get some useful outcomes. However, individual's
privacy is one of the main concerns in data publishing especially when releasing
datasets involving human subjects contain private sensitive information. Even
though information such as name and social security number are discarded in the
shared dataset re-identification of individuals is still very much possible due to the
existence of combination other identifying attributes. Therefore to protect the privacy
of individuals, a model that is widely used for privacy preservation in publishing
micro-data, is k-anonymity proposed by Samarati and Sweeney. It suggests “For every
record in a released dataset there should be at least k-1 other records identical to it
along the quasi-identifier attributes”. K-anonymity from clustering aspect is defined
as “k-anonymity is clustering with constrain of minimum k tuples in each group”.
K-anonymity protects the privacy of individuals by modifying the values of
identifying attributes through generalization and suppression. Through this
modification some information loss occurs. Information loss in k-anonymity model is
an unfortunate and inevitable consequence. This information loss reduces the utility
of anonymized-data and makes the anonymized-data to be less accurate and
accordingly less useful for further analysis.

In addition, there is a trade-off relationship between the privacy and data
utility. Due to this trade-off, performing anonymization with maximum privacy and
attaining maximum data utility is not possible. Moreover, the problem of optimal
k-anonymization and computational complexity of finding an optimal solution for the
k-anonymity problem has been proven to be NP-hard. Furthermore, real world and
census datasets contain both numerical and categorical type data. As a matter of fact
most of the QID attributes in micro-data are assume to be categorical. The

combination of numerical and categorical attributes makes anonymization process
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rather complicated and very often results in an inefficient anonymization with very
high information loss. Most of the previous approaches and techniques to achieve
k-anonymity suffer from huge information loss and very low data utility. Also most of
the approaches are mainly designed for continuous numerical attributes and in case
of considering categorical attributes, they depend on hierarchical taxonomies or
require some additional information, which more often than not, are not defined or
available in real life applications.

Therefore, in order to maximize the utility of anonymized-data in real life
applications in this work a new approach is proposed. The proposed model is called
Similarity-Based Clustering (SBC) Anonymization. It is based on clustering and local
recoding anonymization method. SBC model concentrates on clustering the original
dataset containing both numerical and categorical attributes efficiently based on
given k value so after anonymization the information loss kept as minimum as
possible.

SBC model suggests a new similarity measurement and distance calculation
based on the measured similarity for categorical attributes so the total distance
between tuples can be calculated for clustering. This approach does not depend on
hierarchical taxonomies regarding categorical attributes. Based on the proposed
model a bottom-up greedy algorithm for k-anonymization is proposed and evaluated
on two different real datasets. Our extensive study on information loss and data
utility show that the proposed algorithm based on SBC model in comparison with
existing well-known algorithms offers data utility above 80% and reduces the
information loss to less than 20% within the wide range of various k values.

Keywords: Privacy Preserving, Data Mining, Anonymization, Algorithm and
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