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Summary (Abstract) of doctoral thesis contents

This thesis focuses on a problem that how service providers can increase
consumers’ disclosure of personal information when exchanging with monetary
incentives without increasing monetary incentives. The willingness to disclose
personal information follows a complex process and each person values their personal
attributes differently. Decisions as to whether or not to disclose personal information
can be organized as a network structure. This thesis proposes a method to evaluate
personal information using consumers’ attitudes regarding personal attribute
disclosure. The proposed valuation method is used for our experiment by ordering the
requested personal attributes. We develop new knowledge to quantitatively increase
the disclosure of personal information without increasing monetary incentives.
Previous authors adopted many approaches to assess the value of personal attributes;
however, their results were only valid for specific situations. An adaptive approach is
proposed here for more general situations. The case study involves selected Thai
people. By changing parameters, this approach remains valid in a variety of
situations such as in specific countries or within certain age ranges. Moreover,
previous studies did not consider the dependency of personal attributes, whereas our
thesis addresses the correlation of personal attributes from a more general approach.
Previous works can be considered as special cases under our approach.

The thesis consists of six chapters. Chapter 1 describes the background,
problems, objectives, scope, limitations, preliminary definitions, and proposes study
contribution. Chapter 2 outlines previous literature regarding the definition of
personal information, privacy issues, problems concerning data collection, and
assesses the valuation methods and notions of personal attribute monetary incentive
trading. Chapter 3 compares the different viewpoints and trading angles between
consumers and service providers. The collected data from Chapter 3 forms the
datasets for Chapters 4 and 5.

Chapter 4 proposes a non-monetary valuation method for personal attributes.
A graph is constructed based on Bayes’ formula and analyzes through graph mining
techniques to determine relationships among personal attributes. Graph edges are
used to compare values between each pair of personal attributes. Our graph proves
robust within the evaluation context but encounters problems applying results in the
absence of numerical values. Chapter 5 outlines the development of an application to
conduct an experiment on the trading of personal information using monetary
incentives. We propose a new technique to calculate the constructed graph into
numerical values termed Value of Unwillingness to Disclose (VD). Personal attribute

that contains high VD means consumers want to protect this personal attribute more



(BI#EA%= 2)
(Separate Form 2)

than personal attributes that contain lower VD. We then invite consumers who were
separated into three groups to complete our evaluation. Each group is asked to decide
their trade between personal attributes and prepared monetary incentives. The order
of personal information by VD is arranged differently for each group as top-down
from highest VD to lowest VD, bottom-up from lowest VD to highest VD, and adaptive
ordered by consumer profiles.

Results indicate that it is possible to motivate consumers to disclose personal
information without increasing monetary incentives. The result from adaptive
approach is 6.03% better than top-down approach. Participants disclose more
personal attributes when the trading application requests personal attributes based
on participant profiles. Chapter 6 summarizes the results and limitations and
postulates directions for further research.

Our proposed approach can be used in different environments and for diverse
groups of consumers; however, limitations and conditions are encountered during the
study. To investigate personal information demands, we choose 212 top ranking global
websites as our samples. Data regarding consumers’ attitudes when disclosing
personal attributes are collected from samples with similar perspectives toward
personal information disclosure. Data are compiled from 532 Thai Internet users
since the Internet and social media activity in the country rank amongst the highest
in Asia. These datasets are incorporated into our proposed valuation method and 160
Thai participants are invited to complete the experiment. The proposed method of
using personal attribute values to rank the order of personal information requests
focuses on the negotiation mechanisms used on trading platform environments.

The knowledge created on the ordering of personal attributes can be used to
improve the exchange of personal information through monetary incentive activities,
such as requesting personal information in a survey and the creation of
questionnaires. Currently, Thailand does not have any specific statutory law
governing data protection; however, the government is in the process of drafting the
Personal Data Protection Act.

The findings from this study including personal attributes clustering, consumers’
attitudes toward personal information, and ordering of personal information may be
useful for organizations, and also relevant to the drafting of this Act in the areas of
personal information categorization and personal data inquiry.

Parts of this thesis were published in the Journal of Information Processing
~ (JIP) and four international conference proceedings which were published online in
IEEE Xplore and ACM Digital Library.A demonstration paper was presented as a
poster session in BigMM2015.
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Summary of the results of the doctoral thesis screening
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