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Cyber-Physical Systems (CPS) are physical systems integrated with digital control.
Quality assurance of CPS is a problem of great importance, but it is also challenging
due to the hybrid nature of CPS in which both discrete and continuous dynamics exist.
While formal verification approaches suffer from a severe scalability issue, stochastic
optimization-based falsification, which aims to find a counterexample input to refute
the system specification, is a viable approach to solving the problem. This method turns
the problem into an optimization one based on the robust semantics of the specification
language, namely Signal Temporal Logic (STL), and employs stochastic optimization
algorithms to search for an answer.
Although falsification has proved to be an effective approach, many methodological
weaknesses are still there, limiting its usage in practice. In this work, we address three
important ones, namely, improper balance between exploration and exploitation during
search, superposing robustness values from signals of different scales in STL robust
semantics, and inability of handling input constraints.
In order to tackle those problems, we propose a general two-layered hierarchical
optimization framework, in which a problem is firstly decomposed into a set of sub-
problems, and then solved via a two-layered methodology: the top layer selects a sub-
problem as the next step to proceed based on the information given by the bottom layer;
the bottom layer performs numerical optimization with the selected sub-problem and
returns feedback to the top layer. In this way, the two layers collaborate with each other
and work together to solve the problem.
This framework is instantiated to three techniques, each addressing one specific
weakness in the existing falsification workflow. In summary, these techniques are:
® A Monte Carlo Tree Search (MCTS)-based technique for balancing exploration and
exploitation during search. Hill-climbing optimization used in the existing
falsification technique is a greedy search strategy, and thus can easily fall into the
local optimum. In our method, we discretize the search space and structure them as
a search tree, and then we propose a two-layered optimization framework to perform
search: on the top layer, MCTS decides the sub-spaces (identified by branches) that
should be further looked into based on the rewards computed by the bottom layer;
on the bottom layer, hill-climbing optimization is run in a local space suggested by
the top layer to give feedback or find a concrete solution. These two layers
collaborate together to improve the effectiveness and efficiency of the search.



® Application of Multi-Armed Bandit (MAB) model to handling safety properties with
Boolean connectives. The existing definition of STL robust semantics for Boolean
connectives superposes the robustness values from different signals. As signals may
have different scales, the global robustness will be biased, and this can affect the
falsification performance. We propose a novel technique that treats different sub-
formulas as different bandit machines, and applies the MAB algorithms (UCB1 and
g-Greedy) to govern the hill-climbing processes running on different machines. We
then define hill-climbing gain rewards to embody the running status of each machine.
It forms such a framework: the MAB algorithms on the top layer select one of the
machines according to the rewards of them; the selected machine on the bottom
layer runs hill-climbing optimization and returns the running status information for
computing rewards. These two layers work together to handle the problem of
falsifying safety properties with Boolean connectives.

® Handling input constraints via search space transformation technique integrated
with the Multi-Armed Bandit (MAB) model. The existing falsification framework
ignores logical constraints on input signals, and thus produces falsifying inputs that
are meaningless. We propose a search space transformation approach, in which the
search 1s allowed to sample in an unconstrained search space, guided by fitness
coming from the constrained input space. This is implemented by a surjection that
maps points from the unconstrained space to the constrained space. Once a negative
fitness is observed, we return the point in the constrained space as the
counterexample for falsification, so that its satisfaction to the input constraints is
guaranteed. The performance of this approach is subject to a parameter, namely, a
total order over the dimensions of the search space. In order to achieve the best
performance, we introduce the MAB model in this context again, and construct the
hierarchical framework: the MAB algorithm on the top layer selects the best order
and sends it to the bottom layer; the search space transformation-based optimization
on the bottom layer runs following that order and gives feedback to the top layer.
Again, they solve the problem through collaboration.

We run experiments on real Simulink models, and the experimental results show the

effectiveness of our approaches. Together, these approaches enhanced the existing

falsification technique.

Moreover, these approaches also exemplify our hierarchical optimization framework,

which is potentially applicable in other contexts.
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