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Algebraic Abstraction in Formal Methods
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Formal methods are development techniques to describe and analyze systems
and specifications mathematically and help to ensure the safety of systems. As
computer programs are being used in safety-critical systems, formal methods are
becoming increasingly important. Model checking is a style of formal methods. For a
system described as an automaton and a specification for the system, model checking
constructs a proof of safety in an algorithmic manner. By transforming a program into
an automaton in a proper way, model checking can be applied to verifying program,
and program verification by model checking is realized. As model checking
automatically constructs safety proofs, it needs less expertise in formal methods to use
than other formal methods, but it has problems with applicability to complex systems
and scalability.

This thesis aims to expand the range of problems that model checking can be
efficiently applied to by looking at algebraic structures underlying target systems. We
expect that it improves the applicability of formal methods and encourages the industry
to use model checking. There are multiple benefits of using the properties of algebraic
structures in model checking. Firstly, writing a target system as an algebraic system
leads to the algebraic description of the abstract states, i.e., the subsets of the memory
states of the systems. Algebraic descriptions of the abstract states allow us to
manipulate them so that we can check the properties of the system computationally.
Secondly, as many algebraic structures satisfy the associative law, if a system is
compatible with an algebraic structure, the exhaustive search of the system can be
done efficiently with memoization or parallelization. Thirdly, we researchers can get
an insight by inspecting the underlying structure of a target system and connecting it
with other mathematical objects.

In Chapters 3 and 4, we develop methods of interpolant generation, which can
be regarded as abstraction methods in program verification. Interpolants (or Craig
interpolants) are considered to be essential predicates to analyze the properties of
programs, and commonly used in model checking of various types of programs. Chapter
3 alms to improve interpolant generation for programs with polynomials. Dai et al.'s
technique could not generate interpolants when the given data are “barely disjoint.”
We make the technique works in this situation by (1) proposing a substructure of the
polynomial ring ]R[)?], called the strict cone, and by (2) proposing a simplification of

ratios to deal with numerical erros that occurs in interpolant generation. Chapter 4



aims to improve interpolant generation in the bit-vector theory for programs in which
integer variables cause the overflow and wraparound. For this task, Griggio's
technique uses an interpolant generation in the linear integer arithmetic, and it has
an advantage that it generates interpolants while preserving the semantics of the
program. However, they reported that it sometimes fails at generating interpolants
by failing to deal with the overflow. We look at the group (Z/ nZ)® , which represents
the memory space, combine it with a torus, and propose a new technique, called boxing
and gapping, for this task.

Chapters 5 and 6 aim to approximate a complex system with a weighted finite
automaton (WFA). A WFA is a quantitative extension of a deterministic finite
automaton, and models a function from words to real numbers. Applying model
checking to complex systems is often impractical. We advocate that the scenario of
applying a formal method to an approximated system to certify the safety of the
approximated system is useful to know the partial safety of the original system.
Chapter 5 aims to approximate a recurrent neural network with a weighted finite
automaton over R. For this task, we propose a method to compare a candidate
approximated WFA with an recurrent neural network to be approximated. The
approximation is driven by Balle and Mohri's algorithm, which learns a weighted finite
automata from given data, and the comparing method is used as a subroutine of Balle
and Mohri's algorithm. Chapter 6 aims to extend Balle and Mohri's algorithm for
general semirings, including the max-plus semiring, and improve the flexibility of
techniques to approximate complex systems with weighted finite automata. We show
that the naive extension of Balle and Mohri's algorithm outputs an “unfaithful”
weighted finite automaton, which ignores some given data, as some properties of fields
do not necessarily hold in general semirings. We prove that column-closedness is
necessary to ensure “faithfulness,” and propose a new algorithm to assure the column-

closedness.
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