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Third-party web tracking has been used for collecting and correlating user browsing
behavior. It is becoming more and more ubiquitous, thus this brings an increase in
privacy concerns from Internet users. Due to the increasing use of ad-blocking and
third-party web tracking protections, tracking providers have introduced new techniques
to continue maximizing their profit based on user data. As the recent sophisticated
techniques, the third-party tracking providers have leveraged cooperation from the first-
party for tracking user activities. Thus, in this dissertation, we focus on the first-party
cooperation-based third-party web tracking, including CNAME cloaking-based tracking
and PII leakage-based tracking. In particular, third parties have leveraged cooperation
from the first-party by using first-party subdomain Canonical Name Record or Alias
(CNAME) record in the Domain Name System (DNS), to bypass the filter lists in
browsers and extensions that disguise requests to a third-party tracker as first-party
ones; they also have leveraged cooperation from the first-party by using user's
personally identifiable information (PII) of first-party authentication flows, to create
an identification that is a persistent identity. The goals of this dissertation are to perform
a first in-depth analysis of the first-party cooperation-based third-party web tracking
and develop the countermeasures to protect user privacy against these tracking
techniques on the Internet.

In the first half of this dissertation, we detect, characterize, then develop a
countermeasure to protect the end-user against the first-party cooperation-based third-
party web tracking technique, namely CNAME cloaking-based tracking. This technique
misleads web browsers into believing that a request for a subdomain of the visited
website originates from this particular website, while this subdomain uses a CNAME to
resolve to a tracking-related third-party domain. It thus circumvents the third-party
targeting privacy protections. Specifically, we first characterize CNAME cloaking-
based tracking by crawling the top pages of the Alexa Top 300,000 sites and analyzing
the usage of CNAME cloaking with CNAME blocklist. We also point out that browsers
and privacy protection extensions are largely ineffective to deal with CNAME cloaking-
based tracking except for Firefox with a developer's version of the uBlock Origin
extension. Secondly, we propose a supervised machine learning-based approach to
detect CNAME cloaking-based tracking without the on-demand DNS lookup. We show
that the proposed approach outperforms well-known tracking blocklists. Finally, to



circumvent the lack of DNS API in Chrome-based browsers, we design and implement
a prototype of the supervised machine learning-based browser extension to detect and
filter out CNAME cloaking tracking, called CNAMETracking Uncloaker. Our evaluation
shows that CNAMETracking Uncloaker is able to filter out CNAME cloaking-based
tracking requests without performance degradation when compared with the vanilla
setting on the Chrome browser.

In the second half of this dissertation, we detect, characterize, then develop a
countermeasure to protect the end-user against the first-party cooperation-based third-
party web tracking technique, namelyPII leakage-based tracking. This technique uses
personally identifiable information (PII) to perform cross-site, cross-browser, and
cross-device tracking. We document a PII-based tracking ecosystem that leverages user
sign-up and sign-in flows on the popular shopping sites from the Tranco Top 10,000
sites. We perform a first in-depth analysis of PII leakage and present a previously
unknown persistent web tracking technique based on this data transfer, which enables
tracking providers to generate and store a unique persistent identifier for a user on their
servers. By measuring the presence of Online Behavioral Advertising (OBA), we
confirm that the tracking providers use leaked PII in their advertising strategies for
cross-site, cross-browser, and cross-device targeting and personalization. Also, to
provide a wider picture of current in-browser privacy protection techniques, we evaluate
the effect of browsers and well-known blocklists against PII leakage. Finally, we
propose a hybrid approach to detect PII leakage by combining heuristic and supervised
machine learning approaches. We show that the proposed approach outperforms well-
known tracking blocklists.

We conclude by emphasizing the research contributions made by this thesis and
present some open research problems. We first highlight the practical implication of our
work to researchers, browser vendors, and Internet users. We think that this work will
stimulate follow-up works in the research community and lead to web browser
improvements. We also think that this work increases Internet user awareness regarding
privacy. In addition, we identify a number of possible research directions, including
measurements, perspectives, and recommendations to improve transparency on the
World Wide Web.
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