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Abstract

The Web services, that enable to provide, to use, and to mediate services on the
World Wide Web, are thought to be the basic components for constructing informa-
tion systems that can be quickly adapted to the changes of the real world. For example,
consider a travel agency system which offers customers hotel reservation services and
uses hotel reservation functions provided by cooperating hotels as Web services. Such
system has strong points: 1) new hotels can be easily added to the reservation services
by modifying Web services used in the system, 2) the change of conditions of the hotel
rooms can be managed by the providers of Web services. Further, other systems can
use the travel agency system if it provides its travel agency function as a Web service.
However, as the system becomes complicated, it becomes difficult to grasp all compo-
nent Web services. Consequently, the hotel reservation services may be used in the way
that does not consistent with the intention of its designer. The systems constructed
in this way are in open environments that the components involved are heterogeneous
and autonomous, and the system configurations can change dynamically. The meth-
ods for developing robust systems in open environments are still under research and
development. Especially, the access control between components such as Web services
and users (in the following, I call such components players) is indispensable in order to
prevent illegal usage of services and information leakage. But the method for design-
ing access policies that do not spoil the flexibility of the system and the method for
implementing such policies are not provided.

In the past 30 years, many access control models are proposed. Since they are aiming
at controlling the access to the resources managed by operating system, they are not
appropriate for the systems in open environments that do not have central control
mechanisms. For example, the Role-based Access Control (RBAC) model, which is
widely accepted as the access control model that conforms to the structure of real
society and standardized by America National Standard Institute, is based on the
assumption that all players can be uniquely identified at arbitrary time. Furthermore,
RBAC model cannot manage the access control policy of the system, which involves the
subsystems each has access control policy, without reconstructing whole access control
policy in order to maintain the identity of players. The problem of access control for
the systems in open environments is unsolved.

In this paper, I propose the Community Oriented Access Control (COAC) model,
which is an access control model for the systems in open environments. In COAC
model, the collection of players involved in the system is called community, and the
access control policy is assigned to the community. A community is a collection of
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players that play roles (in the following, I call such roles parts) such as provider of a
service, user of a service, mediator of a service, etc. The community’s access control
policy defines the access permissions between players of different parts. Accordingly,
community’s access control policy is represented based on the parts. Combining sys-
tems to make a larger system is regarded as the federation of communities. The access
control policy of the community formed by the federation is described according to
the policy of federation that gives the correspondence relationship between the access
control policies of communities. The policy of federation is represented as the cor-
respondence relationships between the parts of different communities. For the travel
agency system, a community is formed which consists of the part of system users, the
part of travel agency system, and the part of hotel reservation Web services. The ac-
cess control policy of the travel agency community is represented as the accessibility
relationship between parts and defines the access permissions between the players of
different parts. Therefore, the administrator of the travel agency system can add new
hotels to the reservation services without changing the community’s access control pol-
icy. To use the travel agency system in a larger system, the administrator may extend
the community’s access control policy by corresponding the part of the travel agency
system users and the part of the larger system, i.e. regarding the larger system as a
user of the travel agency system. In this way, the access control policy of federated
community can be obtained without reconstructing the policy of each community in
the level of each player.

For realizing the community of the COAC model, I show logical system architecture
of the community and propose the COAC framework that is a framework for designing
access control mechanism in the system architecture. The access control mechanism
consists of the access controllers and the boundary controllers. Each access controller
controls the message transfer of the players of each part, and each boundary controller
controls the message transfer between federated communities. The COAC framework
provides a method for describing the model of message transfer between players that are
compliant with the community’s policy. The model is represented by hierarchical layers
of message transfer and supplies the basic structure for implementing the access control
policy of each community and their federation. In the hierarchy of message transfer
layers, the upper layer observes the message transfer of the lower layer and rejects
message which violates the community’s access control policy. Therefore, by describing
logical access control mechanism in the upper layer and showing that the message
transfer of the lower layer is compliant with the community’s access control policy,
the system designer can verify whether the access control mechanism implements the
community’s access control policy. The access controllers and the boundary controllers
of the system architecture implement the functions described in the upper layer.

The COAC model is a formal model of the communities’ access control policies and
the policy of their federation, and provides a basis for verifying that the access control
policy of the federated communities is consistent with the access control policy of each

community. The access control policy of community and the policy of federation are
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not represented as the accessibility relationships between players but represented as
the accessibility relationships between parts. The COAC model enables to describe
access control policy that can be applied to the system in open environments, since it
is not necessary to identify each player uniquely. The case study of combining a hotel
mediation system and an air ticket mediation system shows the propriety of the COAC
model and that the access control mechanism of the community which can be combined
easily with that of federating community is described by using the COAC framework.
Also the case study shows the advantage of the model in forming a complex community
from the federation of simpler communities.

Since the access control policy in the COAC model is represented independent of the
individual players, it is impossible to represent the access control policy with constrains
of player level that the RBAC model provides. However, the constraints of player level
are not required in the domain of the case study. At present stage, the federation of
communities can be handled in COAC model only if one to one or one to N correspon-
dence between the parts of federating communities exists. But, there are cases that
the clear correspondence between parts cannot be found in real systems. The future
work is to extend the COAC model to be applicable to such cases.
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message queue message queue

r‘"‘4::%________ nessage cl osure ____4::F ______ |

m+1 | evel

m | evel

agent <- nessage message:

U43: 000000000000

4.2 OO0O0OOOOO0OO

gooooooooooob coboooboobooboboboboooooooog
gbbobobooobobooobobobobobobobobobbdibdl m
gogbobbobbouoogobbbobooooobbobbooooooboon
gbobdobobobboobobobobooboboobobobooobobogan
goboobooobooooboobooboooobbooboDOobbo0 Nobooobo
gboobuooboobooboob

<receive, [1, []>

gboobobobobuoboboouobobibiibU return 00000000000
godooooogobobobobbbbddoooouooooooooboboooo
gogogobbobboodoooobobbbooooooooboboobbbooooooooboo
gogobbobobbooooobbbobbuoooooobboobooooooobbon
googobobobboogoooobbobboooooooboobobboooooboobo
gogbobbobbooooobobbboouoooobbobboooooobobobo
gogboboboooobobbooooobobbooobboboooobbbuoooooboo

e forsome UUODO with (OO ) OO

gbboodgbbuodgbobobbooobboobbooobbooboobb
gogbbbuoogobobboooobobuoooobboooon

e forall OO0 with (OO ) OO

gobogobbooobobbooobboobboooooobboobD
ggooobod

ggbbbuooobbboooobbobuoooobboooon

o field: UUUDDODOUOUOODLODOOOOO
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e msg_queue: JUUOUOUOUOUOOOOOODOOOOOOONO
e self: JUOOODOOODOODOODOO
e sender: JUODODOOOOOODODDUOOOODODODDOOOOODLODODUOOOODOO

mUJO0O000b0D00OmbOO00000bOOO0O000bbObo0o0o0bbbd m+1
gO0b0D0000 execute JOOOUOOOOONO

execute U< O DOOOOOOODO>I<OO>
gbbbooaobbbooodobbob

l. gbogbobogodboboobuoouobobobuoobobobbooo
gobboogooobboooobobboooooboo

2.000000b0b0b0o00obbbooan

. 0buobbodbogobbuoobbuooooobobooobbooboon
gbbodboodgbboobbooboobbooobboobobboobobo
gboboboooobbbooobboboogoobbbuooobbobod

gbobooobbogoboobbooobboodbib»n000DbDO0 example
gbbugouoggbuoobbobboodbuuobobbobibd a_message0 gy
gobobol1ggooboogan

example:
let x = 1;
y = ( B.F <- a_message );
sender <- return x+y

gbbogbbooboooodboodbb nO000000O00D0 exampled OO
gbobbooddn+100000000 executeU oo ooooooono

1. execute
<A.F, C.F, <example, []>>
<[], History>

gbboodbdlexecute U UODUOOOO0OOOO”IstoryU U000
gobobooogn

2. executeJOOOOOOOODO example, (10000000 mOO0O0O0O0OO
O
example 0O 0O00O0O0O0OD0OODOODOOOOOOOOODOODODOOO

<State, Example>

gdddstated mUUOUOuouoooooooo0DO0O0O0O0Example U0 OO0
example U U O OO OON
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3. <State, Example>
O00ooooooooooon

4. 0000000000000 DO0bO0O0bO0bODOD executel 0o oonoog
execute U UOOOOOUOOOOOOO

<send, <B.F, A.F, <a_message, []>>,
<<[x=1, sender=C.F, State], Cont>,
History>>

0000 [x=1, sender=C.F, State] O State 0O O x=10 sender=C.FO0O
O00000000000Cont00000DO0OD0OOD exampled OO OO
oo0oooooooooon

o. bbb obUubUbUlexampleJU DO OOOUDOOUDOON execute
gogbboboogobobod

execute
<A.F, B.F, <return, [Result]>>
<<[x=1, sender=C.F, State], Cont>,
History>

UOO0OResultDUOOOOODOOOOOODODOOOOO

6. <[x=1, sender=C.F, State], Cont>
O00 Resut OO OODOO

7. 00000000000000000000executed 000000 Oexecute
Oooooooooooooo

<send, <C.F, A.F, <return, [Value]l>>,
<[x=1, sender=C.F, State],
History>>

ObO0OValued Result+1 00 UOUOUOOOOOODO

4.3 0OUOO

4100000000000 0bO0bOO00bOOobDO0o0boobOobOoobOobOooD
goggbobbobodogooooboboobobboooooooboobbooooooobooboo
gogobbbobooobbbobbbuooooooboboouooooooboboboo
ggbooboboooobbboooobobobuoooobobbooooobooo
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4.3.1 0O00O0O0OOOOOOOOOO

gobobobobboogogobbobbodooooobboboooooooon
O0Dblobooboobobobobobooooboobooooobooboboboo
goobbobbodogoooobbobbuooooboobooooooboboobo
gobbbbbuoooogobbbbbooooobbbbboooooobobobo
gobobbbbougooobbobobboooooobobobboooooobooo
gbbboogdacNTUOOObDbObuooobboooaoobon

o []
gbobobooogbobboooobbobooooboobooogb

e send_closure

gboboboooobbbuoooobbboooon

e receive_closure

gbbboooobbbuooobbbooodobbboood

gobobbbbtuodoooooobbbbuoooooobbbbobooooooboboo
gobobooogboo

gobbbbtboooooobbbbbdoooooobbbooooooobbob
gopobobbouogooobbobboooooboboobooooooobboobo
gobbodd

e HUODOODOOUOODLOLODODLOUODLOUOODLOUOLOOLODLOODLDLOODLOOO
gbbodbbuogbooboboobbuoobbuoooboooobboobbdad
gboboboogodn

e HUODOOUOODLDOOLODLDOOODLDODOODLUOODDLOODDOODLDbDOODbDO
gbboogbbuogboobobobobobbooboboobobooonboboo
U
execute U OO UOO0OOOOOOOOOODO

gobobobbooooooobbobboooooooboboobboooooooobobo
0000 execute DO UOODO0DOOOODOO0ODODOODOOODOOOOODOODOO
gbbooodboodn execute U UOOODUOOOOOOOODODOODODOOOOO
gboboboboobooboobgoobobbobooboobon

gobobobbbougoggbobobobbooooooobobobooooono
gbooobobobbooboobbobbooboobboobooboobbon
gobobobooogoobbobobbtbouoooooobooboouooooboo
gbogboboobbooboobobobbooboobbobboobooboboo
gobobbobbouoooooobbbbodoooobobobbouooooboboon
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4.3.2 0O0O0OO0OOOOOOOOOO

g4200000000b00boo0boooboobooobooooobon
gbboobuoboobudoboobbuobobbobobbooboobbbobo
O00bOO0bO0ObO0oDOoboO0obo b200bbD0Ob0 D20 m(AGENT) ODDOODOODOODO
0O D.10 m(AGENT) DODOODOODOOO0OOO0OODLOODOOOOOODOODLODbDOD
00000000 m(FACILITATOR) DO OOOOOOODODOOCODOO

gogbbbboododbbibn send_closure HOUOUOOO0OOODOOOOOOO
goobbobooogobbuooooobobobbooooboobooboboo
gobbodbbbooobbtuoodbbodobbbduobbid forward_message
gbbboooboboodgbbbuddUforward_ message U DD UOUOOODODOOOMO
gogbbbuoodoobbbooodobobboooobbboooobod

gogobobbobbooooooobboobboogooobboobbboooooad
gbbodgbouoobbobobooboobbooboobboobobobbabo
gbboobuogbboobuoobbobobuooboboobbobooboobod
gboboboobobobuoooooobobooooobobobobobobob
ggbbooobboboobbooobbooobobooobbbooobobboogn

4.4 O0OO0O0OO0OOOOO

gogobobbobbouodgoggobbbodgooobboobbouooooooboon
gbgo4110b0boogbooooboobobboboobobboboobo
goboooogd

e DU UOOOODODO
e JOUOOODODO
e JOUUOOODODOO

gbbogbgooboobobooobuoobbobobooboobboboobobon
gboobbobboboboobbobobuooboobboooboobooboon
gbbogouoobodgboogobuodgbooobuoobooobuoobooobogo
goggobbbbbbbuodoooogooooobobbbbouooooooobobo
gobboogobboooobboooobbuoooobbooobobobo4.320
goggbobbbbuooogobbbbbouooooobbobbbuoooooobbo
ggbobboobbododooooooboboobboougboooooooooboo
goggbboboboboouooobbbbboooooobbobbbouooooobbo
goggboboobobboooggobbobbbooooooboboobbouooooooboo
ggbobbodoooobbbooooobbbooooobbbombbooonon
ggobobbooggbobim+100000D00O000O0ODOOOO0O0OOODO
ggobbbobougogobbobbouoooooobbobboooooobbobo
gogobboobobboooogoobobbobbuooooobobbbooooooooboboo
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goobbobobooooooboobobboooooobboboooooooooboon
gbboboooobbuooobbuooobbobooobbuooobbbooobboon
gobobbboogooobobobbodooooobobooooooboboooo
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gboobobooobooboobboobuoobbooboobooboboobod
gogbbboooooobbbbbougoooobboobbouooooooboo
gbobobooboboboboboboboboboboboboobobobob
ggbbobuoooobbboooobobuooooboboooooboo

1. 0ooboooboobooboobobn
2. 000g00gbbbuoooobbboogoobobog

. 0gboboboboboobobobooobooooboboboobon
gogbooobogoon

Di1iogooboobooouoboobobooobobooooboboobobobon
goobobobbodoooooobboobbbooooooooobbuoooooboon
gogggobbbbbobbtoodudgooooooobbobbbbobouooooon
goobbbbuoogoooobboobbooooooboboobuooooooboboo
ggbbbuoobbboooobbbuoooobboooon

g20gbooboobobuobooobobobooooWwWebooooooboo o
ggobbbbougooobbbbbuoooooobbbbboooooobooboo
goobbboboooooobobobobbooooooboboooooobooboobo
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5.2 UOO0OOOODOODODOOO

gbbbuoobuoodgbbbooobbboooobbooobbbooobbon
gboobuogbbooooboobuoobuogbbobuoobobbuoobboobn
goboboogodd
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gboogoboobbogobboooboooobbooboosi1bbobon
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goobbboogogobobobbtbodoooooboobboouooooobo
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e NUUOODLODOOOODLDDLDOOOO



0.2, uoubbObhOoOoOoOoboo 47

comuni ty

oo R e
O

part

gs200b00goobobooooobooo

5.22 UOU0OOOOLOOOOOOOO

gogobobbooooooobbobbbddoooooboboobobbbooooon
gooob40boboooboooooooooobobooooboobuobobobo
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gbobobdobodboobbooobbuooboboboboooboobbbodao
gogobobbooogooobbobobibddooooobobbboooooooobooo
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goobobboooooobobobbbodooooobooboooooobooobo
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gbobbobodgboobobuoobuobboobuooooboobbobooon
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gogobobboooooobbobos3iubooooboobobooooooonon
goobobbobbooooobobbbobouooooobboobbooooooboon
goooboboboboooooobobbooooooboobbboooooooooboo
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5.24 0UUOOLOOOOOOOOOLDOOOOO
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e HUOO0ODLODDUOUOODDLDLOUOOUODLDDLDOUOOUODO

e HUUOODLDLDDOUOODODLDLDOOOODLDODUOOOOD
gobobooooboboboooobbboooobobbuooooobon

l.obgobbobooboobooboobooboboboboobooboobo

2.0000000bbboooboobobooogboobbogo

. 0gbgbobobooooboboboboobobobobobobobo
gooo

gbogbbobbobbooboboooboobooobooboobobobbod
0000000000000 0DOO00oDOoOobOooO0ooooOoooocecoAcobonono
gbobobobooboobooboobobbobooboobon

5.3 COACOUODOUOOOOOoon
COACODDDOOND0OND0ONDN00DN00DN00000

e JUOOOOOOOWO
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e HOUOOODLDLDOOOODLDLDDOOOO
e HOUOOODLDLDOOOODLDLDDOOO

ggobbbbouoooooobbbboooooobbboooooobbon
gbboudboooobobubooboobboobooobobobuooboon
gogobbbboooooobbbouoooooobbbbbbooooooobbo
gocoACObUibooooooooboobobOobOobOobDobUobUobUoboDo
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5.3.1 UUUOOUOOOOOoOoOboOn

ggobobbbouooooobbbbboooooobbobboodoooogn
gogbggbobuoogobbbouoooooo

e JOUUOOODODOO
— bogbobobuooboboboboobuoobbodbooobuooboon

good

l.ogobobobuoooobobouooboboboooobobooon

2.0000bobboobboobboobobobbooboboboo
gobobooggn

— boooobobobuodoboooboobbodobbobboboboon
gboobodgd

e JUUOUOUOOODO

— bogbobobuodoboboobooboobbooobbooboboobooon
gbobooaobn

— bgboobobuodobbouobbobooboobboobooboon
gbooogd

goooboobobbobooob eElDbOOO

5.3.2 UUOOOOOOOODLOOOOOO
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gbogboboobooboobooboobon
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— bgbbbobdoaboobodgooboboboboboooobobobobb
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— boboobdobboobuoobbodoboobbuoobbooobobo
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gobobooogn
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cCoOACOUO0DOOO0OOO0UObDOOU0DOOoUbDbOUU0ODOObDbOUOODbDODbOO
goobbobobobodoogooobbobbodooooooboboboobbbobn
oo NOoOobooboooboooobbo Moboobo FODODO

5.4.1 O0O0OOOOOO
<n00000000D000DO0ODOO
acceptable : M x A x N — bool

gbobobooogboo
e NIUOOD ¢ 0000 mOUODOOOOODLDOOOODLDDOO

acceptable(m, a, 1) = true

e JUOOOODO

acceptable(m, a, i) = false

cgobboogbbdg .+100000bbuobbboobogbooobboo
g

executable : M x A x N — bool

gbobobooooboo

e 1=n 000
executable(m, a, i) = acceptable(m, a, 1)

e ;1 <n 00
1+ 10000 execute OO OOOOOOONO
executable(m, a, i) = acceptable(m, a, 1)
(+1 00000000000 s0000 »0 » 00000000000
executable(m, a, i) = acceptable(m', a, 1)
gooooood
executable(m, a, i) = false



0.4, DOODOOODOO o1

5.4.2 OOOOOOOO

O A000000000 000 000000000 b0 0000000O
Umiogdbbbooodgbobobboodbbb:.+10000000000b0
wOOOOOOOODOO0OOODOOOOO0bOO0O0 fOODOODOOD eODODO
gogobobooodn

transfer : M x (A X F) x (Ax F)x N — bool

ggboobobooggboboooon

transfer(m, (a1, fi), (a,f), 1) =
forward(wrap(m), (a1, f1), (a, f), i+ 1) A

executable(m, a, i)

000000000 mO0O0OQwrap(m;)) e MO m; 000000000 4410
000000000oo0ob0o0oo0b:+1000000000000D0O0D0O00 a€ A
0000 acceptable(wrap(m;), a,i+ 1) = true 00 0 0

forward : M x (A x F)x (A X F)x N — bool

o0oo00o0o0o0o0ooOooooDOoDOobOOobOOobOobOoDbD AO0D00D00OD0 @ OO0

0000000 00 +10000000D00 my, OOO0OODODOOOO
goon

e ;=n00O0
f=f=/(00 a=0¢ 0000
forward(m;i1, (a1, fi), (a,f), i+ 1) = true
gooooodon

forward(m;i1, (a1, fi), (a,f), i+ 1) = false

e 0<<i<nlUOU
ggbbboooobbbuoodd bbb og

fO?"’lUCLTd(mi+1, <a17f1>7 <a7f)7 I+ 1) =
forward(mi41, (ar, fi), (a3, f5), 54+ 1) A
transfer(mii1, (a3, f), (a, f),i + 1)

goboooogd

forward(m;iq, (a1, f1), (a,f), i +1) =
transfer(miy1, (a1, fi), (a, f), 1 + 1)

000 0 £,0 00000000 0000000000 f#££0000
oooo
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5.5 UUOOOOOOOOODOOOOO

gobbobbooooooobobbooooobbobbobooooooooboobooon
gboboobobobobooobobuoboos4dbboobbooboooboDbo
gobobooodn

OoooobD o0obobobooobboobobobobod mooboooo boooog
Obdbde«b0Db0OO0O0OO0O0OObDObDODbObUObDObObOOODOObOODbO
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__CoreRBAC
USERS : P NAME

ROLES : P NAME

PRMS : OPS <« OBS

OPS : P NAME

OBS : P NAME

SESSIONS : P NAME

UA : USERS < ROLES

PA : PRMS < ROLES

session_users : SESSIONS — USERS
session_roles : SESSIONS — P ROLES
avail_session_perms : SESSION — P PRMS
assigned_users : ROLES — P USERS
assigned_permissions : ROLES — P PRMS

Vs : SESSIONS e session_roles(s) C
{r : ROLES | (session_users(s),r) € UA e r}
Vs : SESSIONS e avail_session_perms(s) =
U{r : ROLES | r € session_roles(s) ®
assigned_permissions(r)}
Vr: ROLES e assigned_users(r) =
{u: USERS | (u,r) € UA ® u}
Vr: ROLES e assigned_permissions(r) =
{p: PRMS | (p,r) € PAep}
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__ GeneralRoleHierarchies
CoreRBAC
=:P(ROLES x ROLES)

authorized_users : ROLES — P USERS
authorized_permissions : ROLES — P PRMS

Vr € ROLES o1 = 1
Vri,ms € ROLES ey = Ay =1 =1 =rn
Vr,r,r € ROLES er = AN =r=1r =13
Vr e ROLES o
authorized_users(r) = {r' = r A (u,r') € UA ® u}
Vr e ROLES o
authorized_permissions(r) = {r = r' A (p,r') € PA e p}

gododoooooonooooboo >u00uoogogog
n>nenrmnAnEn AN, EmrnEn=r3=rVry="r)
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_ LimitedRoleHierarchies

GeneralRoleHierarchies

Vr,r,7 € ROLES er =1 ANr>=mrn=rl=r1r2

A3 0ODU0O0Oooooog

gobbbuooobbboooobbbuoooobo

e SSD
gooooooogg

ssbooopoobooooobooogobobbooboobooboooobooboooo
ggobbbbbougooobbbbbuoooooobbobbboooooobboo
ooooooossboooboobooboooobooboboSSbooooboboo



98 OO0 A RBACOOODOOOOOODOOO

__StaticSeparationOfDuty
CoreRBAC

SSD : PROLES x N
ssd_set : SSD — P ROLES
ssd_card : SSD — N

V(rs,n) € SSD; t Crs @ #t > n =
N{r € t o assigned_users(r)} =0
V(rs,n) € SSD e ssd_set((rs,n)) = rs
V(rs,n) € SSD e ssd_card((rs,n)) = n

Vssd € SSD e ssd_card(ssd) > 2 A

ssd_card(ssd) < #ssd_set(ssd)

gbobbooooobobobouoooobobob

e ssd_set
SsShbOOo00oOooooooooooo

e ssd_card
SsSbOOofooooooooo
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gboboboboobooboobooboobon

e DSD
0o00ooooooon

DShDOOOOoOoboOoboobooobooooooboooboobobobooboooboo
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_ DynamicSeparationOfDuty
CoreRBAC

DSD : P ROLES x N
dsd_set : DSD — P ROLES
dsd_card : DSD — N

Vs € SESSIONS; rs € P ROLES; role_subset € P ROLES; n € N e
(rs,n) € DSD A role_subset C rs N role_subset € session_roles(s)
= Frole_subset < n
V(rs,n) € DSD e dsd_set((rs,n)) = rs
V(rs,n) € DSD e dsd_card((rs,n)) =n
YV dsd € DSD e dsd_card(dsd) > 2 A
dsd_card(dsd) < #dsd_set(dsd)




A4, OOOODOOOOO

99

ggbbboooobbbooooobbo

o dsd_set
DShDOODOOOOOoOOUOOoOoOOn™

e dsd_card
DSDOOOOOOOOOOO
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0 OB RBACOOUOOUOOOOOMO
L] [

O0OooDDoOAQRBACOODODOOODOODOOODODOODZODODOOOOOD
goon

B.1 0O0O0OO

gogoboboogoboboooobbobooaon

—_gobooboogoon
gobooo

gobooo

ggbbobuoooobbboooobbbuooooboogao
gogoobbobboooooobboobobboodoooooboobbboooooog
gogbooboogood
o000  NAMEODOODODODOOD USEROODOOOUSEROODO NAME
ggbbobuoooobboooooboo

USER : P NAME

gogobbobobooooooobboobboogooobobobbbooooon
ggobbbobbooduoooobbbbbouooooobbbbuoooooobboo
godgoobbbbbododogooooooobboobobbooooooood
gogbboobuoobobboooobbobbuoooobo

gbboobobogobuogbuoobboobuoobuoobbooboooboobo
gobbuoogobuoogbbuooobbooobbooobbboobobbooobb
gobbobugoobbbooogobobuoooobbouoooobboood

B2 0O0OO0OO0OOOO

1. Equality
000 =000

Uidbbz=y0O02z0 y0O0O0O0O0OO0OODOOOO
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2. Membership
o0 edgd

O000zeSO0000 SODODODOOOO

3. Propositional connectives

-gooo

gbobob A0000
bbb vooaoo
gobob =0000
obob <0000

.—|P
POOOOO

.Pl/\PQ
PO PO0000

.Pl\/PQ
PO pPROOOOOOOOOO

.P1:>P2

P, OO0O0O0OOOOOOO PO POOOOO
.P1<:>P2

PO ARO00000000000O000O00O000O000O00O0

4. Quantifiers

vOoooooobooo e Qd
JO000b00oo0o0ooog edOognO

vSePODOSOODOODOODOD SOOODODODODOOODODODODODO
OprPOOODOOOOdSepPOUOSOOOIDOODOOODOODOODOOOODLO
SO00000O000O pOO00ODOODOOODOOODOODOODODOODOODO
gboooboooon

e JUOOUOOLODO

e JOUUOUOODDOOOODO

0

Vs : SESSIONS e
session_roles(s) C {r: ROLES | (session_users(s),r) € UA e r}
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B3 0O0OO0OOOO

1. Set display
({0o0o,.,000)
{z1,...,2,}00004x,..,2,000000000{}00000O
2. Tuple
(00O,.,000)
(21,..,2,)0000m,..,7, 000000 n-0000
3. Set complehension
(0000000000 «000 )}

{Se F}O0IDOOSOODOODOOODO SOOOODDOOODOOOOOOOOO
b rO0b000000DOO0DOODO

{r: ROLES | (session_users(s),r) € UA e r}

RBACOODOOODODOODODOOODOOOODODODODODODODODODODODODODOOO
ggbbobuooobboooobbobooogbobogao

4. Power set
POOO
PSODOOODOO SOOODOODOOODOOO0
5. Cartesian product
000 x...xO0O0O

$,..,8, 0000000008 %...x8,0000000 (z,...,2,) 00000
000000i(1<i<n)0000 % € S0

6. Function application
000 ooo

f20000 fO000200000f(z)000000O0O

7. Conditional expression
f 0000 thenO OO else0 00

if Pthen Eyelse B, OO0 OO POODOODO £LOO00O0OOOOODOO E,O000
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B4 0O00O00O0O0OOOOO

20000000000000000000O Mathematical Tool-kitD DO OO OO
0O O Mathematical Tool-kit D DO DO DOOOOOOOOOOOO0OO0OOO0ZOOO
gooboooon

1. Natural numbers
N
NOOODOooood
2. Non-membership
¢
r¢ SO002z000 SO00000000OO
3. Empty set
0
pOO00000O0OO
4. Subset relation
C
SCTODOOO SOOU0ODOO0ODOODODO robooboOooooDOoo
5. Set union
U
SuTOODODO0ODOODOO SO0O0DODO rToboo SoTrToooOooOooOoo
6. Set intersection
N
SNTODODOOOODOO SOD0O0 TOooOooOOobooooood
7. Set difference
\
S\TOOOOOO SOO00ODOOOO0OO0 TOOOOOOoODoOOooOOoOoOooo
8. Generalized union
U

AODOOODOODOOOOyUAODO AOQODODODOOODOOOODODOO
goo
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9. Generalized intersection

N

A0DOODOOOOODOOONADOOD ADOODODOODOODOODOOD
ggbooboggon

10. Binary relations

XO0YQODoooouooooX <~ YO X0OYyYOoOooooooooooXxyYOo
goooo

11. Maplet
—
r—y00000 (2z,y) D000
12. Domain anti-restriction
g

OO0 ROOODz0y00D000D00O0ODOz000 SOODOODOODOzO0O
OS<ROOOOyOODOOODOOO

13. Reflexive-transitive closure

*

RFOODDOORODOODOODODODOO

14. Total function

X—=YUOoOXoovyooooooooo

15. Numbers of members of a set

7

#SO000000 SODO0OO0DO0OOO
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0 O0C oOooouoduon

ooooooog =
“(“Ooooooooooo v
[ "<attribute>" OOOO (", OOOO)* ";;" ]
[ "<method>" OO ODOOO (", OOOOOO)* ";;™ 1 "
ogoooooooood c:=
goooooo |
'"m(" JO0O0O0OOoOoOoooo ).
ogood =
ogoo " oo
gooooo .=
goooooooooo »-»ooooo
goooooooooo .=
Oooooood oodsx
ogoooo =
ooo (;rogo)=
oooo =
ogoooo |
ooooooo |
ogoooo |
HRERE
googo =
"if" OO0 "then" "(" ODOOOO ")
[ "else" "(" ODOOOO "™ ]
ooooooog .=
"case" OO "of"
(oooooooog v v OgoOooo m™ )+
[ "otherwise" ":" "(" OOQOQOQO """ ]
ogoooo =
"let" OOOOOOO
oooo =
ogoooooga |
HRERE |
oooooon |
"forsome" OO "with (" OOO ™" OOO |
"forall" O OO "with (" OOO ™" OOO
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o0 Cc obooooogo

gobooogong .=

gdn "<=-"0ooggoobobodgd

gogo L=

"( " Ogg u)u |
gooobooobooobooo |
"execute(" OOO ") |

"dequeue" |
ERERE

gobobogg  ::=

gogoooo "= ggaobo

gobooog  ::=

000 |
0oo0oooo

gboobooooooogg «:=

gooogogog .~ gobod
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D.1 OU00o0oddoodooooon

/ 00000000000000
{ m(AGENT) |
<method>
/ D000o0o0oooooooooao
(]
if not (msg_queue <- is_empty)
then (
let <Tag, Packet, Cont> =
(msg_queue <- dequeue);
case Tag of
/* 0000000000
send: (
if Packet =
<Receiver, Sender, <’return’, Args>>
/* 0000000000
/ 00000o0o0o0ooooooooa
/* 000000000000
then (
let <Env, RtnEnv:History> = Cont;
let Result = (
self
<- send_closure <Tag,
Packet,
<RtnEnv, History>>)
)
/ 000000000
/ 00000000000000ad
/ 000000000000
else (
let <Env, History> = Cont;
let Result = (
self
<- send_closure <Tag,

109
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Packet,
<[], Env:History>>)
)s
if Result = ’failure’
/ 0000000000
/ 000o000oooon

then (
self
<- error_handler <Tag,
Packet,
Cont>)

)
/ 0O0O000ooooog
receive: (
/x J0O000oo0ooog
let MsgClosure = (self <- execute Packet Cont);
/ 000000oooobobooooo
/ DO0O00000ooooooon
msg_queue <- enqueue MsgClosure
)
),

/ DO0000000ooooooog
send_closure MsgClosure :
let <Tag,
<Receiver, Sender, MsgBody>,
Cont> =
MsgClosure;
case Receiver of
/ DO0oo00oooooooobobooobooooooboobobooboooboog
AgnName.FldName: (
/ O0000o0oobobooooogo
if (field <- member FldName)
then (
/ DO000000o0boooboobooboobo
let Result = (
AgnName .FldName
<- receive_closure MsgClosure);
sender <- return Result
)

else ( sender <- return ’failure’)

)
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otherwise:

(sender <- return ’failure’),

/ 000000000000 ad
/ 0000000000000 b0o0o0oo
receive_closure <Tag, Packet, Cont> :
if (self <- valid_message Packet Cont)
/ 0000000000 oooooo
/ 0000000

then (
let <Receiver, Sender, MsgBody> =
Packet;
/ 0000000000000 0000oooad
msg_queue

<- enqueue
<receive,
<Receiver, Sender, MsgBody>,
Cont>;
/ D00000o0o0o0o0ooooooooao
sender <- return ’success’)

else (sender <- return ’failure’),

/¥ 0O00000b0ooooog
error_handler MsgClosure :

N

D.2 0O0O0OO0OO0OO0O0O0O0OOOOO

/ 000000 boooooboooboooboooboooon

{ m(AGENT) |
<method>
/* 00000000000 00000
send_closure MsgClosure :
let <Tag,
<Receiver, Sender, MsgBody>,
Cont> =
MsgClosure;

let AgnName.FldName = Receiver;

/ D00oooobobooboooooboooonoon

/*x 000000000 O00DbOoOon
if (



112 OO0 D O00oboboooboogog

field <- member FldName)
then (
let Result =
(AgnName.FldName <- receive_closure MsdClosure))
else (
if (
/ 0000000000000 ooooa
/ Dd00o0ddoodooooon
forsome F1ld
with (field <- member F1d)
forsome Facilitator
with (Facilitator <- is_in F1d)
(Facilitator.F1ld
<- forward_message MsgClosure field) =

’success’)
then (Result = ’success’)
else (Result = ’failure’)

otherwise: (sender <- return ’failure’),

A

/ 0000000000000 aoa
{ m(FACILITATOR) |
<method>
/* 0000000000000 00a0
forward_message AgnName MsgClosure
SearchedFields :
let SetO0fFields =
field - SearchedFields;
if SetOfFields = {}
/* 0000000000000 00a0
/* OO000oO0ano
then (sender <- return ’failure’)
else (
let <Tag,
<Receiver, Sender, MsgBody>,
Cont> = MsgClosure ;
let AgnName.FldName = Receiver;
if (
/ 0000000000000 000000
/ 0000000000000 000000O00O
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if (

field <- member FldName)
then (

let Result =

(AgnName.FldName <- receive_closure MsgClosure);
sender <- return Result)
/ D00o0ooooo
/ 000000000
/ D0000o0o0oooo
/ 0000000000000004
else (
if (
forsome F1ld
with (SetOfFields
<- member F1d)
forsome Facilitator
with (Facilitator <- is_in F1d)
(Facilitator.Fld
<- forward_message AgnName
MsgClosure
SearchedFields +
Set0fFields) =
’success’)
then (sender <- return ’success’)
else (sender <- return ’failure’)
)),
.
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0 OE COACOOUOOOOO

gboogbooobboobboobbuobooboobooboooboooooo
goggbobbbobbbtbodoooodooooobboobboooooobboboobobo
ggbbobuogobbouoooobobboooobboboooobbobuooooobon

El1 0O00OO0OUO

{ m(AGENT) |
<method>
/ J000o0o0ooooon
(]
if not (msg_queue <- is_empty)
then (
let <Tag, Packet, Cont> = (msg_queue <- dequeue);
case Tag of
send: (
if Packet = <Receiver, Sender, <’return’, Args>>
then (
let <Env, RtnEnv:History> = Cont;

let Result = (
self <- send_closure <Tag, Packet, <RtnEnv, History>>

)
else (
let <Env, History> = Cont;
let Result = (
self <- send_closure <Tag, Packet, <[], Env:History>>
)
);
case Result of
‘failure’: (
self <- transfer_error <Tag, Packet, Cont>
)
’unknown_message’: (
self <- message_error <Tag, Packet, Cont>
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)
receive: (
let MsgClosure = (
self <- execute Packet Cont
)
msg_queue <- enqueue MsgClosure
)
)

/ 000000o0oobooboo
send_closure MsgClosure :
let <Tag, <Receiver, Sender, MsgBody>, Cont> = MsgClosure;
let AgnName.FldName = Receiver;
let <Msg, Args> = MsgBody;

if (
Msg = ’return’ or
/* 000000000000
/* ddddoooooooooooooooooooooo
/* ooooooooooooo
true
)
then (
if (field <- member FldName)
then (
/* Odododoooooooooooooao
let Result =
(AgnName.FldName <- receive_closure MsgClosure)
)
else (
/* O000dooooooobboooooooooooon
if (
forsome F1ld
with (field <- member F1d)
forsome Facilitator
with (Facilitator <- is_in F1d)
(Facilitator.Fld <- forward_message MsgClosure field)
= ’success’
)
then (let Result = ’success’)
else (

if (
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forsome Fld
with (field <- member F1d)
forsome Facilitator
with (Facilitator <- is_in F1d)
(Facilitator.Fld <- forward_message MsgClosure field)
= ’unknown_message’

)
then (let Result = ’unknown_message’)
else (let Result = ’failure’)

)
else (let Result = ’policy_violation’);
sender <- return Result,

/ 0000000000000
receive_closure <Tag, Packet, Cont> :

if (self <- valid_message Packet Cont)

then (
let <Receiver, Sender, MsgBody> = Packet;
msg_queue
<- enqueue <receive, <Receiver, Sender, MsgBody>, Cont>;
sender <- return ’success’)

else (sender <- return ’unknown_message’),

/x 00000000Oo0oo0ooobooooooooon
transfer_error MsgClosure :
/* gbooobogdoogd

b

/ O0000oboobobobooooboooboooog
message_error MsgClosure :
/* gooobooogon

o

E2 0O0O0O0OO0OOO

{ m(FACILITATOR) |
<method>
/x 0000000000000
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forward_message MsgClosure SearchedFields :
let SetOfFields = (field <- origin) - SearchedFields;
if SetOfFields = {}
then (let Result = ’failure’)
else (
let <Tag, <Receiver, Sender, MsgBody>, Cont> =
MsgClosure ;
let AgnName.FldName = Receiver;
let <Msg, Args> = MsgBody;

/% Oooooobobobooooobooboobooo
if ((field <- origin) <- member FldName)
then (

if (
Msg = ’return’ or

/ 00000o0o0ooogo

/% gooobooooboboboooboonog

false
)
then (
let Result =
(AgnName .FldName <- receive_closure MsgClosure)
)
else (

let Result = ’policy_violation’

)
)
else (
/* gdddododouodododododooouoooouoouoouoo
if (
forsome F1ld
with (field <- member F1d)
(Facilitator.Fld <- forward_message MsgClosure
SearchedFields + SetOfFields)
= ’success’
)
then (let Result = ’success’)
else (
1f(

forsome Fld
with (field <- affiliate_member F1d)
(Facilitator.Fld <- forward_message MsgClosure
SearchedFields + SetOfFields)
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= ’unknown_message’

)
then (let Result = ’unknown_message’)
else (let Result = ’failure’)
)
)
)
if (Result = ’success’)

then (sender <- return Result)

else (
if (Result = ’unknown_message’)
then (
let Res =
self <- alternate_message MsgClosure
)
else (
let Res =
self <- alternate_transfer MsgClosure
)
sender <- return Res

),

/¥ 000000bO0booooooobooboboooboo
alternate_transfer MsgClosure :
/x O0000 failure’ 00000
sender <- return ’failure’,

/ J000OO000oO0oooooobooboboboobogoogoo
alternate_message MsgClosure :
/* 00000 ’unknown_message’ 0O 000
sender <- return ’unknown_message’
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0 0O0F O000000000000

F1 0A0O0OOOOOO
F.1.1 AR

e JOOODODODODO
{ AR |
method
some_method :

AP.A <- get_information ARGUMENTS;

}

e JOOODOODO
OO0O0O0OoODOoOO00oOO0O0OOoOO0ODOOo0OU0ODOD AQCOOODOO APOD
get_infromationUU OO ODOOOOOOODOOOOO

Msg = ’get_information’ and
AgnName = ’AP’ and FldName = ’A’

F.1.2 AP

e JUOOOOUOU

{ AP |

method
get_information ARGUMENTS :

}

e JOOOOOU
gobbobogodgbbodad
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F.1.3 AC

obE200000000

F2 0BUOOUOOOOO
F.2.1 BR

e U OOOOO

{ BR |

method
some_method :

BP.B <- get_information ARGUMENTS;

by

e UOOODODO
gboboboubbobooggbbobuoooobbboo

(Msg = ’get_information’ and

AgnName = ’BP’ and FldName = ’B’)

F.2.2 BP

e NOUOOODODODO

{ BP |

method
get_information ARGUMENTS :

3

o JUOOOOO
gobobooogobood

F.2.3 BC

ObOE200000000
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F.3 00O0OO0ODAOBOOO
F.3.1 AR

e JUOOOOUOU
{ AR |
some_method :
AE:A <- get_information ARGUMENTS;

another_method

BP.B <- get_information ARGUMENTS2;

o JOOOOOU
gogboobogbbobuoggoboboooooboog

(Msg = ’get_information’ and

AgnName = ’AP’ and FldName = ’A’) or
(Msg = ’get_information’ and

AgnName = ’BP’ and FldName = ’B’)

F.3.2 AP
Doooo
F.3.3 AC

gbboobudgboobobuoobuooboboobbuooboobbooboob
ggn

(Msg = ’get_information’ and
AgnName = ’AP’ and FldName = ’A’)
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F.3.4 BR

e UOUOOOOO

{ BR |
éethod
some_method :
éé:B <- get_information ARGUMENTS;
anothe;_method :
Aé:A <- get_information ARGUMENTS2;
, 55

o JUOOOOO
gobobobboboogobbobooooboboo

(Msg = ’get_information’ and

AgnName = ’BP’ and FldName = ’B’) or
(Msg = ’get_information’ and

AgnName = ’AP’ and FldName = ’A’)

F.3.5 BP
00000
F.3.6 BC

gbobogbobodbogobodgbuoobooboobbuoobboobuoobobod
goo

(Msg = ’get_information’ and
AgnName = ’BP’ and FldName = ’B’)

F4 0O00000OAOBOCOOO
F.4.1 AR

e UOOOOOO
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{ AR |
some_method :

AP.A <- get_information ARGUMENTS;

b

another_method

BP.B <- get_information ARGUMENTS2;

3

yet_another_method :

CP.C <- get_information ARGUMENTS3;

o JOOOOOU
gogbooboobbobuogooboboooooboog

(Msg = ’get_information’ and

AgnName = ’AP’ and FldName = ’A’) or
(Msg = ’get_information’ and

AgnName = ’BP’ and FldName = ’B’) or
(Msg = ’get_information’ and

AgnName = ’CP’ and FldName = ’C’)

F.4.2 AP
Doooo
F.4.3 AC

O00obObo0AOBODOOOODOOODOOO

F.4.4 BR

e UUDOOODOOO
{ BR |

method



126 U0 F ObOOobooboooboo

some_method :

BP.B <- get_information ARGUMENTS;

b

another_method :

AP.A <- get_information ARGUMENTSZ2;

b

yet_another_method :

CP.C <- get_information ARGUMENTS3;

e IO OOOO
gobobobbobooggboboboooobobboo

(Msg = ’get_information’ and

AgnName = ’BP’ and FldName = ’B’) or
(Msg = ’get_information’ and

AgnName = ’AP’ and FldName = ’A’) or
(Msg = ’get_information’ and

AgnName = ’CP’ and FldName = ’C’)

F.4.5 BP
Doooo
F.4.6 BC

O0O000O0AOBOOOOODOOOODOOO

F.4.7 CR

e JODOOODOO
{ CR |

method

some_method :
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CP.C <- get_information ARGUMENTS;

b

another_method :

AP.A <- get_information ARGUMENTS2;

b

yet_another_method :

BP.B <- get_information ARGUMENTSS3;

o JOOOOOU
gogboobooboboooobobooooobobog

(Msg = ’get_information’ and

AgnName = ’CP’ and FldName = ’C’) or
(Msg = ’get_information’ and

AgnName = ’AP’ and FldName = ’A’) or
(Msg = ’get_information’ and

AgnName = ’BP’ and FldName = ’B’)

F.4.8 CP

e JUOOOOUOU
{cCpP |

method
get_information ARGUMENTS :

o JUOOOOOU
gobboboggoobobod

F.4.9 CC

gbboobudgboobobuoobuoobobuoobbuooboobbooboon
ggn
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(Msg = ’get_information’ and
AgnName = ’CP’ and FldName = ’C’)



129

0 O0G 0OU0o0oooootdodnn

G.1 D AOOOO0OOO

G.1.1 AR
e UUDOOODOOO

{ AR |
method
some_method :

AB.A <- broker ARGUMENTS;

e JOUOOODODO
OoOoopobOoo0oO0oDooOO00obDOOoU0bOooOoOOOobOoADOOOODO ABODO
broker U OO DOOOOOOODOOON

Msg = ’broker’ and
AgnName = ’AB’ and FldName = ’A’

G.1.2 AB

e JOODOOODOO
{ AB |

method
broker ARGUMENTS :

let Res = AM.A <- h_recommend ARGUMENTS1;

AP.A <- h_service_request Res ARGUMENTS2;
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e JUOOOOO
gobobooboboogoboobogoobobooo

(Msg = ’h_recommend’ and
AgnName = ’AR’ and FldName = ’A’) or
(Msg = ’h_service_request’ and

AgnName = ’AP’ and FldName = ’A’)

G.1.3 AM

e JUUOOOODO

{ AM |
method
h_recommend ARGUMENTS :
sender <- return RESULT;
}

e U OOOO
goboboogooboood

G.1.4 AP

e 0D ODOODOO
{ AP |

method
h_service_request ARGUMENTS :

e NUOOODODO
gbobobooogobood
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G.1.5 AC

gbEeE200000000

G.2 0OBOOOOOOO
G.2.1 BR

o JUOOOOOU

{ BR |
.ﬁethod
some_method :
iéé Res = BM.B <- f_recommend ARGUMENTS1;
éé:B <- f_service_request Res ARGUMENTS2;
, 55

e JOOOOOU
ggbbboobbboooobbbooooobbod

(Msg = ’f_recommend’ and
AgnName = ’BM’ and FldName = ’B’) or
(Msg = ’f_service_request’ and

AgnName = ’BP’ and FldName = ’B’)

G.2.2 BM

e IODOODOOO
{ BM |

method
f_recommend ARGUMENTS :

sender <- return RESULT,;
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o JUOOOOO
gobobooogobood

G.2.3 BP

e UOOOOOO
{ BP |

method
f_service_request ARGUMENTS :

e JODOOODOO
gbooboboobogn

G.2.4 BC

o0 E200000000

G.3 OD0O0OO0ooAOdOBOOO

G.3.1 AR
Doooo
G.3.2 AB

e JODOOODOO

{ AM |

method

broker ARGUMENTS :

0 -

oo if ...
0o then (
RN ..
0o let Res = AM.A <- h_recommend ARGUMENTS1;

HRN
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g AP.A <- h_service_request ARGUMENTS2;
go

ERN )

HEN else (

g ce

oo let Res = BM.B <- f_recommend ARGUMENTS3;
g ce

gd BP.B <- f_service_request Res ARGUMENTS4;
g

}

o JOOOOOU
ggboooobobuoggobobouoooobooad

(Msg = ’h_recommend’ and

AgnName = ’AM’ and FldName = ’A’) or
(Msg = ’h_service_request’ and

AgnName = ’AP’ and FldName = ’A’) or
(Msg = ’f_recommend’ and

AgnName = ’BM’ and FldName = ’B’) or
(Msg = ’f_service_request’ and

AgnName = ’BP’ and FldName = ’B’)

G.3.3 AM

goooo

G.3.4 AP

goooo

G.3.5 AC

gbobobobobobobobobooboboooboooooboboobon
god

(Msg = ’h_recommend’ and
AgnName = ’AM’ and FldName = ’A’) or
(Msg = ’h_service_request’ and

AgnName = ’AP’ and FldName = ’A’)
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G.3.6 BR

e JO0DODODOO
{ BR |

method

some_method :
ié£ Res = BM.B <- f_recommend ARGUMENTS1;
éf:B <- f_service_request Res ARGUMENTS2;
anothe;_method :

let Res = AM.A <- h_recommend ARGUMENTS3;

AP.A <- h_service_request Res ARGUMENTS4;

e JOUOOOO
gbbboubbboooobbbogooabbban

(Msg = ’f_recommend’ and

AgnName = ’BM’ and FldName = ’B’) or
(Msg = ’f_service_request’ and

AgnName = ’BP’ and FldName = ’B’) or
(Msg = ’h_recommend’ and

AgnName = ’AM’ and FldName = ’A’) or
(Msg = ’h_service_request’ and

AgnName = ’AP’ and FldName = ’A’)

G.3.7 BM
00000
G.3.8 BP

goobooo
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G.3.9 BC

gbbobobuodboboboboobooboboobbooboobbooboob
oo

(Msg = ’f_recommend’ and
AgnName = ’BM’ and FldName = ’B’) or
(Msg = ’f_service_request’ and

AgnName = ’BP’ and FldName = ’B’)

G4 0OJ0OO0OOOODAOBOCOOO

G.4.1 AR
00000
G.4.2 AB

e JUOOOOUOU

{ AM |
method
broker ARGUMENTS :
oo ..
oo if ...
oad then (
oo .
0O let Res = AM.A <- h_recommend ARGUMENTS1;
oo .
g AP.A <- h_service_request ARGUMENTS2;
oo
o )
00 else (
if ...
then (
0O let Res = BM.B <- f_recommend ARGUMENTS3;
o o -
gd BP.B <- f_service_request Res ARGUMENTS4;
HEN

else (
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let Res = CM.C <- 1_recommend ARGUMENTS5;

CP.P <- 1_service_request Res ARGUMENTS6;

e IO OOOO
gobobobobobooggbooboboooobobooboo

(Msg = ’h_recommend’ and

AgnName = ’AM’ and FldName = ’A’) or
(Msg = ’h_service_request’ and

AgnName = ’AP’ and FldName = ’A’) or
(Msg = ’f_recommend’ and

AgnName = ’BM’ and FldName = ’B’) or
(Msg = ’f_service_request’ and

AgnName = ’BP’ and FldName = ’B’) or
(Msg = ’1_recommend’ and

AgnName = ’CM’ and FldName = ’C’) or
(Msg = ’1l_service_request’ and

AgnName = ’CP’ and FldName = ’C’)

G4.3 AM

goboon

G.4.4 AP

gobooo

G.4.5 AC
O0O000O0AOBOOOOOOOOODOOOO



G4. DOOOOOAOBOCOOO 137

G.4.6 BR

e JUOOOOOU
{ BR |

method

some_method :
iéé Res = BM.B <- f_recommend ARGUMENTSI1;
éé:B <- f_service_request Res ARGUMENTS2;
anothe;_method :
iéé Res = AM.A <- h_recommend ARGUMENTS3;
AEZA <- h_service_request Res ARGUMENTS4;
yeé;;n;ther_method :

let Res = CM.C <- 1_recommend ARGUMENTS5;

CP.C <- 1_service_request Res ARGUMENTS6;

e IODOOODOO
gbogobobobobobbobbobooboob

(Msg = ’f_recommend’ and

AgnName = ’BM’ and FldName = ’B’) or
(Msg = ’f_service_request’ and

AgnName = ’BP’ and FldName = ’B’) or
(Msg = ’h_recommend’ and

AgnName = ’AM’ and FldName = ’A’) or
(Msg = ’h_service_request’ and

AgnName = ’AP’ and FldName = ’A’) or
(Msg = ’1_recommend’ and

AgnName = ’CM’ and FldName = ’C’) or
(Msg = ’1_service_request’ and

AgnName = ’CP’ and FldName = ’C’)



138 OO0 G bDOoboooooooooo

G.4.7 BM

gobooo

G.4.8 BP

gobooo

G.4.9 BC

O0000O0AOBOOOOOOOOODOOO

G.4.10 CR

e J0DODODOO
{ CR |

method
some_method :

ié£ Res = CM.C <- 1_recommend ARGUMENTS1;

éé:C <- 1_service_request Res ARGUMENTS2;
anothe;_method :

ié£ Res = AM.A <- h_recommend ARGUMENTSS3;

Aé:A <- h_service_request Res ARGUMENTS4;
yeé_an;ther_method :

let Res = BM.B <- f_recommend ARGUMENTS5;

BP.B <- f_service_request Res ARGUMENTS6;

e JODOOODOO
gboobobooboobooboobooboob



G4. DOOOOOAOBOCOOO

139

(Msg = ’1_recommend’ and
AgnName = ’CM’ and FldName =
(Msg = ’1l_service_request’ and
AgnName = ’CP’ and FldName
(Msg = ’h_recommend’ and
AgnName = ’AM’ and FldName
(Msg = ’h_service_request’ and
AgnName = ’AP’ and FldName =
(Msg = ’f_recommend’ and
AgnName = ’BM’ and FldName =
(Msg = ’f_service_request’ and
AgnName = ’BP’ and FldName =

G.4.11 CM
00000
G.4.12 CP

e OUOOOODODO
{CpP |

method

:C;)

)CJ)

)AJ)

)AJ)

7B7)

7B7)

1_service_request ARGUMENTS :

o JOOOOOU
gogbboboogobobod

G.4.13 CC

or

or

or

or

or

gbboobuogbooboboobooboboobbooboobbooboon

gog

(Msg = ’1_recommend’ and
AgnName = ’CM’ and FldName = ’C’)
(Msg = ’1l_service_request’ and
AgnName = ’CP’ and FldName = ’C’)

or
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0 OH 0OO000000000000
Jooooobobbbood
HRERE

gbobogbobodbodgbboobbooobuooboobboobuodboobbo

0000000000000 0000000000O0O0O0ODO0O0000OO 15000
gogggobbbbbobuooooooooobobbbbobbbbobououuoood
goggbobbobbodoogooobbobbooooobooboooooooobooboo
ggbbobuogobbbooooboo

H.1 0O000O0OO0OO0OODOO

gbobodbogobuoobboon »bbooobooobuoobbooboon
ggbbobuooobobbooogn

eVXER, | X=X
VX, YER | X=YAY=X=X=Y

eVX, Y, ZER | X=YANY=Z=X»Z

H.2 OJ0000000O0O0O0OO00O00O0O0OO0OO0O0000
[]

goobobbobbobodoooogobobbodooooooobobbooooon
gboobuooboobooboobobob

VX, Y€R,; Vprm € PRM | X = Y AN (Y, prm) € p. = (X, prm) € p,

H3 00000000 O00DOOO0oOooOn

000000 prO00O0O0ODOOOOOOOOP0O0O0OOOOOOOOOOOO
goooooogo
VX,YeR; VXY €R; |
X=YAX,X)ePA(Y,Y)ePl—= X' =Y



